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Final publishable summary report

1 Executive Summary

The objective of STORM CLOUDS was to explore how the needed shift by Public Authorities to a cloud-based
paradigm in service provisioning should be addressed. At the end of the project, STORM CLOUDS has
completely fulfilled it by defining guidelines to address and accelerate the process. In addition, valuable
results are available on the identification of barriers and levers for cloudification; the creation of an
application portfolio and a compilation of knowledge on the topic are also relevant project outcome. Other
specific results that must be highlighted:

o The work with the stakeholders has concluded with relevant conclusions:

o Key stakeholders for the process can be found internally to the Municipality at all levels:
technicians, financial team, administration, political management.

o Change Management procedures are required to manage the impact of cloud migration.

o0 Leadership at the top level is key: the political direction of the Municipality must support and
integrate the cloudification into the city agenda.

e The STORM CLOUDS Platform, a leading edge cloud system based on Open Source technologies

e Thanks to the Call for Cities, the experimentation of cloudification was carried out in seven cities:
Valladolid, Thessaloniki, Agueda, Miskolc, Athens, Veria and Guimaraes.

e The Project Catalogue offers all applications cloudified as Open Source, available for other cities not
members of the project consortium. The catalogue is online at http://www.storm-clouds.eu/services/

o A number of barriers and levers on the cloud migration process have been identified and the

guidelines on how to prevent them are provided. These are included two main deliverable
documents:

o Body of knowledge about migration of public services to the cloud: http://www.storm-
clouds.eu/services/resources/body-of-knowledge /

0 Roadmap for the migration of public services: http://www.storm-
clouds.eu/services/roadmap-home /

e About sustainability, the project partners have worked on two lines:

o Companies have designed a business proposal that will bring to the market the experience in
the cloud migration process and the applications launched during the project.

o Participant cities have already included Cloud migration into their agenda for the next
months.

e All these activites have been disseminated in live events and on Internet: the project activity in the
project was very intense. Each blog post was complemented with notes in the Facebook account of
the project and in the Twitter account. The traffic results for the project are very satisfactory.
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2 Project Context and Objectives

Effective eGovernment can provide a wide variety of benefits including more efficiency and savings for
governments and businesses, increased transparency, and greater participation of citizens in political life. ICTs
are already widely used by government bodies, as it happens in enterprises, but eGovernment involves much
more than just the tools. It also involves rethinking organisations and processes, and changing behaviour so
that public services are delivered more efficiently to people. Implemented well, eGovernment enables
citizens, enterprises and organisations to carry out their business with government more easily, more quickly
and at lower cost.

As part of its strategy, the European Commission is taking concrete actions for the development of Cross-
border Digital Public Services. These include, but are not limited to, the creation of European interoperable
platforms such as a common framework for citizens' electronic identity management (elD), and the fostering of
innovation through the Competitiveness and Innovation Programme (funding Large Scale Pilots and
eParticipation projects).

Within this programme one Key initiative is the cloud of public services. The European Commission is looking
into the potential of the "Cloud of Public Services" concept for the development and delivery of flexible
public services. This is done by combining public service building blocks and allowing sharing between public
& private providers of services.

Ultimately citizens will benefit from more personalised public services, provided also by third parties using
public information or services. In turn, public administrations can save money and increase flexibility in service
design and provision.

The public sector has a key role to play in shaping the cloud computing market. But with the public sector
market fragmented, its requirements have little impact, services integration is low and citizens do not get the
best value for money.

STORM CLOUDS Project was selected under this initiative in order to help in the promotion of the Cloud
adoption in Public Administrations, in particular, Municipalities in Europe. STORM CLOUDS aims at deeply
exploring how the needed shift by Public Authorities to a cloud-based paradigm in service provisioning should
be addressed, mainly from the point of view of the end-users, and taking full advantage of edge ICT.

The purpose of STORM CLOUDS is to define useful guidelines on how to address the process in order to
accelerate it, for Public Authorities and policy makers. These guidelines will be prepared based on direct
experimentation in at least 4 European cities, creating a set of relevant use cases and best practices.

By doing so, STORM CLOUDS will also deliver a consolidated cloud-based services portfolio validated by
citizens and Public Authorities in different cities and, at the same time, general and interoperable enough to
be transferred and deployed in other European cities not taking part in our project, as well as scaled up to
wider geographical scopes. This portfolio will be mainly created from applications and technologies delivered
by other CIP-PSP and FP7 projects, as well as resulting from innovation efforts from SMEs.

Project’s results will answer questions as:

For the Municipality For the Citizen
Is it possible to migrate my legacy applications? Shall | have better services?
How? What about employment and economy?
Are there any best practises...2 Will | pay more taxes?
Will it produce an actual cost reduction? Will my Municipality react quicker to citizens’ need?
What about my legacy data? Will the digital services work perfectly at peak

. . usage times?
How do | interconnect applications? 9

How will my employees react?

Which services shall | migrate first?
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2.1

Target users and their needs

The process for migrate applications to the cloud can be considered from different points of view:

Citizenship: we have decided to focus in citizens as one of our target end-user groups in order to
guarantee market readiness. To enrich the experimentation to be carried out during the project so
that the guidelines to deliver become really useful at European level, we have been working directly
with inhabitants of different European cities, in terms of location, size, ICT deployment, digital culture
and other socio-economic aspects.

Public Employees: if migration to cloud-based public services is to occur, it will have to be with the
involvement of public servants as those in charge of deciding on, managing and making available
these services to the citizens. Behavioral / procedural change will have to be properly managed
during the project.

Local Business: This is another sector that is continuously asking for modernisation and improvement of
the services that Municipality provides. These are relevant stakeholders in a process that, for sure, will
bring more flexibility and cost reduction to Municipalities.

Political Authorities. We have been working with Authorities governing cities, as those offering a
great number of direct services to citizens and very open to add value to the foreseen
experimentation and change processes during STORM CLOUDS. Through this bottom-up approach,
we will guarantee scalability of use cases and best practices, and conclusive guidelines.

All this complex ecosystem has is incorporated into one term: Cloudification. STORM CLOUDS has coined the
work “cloudification” because the process that we are facing is not just a technical one. Cloudification is not a
just a technical migration, be it complex or not. Cloudification involves many other aspects as:

Organisational changes

Impact in the life of citizens

Provisioning and purchasing in the Municipality
Dependencies on third parties: extermal providers,

Cloud Provider lock-in

All these aspect have been considered in our project and guidelines are in place.

2.2

Usage

Project results are to be used by different actors in the process:

2.3

The services deployed during STORM CLOUDS will be used by City Authorities participating in the
project to offer public services to citizens.

They will also be used by project partners to generate valuable use cases and create knowledge on
how to face the migration of Public Authorities to Cloud Computing for a successful uptake of
technology involved. These will be converted into useful guidelines for Public Authorities and policy
makers.

Finally, STORM CLOUDS could create a seed for an open Cloud of Public Services relevant for
strategic objectives of the European Digital Agenda (i.e. the Digital Service Infrastructure under the
Connecting Europe Facility).

Technology

STORM CLOUDS has based the whole technical approach in Open Source Software.

This is a very important choice as one of the key elements of Cloud Computing is flexibility and the possibility
to change of cloud provider or to mix different cloud providers. If we base our technical work on proprietary
systems a large part of this advantage will be lost. As a side comment, even Microsoft’'s cloud — Azure —
offers Linux based VMs to their customers.
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The infrastructure of the project is based on leading edge products for cloud infrastrcutre and system
management as: OpenStack, Cloud Foundry, Linux (Debian 7.0, openSUSE, SUSE Linux Enterprise Server, Red
Hat Enterprise Linux, CentOS, Fedora and Ubuntu 12.04/14.04), MySQL, PostreSQL, GlusterFS,
phpMyAdmin, phpPGAdmin, Zabbix, HEAT scripts.
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3 Main Scientific and Technical results

In this section we report the project results and also the work structure followed during the project. It is splited
in three different block

e Subsection 3.1: Work Breakdown Structure
e Subsections 3.2 to 3.5: Specific results from the project

e Subsection 3.6: List of deliverables produced

3.1 STORM CLOUDS Work Breakdown Structure

The project work is structure around 5 technical WPs as shown in the figure

WP1: STORM methodological framework

Processes and methodologies
Pilot cities

WP2: 0SS laa$ Cloud Platformand related |
services

NI

—> WP3: Cloud-basedservices deployment [«¢—

L WP4Horizantal issues <

juswabeuepy 193l0.d : /dM

User-driven open innovationjinteractive cycles

Aungeurejsns pue uoneyiojdxa ‘uoneuiwassip ‘Ajiqeleas :9dm

WP5: Definition of guidelines for a successful migration to cloud-based public services

WP1 STORM CLOUDS methodological Framework

The obijective of this work package was to guide the implementation of the methodological framework of the
project related to the user-centric approach. Guidelines and best practices for the activation and involvement
of stakeholders and users will be provided and the user-centric process for the selection of services to be
implemented, the monitoring and validation activities and the gathering and analysis of feedback will be
coordinated and implemented in the four pilots’ location.

The Municipalities involved in order to select the most suitable applications to be moved to the cloud. This
involved several tasks:
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e Identification and activation of users and stakeholders for the STORM CLOUDS project. Once
identified and engaged, guidelines on how keeping stakeholders involved and active within the
project were produced. This task involved Public Authorities, Municipality personnel at different levels,
Public Servants, ICT/Cloud providers, representatives of business and citizens within a user-centric
process.

e Compilation of the available services and applications susceptible to being cloudified. This was
achieved by assisting in the process for the selection of appropriate services and applications for
cloudification so that a common understanding of what is a "smart city application or service" could
be reached. This included helping pilot-cities to pose the right questions to their stakeholders, for
example: “What benefits do you think you'll get from porting to the Cloud?”

WP2 OSS laa$S Cloud Platform and Related Services

The main objectives of Work Package 2, OSS laaS Cloud Platform and Related Services, are:

o designing and implementing a reference architecture for the Storm Clouds Platform (SCP), a cloud
software platform for hosting partners’ applications;

e preparing a set of prefab Virtual Machines, Platform as a Services elements and Cloud Application
Templates that can be used as building blocks for constructing cloud-enabled applications;

e implementing a set of tools for automating the deployment of cloud-enabled applications.

Initially, after requirements gathering, a first prototype of the platform was implemented providing only some
basic Infrastructure as a Platform (laaS) functionality. Afterwards, the activities were focused on the
implementation of advanced services, in order to deliver a production-ready environment launching the first
version of SCP, as well as application templates.

During the last project year, a financial analysis of the cost of owning the SCP platform and the applications
on the public cloud was carried out. The most notable outcome was that with 10 hosted applications, the
overhead of SCP (cost of SCP divided by the number of hosted applications) doubles the cost of a single
application; 77% of the SCP cost is due to the data tier (shared DB and shared file system). As a result, it was
investigated alternative deployment methods/models, like preparing application appliances and using
bootable disks for application instances. The resulted simplified SCP architecture allowed to reduce the costs
and streamline the application maintenance processes.

On these results a new version of the SCP was implemented and released. We also investigated how Docker
can be included in the SCP architecture. Experiments verified that it is possible to include this powerful
software container platform. Other unplanned but necessary features implemented are

e File Sharing Service: providing file server functionality;
o HA/Proxy Service: implementing a high/available HTTP traffic load balancer;

e Administration Console: for administering all the SCP modules.
WP3 Cloud-based services deployment

The aim of WP3 was threefold:
o To adapt the selected services and integrate them to cloud infrastructure created in WP2,

e To create the tools and processes which will enable the creation of a generic cloud-based services
portfolio that can be used automatically from any interested city.

e To transfer selected services into cloud infrastructure of the pilot cities.

During the project WP3 has carried out the required activities towards these goals, creating a body of
knowledge — included in D3.4.2 — and also tools and procedures required to facilitate services migration to
the cloud. In addition, WP3 used the work done in WP4 for penetration testing and the OWASP web
application penetration testing methodology. STORM CLOUDS applications were tested against the OWASP
ten most critical web application security risks, resulting in services modifications. Furthermore, the procedure
and tools required to support multilingual content in the selected applications were identified and presented,
including the actions performed by the applications to support multilingual content.
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As a consequence of the creation of the new version of the SCP, it was decided that all previously deployed
applications should move to the simplified architecture. This resulted in intense data migration activities for
already deployed applications that allowed to demonstrate the importance of a properly designed and
implemented backup strategy. The complete list of applications migrated to the cloud is:

Valladolid

Thessaloniki

Agueda

Miskolc

Veria

Athens

Guimaraes

WP4 Horizontal Issues

Urbanismo en Red
Live the City

Cloud Funding
Virtual City Market

City Branding

Cloud Funding

Live the City

Have Your Say

Proxy

Have Your Say

Location Plans

Live the City (Vive)

TiMi

OpenData

City Branding
Cloud Funding
Improve My City
Virtual City Market
Proxy

Improve My City

Have Your Say

SCP v1.0 (distributed architecture)

SCP v1.0 (distributed architecture)
SCP v2.0 (simplified all in one architeture)

SCP v2.0 (simplified all in one architeture)

SCP v1.0 (distributed architecture)
SCP v2.0 (simplified all in one architeture)

SCP v1.0 (distributed architecture)
SCP v2.0 (simplified all in one architeture)

SCP v1.0 (distributed architecture)
SCP v2.0 (simplified all in one architeture)

SCP v1.0 (distributed architecture)
SCP v2.0 (simplified all in one architeture)

SCP v1.0 (distributed architecture)
SCP v2.0 (simplified all in one architeture)

SCP v1.0 (distributed architecture)
SCP v1.0 (distributed architecture)

SCP v1.0 (distributed architecture)
SCP v2.0 (simplified all in one architeture)

SCP v1.0 (distributed architecture)
SCP v2.0 (simplified all in one architeture)

SCP v1.0 (distributed architecture)
SCP v2.0 (simplified all in one architeture)

SCP v1.0 (distributed architecture)
SCP v2.0 (simplified all in one architeture)

SCP v2.0 (simplified all in one architeture)
SCP v2.0 (simplified all in one architeture)
SCP v2.0 (simplified all in one architeture)
SCP v2.0 (simplified all in one architeture)
SCP v2.0 (simplified all in one architeture)
SCP v2.0 (simplified all in one architeture)
SCP v2.0 (simplified all in one architeture)

The main objective of WP4 was to address general aspects which affect the operation of the services in the
pilot. There are analyzed issues as privacy, security, interoperability and the multiple languages available.

The work in this WP contributed to these objectives, carrying out the following tasks:

1. the definition and analysis of ethical issues and data protection concerns and how they will be
addressed in the project;

2. the necessary steps to achieve interoperability between selected STORM CLOUDS public services;

© STORM CLOUDS 2017
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3. main issues concerning cloud computing security and user privacy

A detailed analysis of the European Data Protection Directive (95/46/EC) was performed, identifying the
commonly recognized data protection principles while indicating how these principles could be applied in
practice. This resulted in a detailed ethical issues and data protection report, intended to inform municipalities
about appropriate measures to safeguard personal data being processed by their applications. The report
took advantage of existing knowledge already available in the field of information security, while
specifically focusing on the most significant threats to data protection.

An extensive list of good practices for how to guard against frequent data protection issues common in online
platforms, under the condition that they should be simple to implement, was produced. Moreover, the eight
important areas of computer security that arise frequently during investigations of data breaches were
identified. For each an advice was provided on: a) what data protection problems might be caused; and b)
good practice for avoiding those problems.

The four important elements of a breach management plan were identified and presented in order to assist
municipalities in deciding on an appropriate course in the event of a security breach. We should note that this
guidance should not be looked as a legal advice, nor it presents a comprehensive guide to information
security.

In addition we demonstrated that interoperability has multiple aspects and relates to a number of different
components in the architecture of cloud computing, each of which needs to be considered separately. The EC's
ISA Interoperability Maturity Model was used to provide insight into two key aspects of interoperability
performance: a) The current interoperability maturity level of the STORM CLOUDS public services; b)
Recommendations to improve the interoperability of the STORM CLOUDS public services.

On the subject of user privacy the most common issues related to privacy in cloud computing environment were
identified followed by an extensive list of key recommendations for implementing varied security measures.
Additionally the privacy provisions for the entire system were presented.

All these results are used in WP3 to assess the application being migrated to the SCP.
WPS5 Definition of guidelines for a successful migration to cloud-based public services

The aim of WP5 was to create a reference guide for Public Authorities to facilitate them as they plan,
determine effort and budget, select the appropriate services, make the required internal organisational
changes and finally execute the migration into cloud. Towards this goal, the following concrete objectives
have been identified:

e Compilation of knowledge, feedback and input from previous WPs: The knowledge gained from
previous WPs, along with citizens and public authorities feedback during the innovation cycles, will be
compiled in order to formulate a comprehensive guide for Public Authorities about cloud service
provisioning.

e Preparation of guidelines for Public Authorities and policy-makers: Creation of a set of concrete
guidelines on how the needed shift by Public Authorities to a cloud-based paradigm in service
provisioning should be addressed.

The main effort in this WP was related to the identification of the major issues and challenges that public
authorities (particularly municipalities and city governments) face during the migration of their services into the
cloud. The list of potential issues, identified both from the literature and from the STORM CLOUDS experience,
are grouped and organised.
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3.2 STORM CLOUDS Platform (SCP) Architecture

The following diagram shows the logical view of the Storm Clouds Platform (SCP) architecture:

Platform as o Service Layer " i Administration
(CloudFaundry) Coess ayer Tools
(HAProxy)
[ [r==] [onsorne]
Application Vs
e e I e e e Ny
File Sharing Module Datobase Module

(GlusterFs) (PostgreSaL, MySaL) -

Infrastructure as a Service Layer

{OpenStack)

Operating System & Virtvalization

Hardware Layer

SCP is a layered architecture in which the Infrastructure as a Service Layer (laaS Layer) works as the
foundation of the whole solution. laaS Layer provides basic IT capabilities like compute services (e.g. Virtual
Machines), storage services (e.g. Virtual Volumes) and networking services (e.g. Virtual Networks) for the
implementation of the upper layers.

The laaS layer uses physical resources, such as servers, disks and network equipment that are represented by
the Hardware Layer. This layer is implemented by the hardware of the data centre(s) where the platform is
hosted and is considered out of scope of this document. The only requirement for the Hardware Layer is that
the servers are equipped with an Operating System supporting OpenStack®, the software solution we
selected for implementing the laaS Layer. Servers are equipped with any Linux distribution supporting
OpenStack like Debian 7.0, openSUSE, SUSE Linux Enterprise Server, Red Hat Enterprise Linux, CentOS,
Fedora and Ubuntu 12.04/14.04 (LTS).

In principle, the laaS Layer is sufficient for deploying any application activating virtual machine(s), installing
all the required software packages and run the application. This situation is described by the picture below.

HTTP Front End

HTTP Front End HTTP Front End

Application A Application B Application C

Data Data Data

laas Layer
[(Openstack)

Operating System & Virtualization

Hardware Layer

This scenario, albeit supported, does not address some important issues of a production-ready situation.
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What happens if a VM is switched off accidentally or voluntary (for example for maintenance reasons)?
What if a single machine is not enough for handling the requests of an increased number of users? In other
words, how high-availability and scalability issues are addressed?

In addition, from a functional perspective, the essence of an application is represented by the business logic it
implements, while functions like HTTP traffic management (i.e. HTTP Front End) and data management (i.e.
data) are common to all applications. They can be factored-out and implemented at the platform level -
making them available as services — facilitating the application deployment.

Following these ideas, the architecture ‘decouples’ the three levels of the application stack (namely, the HTTP
Front End, the Application logic and the data management) and provides the HTTP Front End functions and the
data management functions at SCP level. In addition, it includes a Platform as a Service (Paa$) specifically
designed for LAMP [6] stack applications.

Paas Layer
A
VM VM
E IEIEE
VM VM VM VM VM
||
DataService Layer

laas Layer
(OpenStack)

Operating System & Virtualizaion

Hardware Laye

The platform supports the Applications in two alternative ways: as Application VMs, directly activated at the
laaS Layer for running the application logic, or as Application Containers, hosted by the Platform as a
Service Layer (Paa$S Layer). In both cases some services are made available by the platform.

Cloud Foundry™ implements the Platform as a Service Layer. It is worth noting that in SCP architecture the
PaaS Layer is built on top of the laaS Layer. This means that the servers of the PaaS are actually
implemented as VMs running in the laa$S cloud.

The Data Service Layer implements functions for allowing the application VMs or the application containers
share data. The Database Module provides the applications running in the cloud with installations of
database engines; developers can use them for implementing and/or deploying their applications without
taking care of the maintenance that is under the cloud provider responsibility. The Database Layer supports
MySQL™ and PostgreSQL database engines in order to support the applications selected for cloudification.
The File Sharing Module implements a shared file system for storing unstructured data like images, music files,
video files, etc. The File Sharing Service Module is implemented as a cluster of VMs hosting GlusterFS, a
distributed file system. The Data Service Layer provides each application with a private database and a
private volume but multiple VMs or multiple containers of an application can share the same data allowing
the implementation of high availability and scalability.

The Access Layer, realized by HA Proxy, implements the HTTP Front End for web based services. It receives
HTTP requests directed to applications and, having knowledge of what VMs host the required service,
dispatches the request accordingly, trying to balance the traffic among all the VMs. This layer is specifically
implemented for VM hosted applications because container based applications take advantage of similar
functions implemented by the PaaS$S solution selected for the implementation of the Platform as a Service
Layer.
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SCP provides Administration Tools for monitoring and managing the resources (i.e. services and applications)
activated in the platform. Zabbix implements monitoring functions, phpMyAdmin and phpPGAdmin are tools
for administering the database engines supported by the Database Module, OpenStack Command Line
Interface (CLI) modules and some bespoke scripts are tools for the Automation of some administration tasks.

3.3 STORM CLOUDS Best Practises

The detailed description of the best practises is included in deliverable D3.4.2 and available at

http: //www.storm-clouds.eu/services/resources/best-practices/. A summary is included hereafter.

Adopt an Open Innovation Methodology

STORM CLOUDS project adopted a User Driven Open Innovation methodology — As the STORM
CLOUDS Methodology presented in Section 3.4 this document - to select the applications that would
migrate on the Cloud. During this procedure, the involvement of a number of stakeholders was
essential, not only as a methodological requirement but also because the participation of the parties
concerned’ would produce helpful feedback for the overall process to be closer to citizens and public
employees. Moreover, another reason why this mechanism was adopted by STORM CLOUDS,
compared to the selection of applications only by the Public Authority's technical staff, is the fact that
this involvement would strengthen stakeholders’ awareness regarding the efforts made by local
authorities towards a modernisation of the public sector.

Setup a Monitoring and Validation Process

The process consists of three different steps: i) identifying the aspects to monitor and the specific
indicators or criteria (depending on the task), ii) information gathering throughout the entire process of
cloudification, and iii) analysis of the usage and acceptance of the new applications and/or variations
on the usage patterns. The main indicators that usually apply to this process are the following:
indicators monitoring the supply side of the service, indicators monitoring the demand side of the
service, indicators related to dissemination, indicators related to validation of the service and, finally,

indicators showing the financial benefits of migrating an application to the cloud.

Prioritize Applications that Should Move to the Cloud

Candidate applications must take full advantage of the elasticity of Cloud Computing. In particular,
some of those selected in STORM CLOUDS (Virtual City Market, City Branding, and Vive) are used
initially by a small number of citizens and therefore have low workloads, but it is expected to be used

by the majority of city residents and in that case will have high workloads.

Choose the Right Cloud Service Category

Public Authorities should take into account, when they plan their Cloud strategy, the deferent service

categories of Cloud Computing:

e Software-as-a-Service (SaaS):
e Platform-as-a-Service (Paa$):
e Infrastructure-as-a-Service (laaS):

Chose the right Cloud Deployment Model

Public Authorities should take into account, when they plan their Cloud strategy, the different

Deployment Models of Cloud Computing [iError! Marcador no definido.],

e Private Cloud.

e Community Cloud.
e Public Cloud.

e Hybrid Cloud.

Embrace the Power of Open Technologies
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The STORM CLOUDS Platform is built upon widely accepted open source technologies. Moreover, its
architecture is a baseline for future extensions and modifications with the objective to allow
developers to improve the way functions are implemented or to add new features not currently
available.

e OpenStack for the implementation of the laaS Layer. OpenStack is the most popular and
most adopted open source laa$ solution..

e Cloud Foundry for the implementation of the Paa$S Layer. Cloud Foundry was chosen because
had the best combination of usability, open-source community, developer experience, and
relation to SCP’s needs. It is supported by the Cloud Foundry Foundation where EMC, HP,
IBM, Intel, Pivotal, SAP and VMware are platinum members.

e LAMP (Linux, Apache, MySQL and PHP) for the implementation of applications’ VMs.

e MySQL/MariaDB and PostgreSQL database engines for the implementation of Database
Services Module.

Gluster for the implementation of file Sharing Service Module.
HAProxy for the implementation of Load Balancer Module.
Zabbix for the implementation of the Monitoring Module
phpMyAdmin, phpPgAdmin

Duplicity for creating the backups.

Plan Carefully and Automate the Migration
STORM CLOUDS followed a multi-phase R ——

applications' readiness
for the Cloud

migration process, which included all the
necessary steps that ensured the smooth

deployment of the selected Smart City . Assessmentof the
applications to the STORM CLOUDS ' dre::'«fmfm

Platform. The process started with the
assessment of each application regarding its
readiness for the new Cloud environment, its
architecture and its functional and non-
functional requirements. This analysis leaded
to some necessary improvements in order the
application to be optimised for the SCP.
Afterwards, the code and data deployed in

the platform’s Application and Data Service
Layers, respectively. The process was completed with the validation that the application was fully
operational in the new Cloud environment. The diagram presents the STORM CLOUDS migration

process.

Use the Right Tools to Manage and Monitor the Cloud Environment
The STORM CLOUDS Platform includes features that both the platform administrator and the

application owners can use for managing, monitoring and administering the platform's components as

well as the applications running in the cloud.

Focus on Security

In order to achieve a clear understanding of the security requirements of both the SCP and the Smart
City applications, the following penetration testing tools were used to facilitate the security testing

procedure are:

e Zed Attack Proxy (ZAP) an easy to use integrated penetration testing tool for finding
vulnerabilities in web applications

e  OpenVAS a framework of several services and tools offering a comprehensive and powerful
vulnerability scanning and vulnerability management solution

e  SQL Inject Me a Firefox Extension used to test for SQL Injection vulnerabilities
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e Qualys SSL Server Test an online service performs a deep analysis of the configuration of
any SSL web server on the public Internet.

e Vega an open source scanner and testing platform to test the security of web applications.
Protect your Data

The STORM CLOUDS backup process is based on the data requirements of the services and the
architecture of the SCP. The backup process aims to best exploit the features implemented by the
laaS cloud where the VMs are hosted and more specifically Swift, the Object Storage Service
implemented by OpenStack.

Assess and Improve the Interoperability Maturity of a Public Service

Interoperability at its core addresses how different and often varied organisations work together
towards agreed common goals. In our case, interoperability could be understood as how well a public
administration service interacts with external entities in order to organise the efficient provisioning of

its public services to other public administrations, businesses and or citizens.

Three different domains of interoperability are distinguished:

e Service Delivery — Providing end-users accessibility to the public service

e Service Consumption — Consumption of reusable services from other public administrations and
businesses. This can include the consumption of functionalities, base registry information and
security services

e Service Management — Controlling and monitoring the process flow related to external
service interactions from trigger to outcome

Seivice

administrations where the assessed
service delivers its output.

i ] i interactions with final
“ end-users i.e. citizens, businesses, public

Public Sevice
- - -

interactions with users or
other services, where the
assessed public service has
the role of the consumer of
other services or data.

the internal
Service coordination of all interactions with
the external and internal environment.

Protect Users’ Privacy

Cloud providers and application owners should maintain the confidentiality of private data. The main threats

fo privacy in a cloud computing environment are:

Lack of User Control
Lack of Training and Expertise
Unauthorized Secondary Usage and Loss of Trust

Complexity of Regulatory Compliance

Transborder Data Flow

Litigation
e legal Uncertainty

Selection the Right Cloud Provider
STORM CLOUDS Platform is based on OpenStack. There are OpenStack powered public clouds all over the

world. The OpenStack Foundation maintains a Marketplace in order to help Public Authorities make an

informed decision.

Whatever technology is chosen it is particularly important to avoid provider lock-in, so the Municipality is free
to change to another provider whenever required.

Re-Architecting Applications for the Cloud
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Applications should be re-architected in order to take full advantage of the Cloud’s features:

Traditional Application Architectures

Scale Up

Monolithic

Stateful

Infrastructure Dependent
Fixed Capacity

LAN, SAN

Latency intolerant

Tightly coupled
Consolidated / clustered DB
Rich / chatty client
Commercial licenses
Infrastructure Supported Availability
Manual build/deploy
Manual fault recovery
Active /Passive /DR
Perimeter Security

* Allocated costs

Re- Architecture

Cloud Aligned Application
Architectures

Scale Out

Distributed

Stateless

Infrastructure Agnostic
Elastic capacity

WAN, Location transparency
Latency tolerant

Loosely coupled

Shared / replicated /
Distributed DB

Mobile /thin client

Cloud PaaS / Open Source
App Supported Availability
Automation

Self-healing

Active /Active

Defence in depth

Metered cost

3.4 STORM CLOUD Methodology for services migration to cloud

The methodology implemented at STORM CLOUDS consists of the phases represented in the figure:

Cross Activities
) o
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Q
Q
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| S

Initial design

* Definition of objectives
* Description of the Project context

Preparatory phases

» Selection of Stakeholders

+ Pre-selection of applications for migration
+ Design of communication strategy and material

to be used

Implementation
* Work with Stakeholders

Monitoring and Feedback
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Briefly,

o Initial design: This phase is devoted to the formal definition of objectives and associated Key
Performance Indicators. In this phase, the project context will be also formally defined.

e Preparation: This phase is devoted to prepare all the actors to effectively start the selection process. This
includes the selection of stakeholders, a pre-selection of applications that might be moved to the cloud as
well as the design of a communication strategy and supporting material.

o Implementation: In this phase, we will work with the stakeholders using mechanisms as focus groups, e-
mails, forms, meetings, etc. With all the information being gathered in the process the applications to be

migrated will be selected.

e Monitoring and Feedback: Finally, the migration process will be monitored and the feedback obtained
will be used to improve the process if required.

During the project we have fine-tuned a number of aspects and practises with the experience of the four
cities. In the detailed description of each of these phases, that is included in the next pages, this experience is
reflected as tips, suggestions or best practises propositions.

Phase 1: Initial Design

Before start the process there are a number of activities that are to be considered:

1. Definition of objectives and associated indicators. The objectives of the process are in line with the
standard benefits expected from the usage of cloud based systems and their associated Key
Performance Indicators (KPl) to measure them.

It is recommended to create a table with objectives and the indicators. This table will be used during
the process to measure the success or not of the initiative.

Objective

Indicators

Improve performance of applications

Response time

Answer to peak levels of demand

Improve expenses on IT systems at the Municipality

home

Cost of application in cloud vs costs at-

Improve time-to-market of applicatios

application

Days from

decision to launch an

Improve Maintenance and Support

% availability time

Number of complains from users

Q When proposing objectives, be sure that objectives are in line with the overall organisation strategy.

Are you sure you can measure appointed indicators? For instance, if cost is an indicator, Are you sure that

you can account the cost of a single application? Does the accounting system allow you doing so?

2. Project context. The migration to the cloud is a project that is carried out in a specific context. In this
sense, it is necessary to analyse all the elements around to prevent possible problems and define
contingency strategies. The tool proposed for this purpose is the following table

Element

Risk

Contingency Plan

Technical staff

They feel their job is at
risk and they don’t
collaborate in the
migration process

Training sessions to improve
their skills so they can work
with the cloud

Job redefintion

Management

The resources required for
the project are not

Apply a long term reasoning
to show that a current

© STORM CLOUDS 2017
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provided investment will bring future
savings.

Q Don’t underestimate the change that a technical migration can introduce in your Municipality. From
the experience from the project, reluctance to change among their technical employees may be
detected. Change Management processes may be required with the involvement of a specific

professional/expert.

Phase 2: Selection of Stakeholders and Preparatory Steps

In this phase we will focus on the selection of the “raw material” that will be the basis for the work ahead in
the process. These are two elements: stakeholders selection and a pre-selection of applications to be migrated
to the cloud.

1. Selection of stakeholders. This is very important because we expect that the opinions, interests and
involvement of these groups will be the basis for the process. Therefore, it is recommended that they
are all carefully selected.

Project stakeholders were selected among two very different groups: on one hand, internally to the
municipality and externally, on the other.

e Also the criteria for the selection within each of these groups was different. For the internal users
the main criteria is that the migration to the cloud of some applications can affect their job in one
way or the other. For instance, the procurement department work is different to buy hardware
than to contract a cloud service.

e For external stakeholders the criteria is to have a representation of the different groups of
citizens in the city: people from different ages and professional skills, local SME, entrepreneurs,
etc. This was complemented by organisations that play a key role in the coordination of city
actors.

Two different tools are proposed to analyse which groups are to be presented in the process and the
relative weight that their input is granted.

Tool 1: Stakeholders profile: The tool proposed is a table to be filled where the Criteria are defined
in one column and the groups is written in the other column. Criteria are very different and may
include groups that might be involved because cloudification depends on them (their work, their
decisions) or because cloudification affects them (the services that they use, their everyday work).
Another criteria is the commitment of the stakeholders or their more specific technical profile.

We propose the use of the following table

Criteria Stakeholders’ group

Cloudification depends on their decision l.e: Policy Maketrs, Politicians

Their everyday work is affected by the | le. technical staff, accounting, procurement
cloudification processes personnel

The results of the cloudification may affect their
everyday life.

Have a word to say in the modernisation of the
City

Willingness of stakeholder to cooperate by the
end of the migration

Once the stakeholders’ profile is selected we need to prepare the specific list of people that we will
be contacting and their possible replacement as, for example,:

e (Citizens: Profile and how to select them

o Looking at associations of citizens
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o Issuing a public “call for interest”
o)
e Internal Municipality employees
o Finance department: Name of person and replacement if not available
o Technical department: person / replacement
e local SMEs
o  Small shops associations
o Associations of Companies
o)

With this activity we will end this phase with a list of names of concrete persons that will be
involved in the project

a Focus on “Quality” (involvement, commitment) instead of “Quantity” when selecting stakeholders

Tool 2: Matching the objectives of the project: The next table is proposed to analyse how each
stakeholder group is related to the objectives defined in phase 1 of this methodology. From this table
we may decide to drop or not some specific groups and/or to assign specific weight to their opinions.

Stakeholder

Objective 1
Obijective 2
Objective 3

Citizen

Technical employee

& The Profile of the stakeholders must be carefully selected in order to have the richest input to the process.
It is necessary to select adequate stakeholders and keep them engaged to the project. The stakeholders
for STORM CLOUDS will be, therefore, those groups or individuals with any interest in have publicly
available services operated from the cloud. This increases the importance of technical and other
personnel from the Municipalities while reduces strength of the final user in the whole process. Some real
examples on who can be a stakeholders are as follows:

o Citizens, considering that the impact of cloud migration must be explained in terms of quicker access
to services, cost reductions, etc.
e Local SMEs
¢  Municipality personnel
o Technicians
o Financial
o Managerial
o Political representatives.

Ideas for stakeholders (Taken from groups used by project partners):

o Mayor’s Office at Municipality of Miskolc
o Hungarian Academy of Sciences, Research Institute of Computer Science and Automatization

e  Miskolci Cultural Centre Nonprofit Ltd.
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MVK Plc. - local public transport service provider

Department for supporting Local Entrepreneurship of the Municipality of Thessaloniki
Department for Tourism of the Municipality of Thessaloniki

Department for Operational Planning of the Municipality of Thessaloniki

Thessaloniki Hotels Association

Chalkidiki Hotels Association

Thessaloniki's Integrated Transport Authority

2. Pre-selection of the application. This is also very important because we may risk that stakeholders
select an application to be migrated to the cloud that has notable technical difficulties. There are
some criteria, deriving from the experience of the project, that are important to consider.

It is recommended that applications pre-selected should:

Represent a broad panorama of the existing systems in a Municipality.

Have a technical design that allows its migration to the cloud and that can benefit from this
migration

The applications are relevant for the stakeholders.
Applications belong to the Municipality and/or they are Open Source Software.
Applications will not imply any development of additional infrastructure in the city.

Applications represent services that cover certain specific necessities of a city. They will provide
some valuable functions to users and/or public servants. In addition, services might interoperate
with each other.

Once the applications are analysed using the table we will be proposing, there are two options:
Simply remove the application from the candidate lists or to warn the stakeholders about the
difficulties and problems that selecting these applications may bring.

Tool: Scoring list to exclude applications from migration processes.

Application characteristic Guiding questions

Technological platform Is the platform available at cloud
providers

Can be easily upgraded, if not.

Availability of Technical Support Is the technical support/development team
available
Property of the application The contract between the Municipality and

the application provider/owner may
restrict migration.

Easy to evolve Can the application be adapted to new
demands of the citizens.

Built for scalability Important because the mere migration to
the cloud would not provide scalability if
the architecture of the applications does
not allow if.

Other

From the experience of cities in the project, it is advisable to start gathering the information that will
be required for the migration to the cloud, as, for instance:

The source-codes of applications

Requirement catalogues
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e Existing administrator manuals
e Existing user manuals

e Earlier test results

®  Previously occurred difficulties

e User opinions, feedbacks

At this end of Phase 2 of the process we should have the following assets
e  Migration process objectives and criteria to measure them.
e Risk identified and contingency strategies.
o List of pre-selected applications.

o List of selected stakeholders (names/ replacement people + share of representation among different
stakeholders’ groups)

Phase 3: Work with Stakeholders

At this point it is necessary to start the work with stakeholders and, in parallel, to define the target
technological environment and to solve procurement issues related to that.

1. Communication: The conclusion from the STORM CLOUDS experience that is offered to public
administration facing similar process is clear: If we really want the final user to participate in the
selection process of applications for being migrated to the cloud. This is, if we really want to involve a
final user in a deeply technical project — be it cloud migration, technology selection, financial
management, etc. — there is a profound communication work to do, so these persons can take
informed decisions.

In this sense, it is very practical to collect examples and best practices to show what are the
differences from the user point of view of having a system running in a cloud system or in-house the
Municipality on a classical IT environment.

Communication mechanism will have to be designed. We propose

e Leaflets and brochures informing on the technological innovation being deployed at the city.
e Presentations to the stakeholders at the meetings.

e  Show improvements and advantages in other cities.

®  Any other mechanism that enforce communication on the process.

In addition to these communication mechanisms, it is particularly important to define promotion actions
over the whole process in order to maintain the level of engagement and to keep the stakeholders
informed on any progress made.

2. Work with Stakeholders: The work with stakeholders will be based on a mix of live meetings but also
on-line/phone mechanisms so they can be continuously involved without a hard impact in their
everyday lives. In these sense, it will be defined a plan consisting of:

® Meetings/Focus Groups: where stakeholders physically meet and share their points of view on a
specific topic proposed by the moderator. We suggest to mix different profiled stakeholders so
the resulting group can reach richer conclusions. Some tips to manage these focus groups:

0 Make the user feel comfortable and explain the project in details as well as the services
proposed to be activated. We must be sure that user has completely understood the
idea. If it is possible, show an example of the service or the application released. Let use
and explore it.

o Allow the end-user to ask any question.

o Keep it interesting, use non-technical language where possible and let end-users to
speak.

o Present to the user a questionnaire and let enough time to complete it.
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0 Let them know how important their opinions in the project are.

o On-line (or phone) questionnaires. Between two meetings, it may be also possible to contact
stakeholders through questionnaires that can be filled in a few minutes. These questionnaires will
be elaborated on the conclusions from the previous meeting. These questionnaires will be the tool
to keep the engagement between two meetings with a low impact in the daily routines of
stakeholders. In addition, they are a valuable tool to fine tune the conclusions of the meetings.

g It is important to have a number of stakeholders in the process but it is even more important to motivate

stakeholders to participate and to keep them involved and active through the whole process.

With the results of the questionnaires and conclusions from meetings, it will be possible to know what
services are prioritised for cloud migration from the point of view of stakeholders.

Phase 4: Migration Process

The reader is referred to D3.4.2 for a complete description of the technical migration process. As a summary,
the STORM CLOUDS migration approach proposes the following steps

Assessment of
applications' readiness
for the Cloud

Assessment of the
already used hosting
environment

Analysis of functional
and non-functional
requirements

Optimisation for the
Cloud Environment

The STORM CLOUDS migration process includes the following six steps:
Avutomation

The cloud encourages automation because the infrastructure is programmable. To ensure a high level of
automation along with accuracy in the migration of the applications to the cloud, a set of tools and procedures
have been designed and developed. The automatic deployment is implemented using Heat, the OpenStack
“orchestration engine to launch multiple composite cloud applications based on templates in the form of text
files that can be treated like code” [32]. The aim of orchestration is to create a human- and machine-accessible
service for managing the entire lifecycle of infrastructure and applications within the SCP Cloud environment.

The 1¢t step in the automation process is to prepare the bash shell scripts that will configure the VM hosting the
application, and install and configure the application and its dependencies.

The 2nd step is to create the Heat scripts (Heat Templates) that describe the infrastructure (servers, floating IPs,
security groups, ports) of the cloud applications and to integrate with them the application’s installation and
configuration scripts made at the previous step.

The available Heat Templates allow interested cities to automatically deploy the selected applications from
the cloud-based service portfolio, as well as the municipalities to re-deploy their services in another instance
of STORM CLOUDS Platform.
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Phase 5: Monitoring and Fine-Tuning

At this stage we will have our applications up and running. It is the time to assess the process and the results
obtained. For this purpose we have two basic tools

o Key Performance Indicators, created in phase 1 when the project objectives were defined. There are
not many comments to add here. As the objectives of the Municipality were defined in Phase 1, we
need now to check if these have been fulfilled.

e Monitoring indicators on the services migrated to the cloud. These are an additional set of
indicators that are used to evaluate the degree of use and the acceptance of the service from the
final user. We will focus on this second aspect.

Cross-Activities

In this section we include two activities that are to be carried out in the process but they are not a specific step
in the methodological process to select applications to migrate:

Selection of Cloud Platform

For a detailed description of this topic, the reader is referred to WP2-WP3 results where the
technical characteristics of the cloud are described. As a summary, we include some recommendations
in this lines:

It is necessary to decide if the cloud model to be used is Public, Private or Hybrid. Each of them has
their advantages and drawbacks. It will depend mostly on the structure of the applications and on the
separation between application and data that it is required.

From a more technical perspective, it is necessary to define if the model is laaS, PaaS or Saas.
o Infrastructure-as-a-Service (laa$).

o Platform-as-a-Service (PaaS).

o Software-as-a-Service (Saa$).

With respect to Cloud Providers, it is important to review the proposed SLA and the Terms and
Conditions in particular to ensure that their applications are hosted in a country where current laws
can be applied.

Last, but not least, it is the question of costs. The work in STORM CLOUDS Project has produced a tool
based on an Excel file that can calculate the cost of a cloud hosting given a specific

Security Issues

It is particularly relevant to analyse the security of the cloud environment and the applications to be
migrated before and after the migration. STORM CLOUDS has defined a guidelines for analyse and
detect vulnerabilities [Giannakoulias16] that answer to most common demands of industry and market
[EC-Sec-1-2015]. The penetration testing tools used in the project are:

o Zed Attack Proxy (ZAP) an easy to use integrated penetration testing tool for finding
vulnerabilities in web applications:
(https: //www.owasp.org/index.php /OWASP Zed Attack Proxy Project),

o OpenVAS (http://www.openvas.org/download.html), a framework of several services and tools
offering a comprehensive and powerful vulnerability scanning and vulnerability management
solution

o SQL Inject Me (Available at hitps://addons.mozilla.org/en-US/firefox/addon/sql-inject-
me /eula/884102src=collection&collection_id=203cc10a-26b3-5921-12ef-6ba80b06fe07), «a
Firefox Extension used to test for SQL Injection vulnerabilities

O Qualys SSL Server Test (https://www.ssllabs.com/ssltest /index.html), an online service performs a
deep analysis of the configuration of any SSL web server on the public Internet.

o Vega (https://subgraph.com/vega/), an open source scanner and testing platform to test the
security of web applications.
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3.5 WPS5 Definition of guidelines for a successful migration to cloud-based
public services

STORM Clouds aims to define useful guidelines on how to address the process of moving towards a cloud-
based solution for Public Authorities and policy makers. These guidelines will be prepared based on direct
experimentation in at least 4 European cities, creating a set of relevant use cases and best practices.

Drawing on the experience gained from this project we have created a simple methodology in the form of a
roadmap that aims to help public authorities in their migration towards the cloud. An illustration of the
roadmap can be found in the figure next page.

A
'.Il.| VALIDATION & MONITORING

A MIGRATION OF APPS

- Specification for migration

- Adaptation of apps

- Installation S J ADMINISTRATION

- Testing
- Administrator of the clouds
- Analytics
- Security
- Backup
- Interoperability

- Cloud provider selection

- Cloud development
model

- Cloud category selection

\ 6 DATA MANAGEMENT

- Ethics
- Privacy & Data
- Ownership

= SERVICES & APPS

- Selection of stakeholders
- Selection of services and apps

N

@ SECURITY

The roadmap includes five sequential steps (services and applications, cloud environment, migration of
applications, cloud administration, data management) and two parallel procedures (security and
validation/monitoring). These steps represent the main roadblocks that public authorities have to face and for
each one we provide guidance either by describing a case study solution or by providing a set of
recommendations/guidelines. More analytically, the first step of the roadmap starts with the adoption of an
open innovation methodology in the selection of the services to be cloudified and the identification of the
stakeholders that will participate through a user driven process. The decision on the cloud environment which
comes second, relates to the cloud service category selection (laaS, PaaS, SaaS$), the selection of the cloud
development model (public, private, hybrid, community) and technologies and the selection of the cloud
service provider. Third, it is the application migration, i.e the process redeploying an application, typically on
newer platforms and infrastructure. Cloud computing imposes new concepts and challenges for the role of
monitoring and management of the cloud environment and the smart city solutions, therefore, the fourth step is
the administration of the cloud, while the fifth is about data management. Finally, two more horizontal issues
are described: i) cloud security which refers to policies, technologies, and controls deployed to protect data,
applications and the associated infrastructure and ii) monitoring and validation which targets the business
aspect of the applictions’ migration.

The Roadmap aims to be used in combination to the Best Practices and threrefore, in various cases it directs
users to it. In order to facilitate its usage by public authorities, the roadmap is being presented in an
interactive, tree structured navigation tool, available through the STORM Clouds website (http://www.storm-
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clouds.eu/services/resources/roadmap/).

Roadmap about migration of public services into the cloud

A step by step roadmap for Public Authorities to help them as they plan, determine effort and budget, select the appropriate services, make the required

internal organisational changes and finally execute the migration into cloud.

ﬂ DATA MANMAGEMENT

o ADMINISTATION

‘ CLOUD ENVIRONMENT n MIGRATION OF APPS

Q SERVICES & APPS

Security Monitoring

o———0
Selection Of Selection Of Services
Stakeholders And Apps

Roadmap home

Lorem ipsum dolor sit amet, consectetur adipiscing elit, sed do eiusmod tempor
incididunt ut Isbore et dolore magna aligua. Ut enim ad minim veniam. guis
nostrud exercitation ullamco laboris nisi ut aliquip ex ea commedo conseguat.

@ H o
Migration of Apps Administration

Services & apps Cloud Environment

The first st2p of the roadmap The decision on the doud Application migration is the Cloud computing impases new
starts with the adoption of an environment relate to the doud pracess of redeploying an concepts and challenges for the
open inngvation methodology in service category selection (laaS, application, typically on newer role of menitoring and
the selection of the services to be Pasas, Saas), the zelection of the platforms and infrastructure. management of the cloud
cloud development ... Comprehensive planning, driven environment and the smart city

cloudified and the identification
solutions ...

by a disciplined ...

a

Data Management

Cloud providers should commit
to protecting the data and limic
the use of them. The data that
public autherities host in cloud

services belong 1o ...

@

Security

Cloud computing security is an
evolving sub-demain of
information security and refers to
a broad set of policies,

technalogies .

[uf

Monitoring

The menitoring and validation
process for the successful
migration of the selected
applications to the cloud targets
the business azpects of the

applications ..
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3.6 Deliverable documents produced in the project

WP | Number Deliverable Title Nature Dissn | Due date
WP1 |D1.1 Report on best pr. and guid. for the involvement of users and stakeholders Report PU may-14
D1.2 Compilation of av. services and app. susceptible to being cloudified Report PU may-14
D1.3.1 Selection of services to be cloudified, deployed and transferred Report PU jul-14
D1.3.2 Selection of services to be cloudified, deployed and transferred Report PU jan-15
D1.3.3 Selection of services to be cloudified, deployed and transferred Report PU mar-16
D1.3.4 Selection of services to be cloudified, deployed and transferred Report PU sep-16
D1.4.1 Monitoring and validation of services Report PU jul-15
D1.4.2 Monitoring and validation of services Report PU mar-17
WP2 |D2.1 Requirement & Specification Document Report PU Apr-14
D2.2.1 laaS Platform Architecture Design Document Report PU jul-14
D2.2.2 laasS Platform Architecture Design Document Report PU jan-15
D2.3.1 STORM CLOUDS laa$ Platform Prototype Prototype PU jul-14
D2.3.2 STORM CLOUDS laaS Platform Prototype Prototype PU jan-15
D2.3.3 STORM CLOUDS laa$ Platform Prototype Prototype PU jul-15
D2.4.1 Cloud- Application Template Catalogue Prototype PU jul-14
D2.4.2 Cloud- Application Template Catalogue Prototype PU Apr-15
D2.4.3 Cloud- Application Template Catalogue Prototype PU jan-16
WP3 [D3.1.1 Deployment of the services in the Cloud Infrastructure for Cloudification, Other PU oct-14
customization and testing.
D3.1.2 Deployment of the services in the Cloud Infrastructure for Cloudification, Other PU jul-15
customization and testing.
D3.1.3 Deployment of the services in the Cloud Infrastructure for Cloudification, Other PU Apr-16
customization and testing.
D3.1.4 Deployment of the services in the Cloud Infrastructure for Cloudification, Other PU jan-17
customization and testing.
D3.2.1 Production start of cloudified or transferred services Prototype | PU dec-14
D3.2.2 Production start of cloudified or transferred services Prototype | PU sep-15
D3.2.3 Production start of cloudified or transferred services Prototype | PU jun-16
D3.2.4 Production start of cloudified or transferred services Prototype [ PU jan-17
D3.3 Cloud-based public services portfolio Other PU jul-15
D3.4.1 Best practices for cloud-based public services deployment Report PU jul-15
D3.4.2 Best practices for cloud-based public services deployment Report PU abr-16
WP4 |D4.1.1 Ethical issues and data protection report Report PU jul-14
D4.1.2 Ethical issues and data protection report Report PU jul-15
D4.2 Interoperability and Multilinguality report Report PU oct-14
D4.3 Privacy and security measures Report PU jul-15
WP5 |D5.1.1 Body of knowledge about migration of public services into the cloud Report PU jul-15
D5.1.2 Body of knowledge about migration of public services into the cloud Report PU mar-17
D5.2 Book about public services migration to the cloud and the use of cloud-based PU
public services in four European cities Report mar-17
D5.3 Roadmap about migration of public services into the cloud Other PU mar-17
WP6 |D6.1 STORM CLOUDS Portal and social media accounts Other PU Apr-14
D6.2 STORM CLOUDS Market analysis Report CcO oct-14
D6.3.1 STORM CLOUDS Business models and plan and networking activities for PU
scalability and sustainability Report jul-15
D6.3.2 STORM CLOUDS Business models and plan and networking activities for PU
scalability and sustainability Report mar-17
D6.4 STORM CLOUDS Dissemination Plan Report PU oct-14
D6.5.1 STORM CLOUDS Awareness Tools Report PU jul-15
D6.5.2 STORM CLOUDS Awareness Tools Report PU mar-17
WP7 |D7.1 Project on-line Collaborative Tool Other RE Apr-14
D7.2.1 Periodic project progress reports and financial statements Report Cco jan-15
D7.2.2 Periodic project progress reports and financial statements Report CcO jan-16
D7.3 Final project reports and financial statements Report Cco mar-17

In addition, unplanned deliverables were produced to address the need of the evolution of the SCP:

e D2.2.2 STORM CLOUDS Platform Architectural Design, released at December 2016 (month 35 of the
project).
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e STORM CLOUDS Platform User Manual. (Released after the project termination).

4 Potential Impact

The impact of the project can be split into four main areas:
e Commercial exploitation and impact in commercial companies
e Sustainability of project knowledge
e Impact in the participant cities

e Impact in the Scientifical and Technical community via dissemination activities and publications.

4.1 Exploitation and Sustainability

STORM CLOUDS business models are directed towards scalability and sustainability of the initiative. The
STORM CLOUDS Platform (SCP) will be introduced into the market with the aim of dissemination and
commercialization of the developed or verified service catalogues and other project foreground such as
know-how, verified methods and practices. It is a part of a long-term vision of “Cities in Clouds”. The concept
of commercialization relays on exploitation of open-source applications and other assets belonging to SC'’s
Partners.

Due to the nature of the project most of the outputs are released with an open-source license. But to make the
results sustainable, there is a need to design a value stream that will bring back enough revenues to maintain,
further develop and promote these results. On top of that, most exploitable assets are public services that a
municipality is offering to their citizens and from which no direct incomes can be generated. However,
emphasis has been placed on identifying and leveraging the benefits and indirect incomes these services
bring to the municipalities.

Achieving the aim of generating revenues from freely available knowledge, resources, applications and
public services is a challenging activity. Therefore, the document will help the consortium’s partners to follow
an established scheme for the exploitation of the results generated by the project, having designed the steps
to be taken for this and identified the time and resources needed to succeed. In the particular case of the
main project result, the exploitation plan includes also a 5 years business plan. The elaboration of this plan
has been of vital importance for the decision makers of the exploitation partner’s company to understand the
additional value this offering brings to the company and the incomes that will be generated by its
exploitation. This has cleared out any possible reticence for investing the necessary time and resources on its
exploitation. Same effect has been seen in the municipalities owning project’s exploitable assets.

Exploitable assets are presented in the next table:

Exploit- Development
Asset ation P Innovation Type | Ownership Exploitation | Exploitation
Stage q
Level Entity Type
STORM CI?UdS Project Advanced Prod.uct <.:1nd Joint — all European
Smart City organizational X .
level Prototype > . Partners Dynamics Commercial
Platform, innovation _—
Virtual Cit Aristotle Public use with
4 Partner Advanced Product University of | indirect income
Market . Clear .
L level Prototype Innovation Thessaloniki,
application
Greece
Aristotle Public use with
Cloud Funding Partner Product University of | indirect income
- Early Prototype . Clear .
application level Innovation Thessaloniki,
Greece
Live the City Partner Advanced Product Clear MUhI(;?GhTY Public use with
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application level Prototype Innovation Valladolid, | indirect income
Spain

Complete Cémara Public use with

Have Your Say Project prototype or Product Clear Mu’nicipql de | indirect income
application level commercialized Innovation Agueda,
version Portugal

Aristotle Public use with

City Branding Partner Advanced Product Clear University of | indirect income

application level Prototype Innovation Thessaloniki,

Greece

A R Partner Advanced Product M'Sk.OIC Com.merch.&

TiMi application . Clear Holding, Public use with

level prototype Innovation . .
Hungary indirect income

The main problem with generating business models for STORM CLOUDS Project is the fact that exploitable
assets owners are both private companies and public institutions like cities and municipalities. The European
law does not allow public institutions to gain direct income from services offered as a public good. From the
perspective of municipalities, some of the exploitable assets of the SC Project are public goods. Cloudified
services are the outcome of the engagement of Pilot Cities and they are targeted at the municipalities. Those
Pilot Cities are owners of the applications and as they are public entities what they own is a public good and
cannot in principle be commercialised. Nevertheless, due to the technical work provided by the industrial and
academic partners the services have gained added value. The services were cloudified and universalised so
that they could be reused in other interested cities, in particular those chosen under the Call4Cities. The main
result of the SC Project: the SC Platform with a catalogue of cloudified applications (the Catalogue)
accompanied with a reusable set of practices and know-how gained on the way can be successfully exploited
by technology partners that stand behind the development of the framework and pilot deployment of the
services.

The key outcome of the project is a cloud-based platform and the catalogue of re-useable city services. This
output must be exploited jointly by the technology partners contributing to its development in particular HPE
and European Dynamics as well as Urenio and Ariadna. The services deployed in pilot cities constitute
independent exploitable assets that can be further maintained and offered to the citizens beyond the project
lifetime, for which a business model at the partner level needs to be also defined. Meanwhile there are no
formal constraints on the exploitation of the Platform as a whole, because all the source code of the platform
and the services in the catalogue are released under an open source licence, the commercial exploitation of
the services that are already deployed in the cities is not possible. Due to the legal constraints described
above, the municipalities cannot charge citizens and generate other revenues but taxes and legally enforced
fees. Therefore the assets owned by the municipalities can only be exploited under a model that involves
generating value that pays back indirectly in the form of increased revenues from tax collection (VAT, city
tax, income tax or corporate tax). Moreover, particular focus was placed on other than monetary intangible
benefits including: quality of life, investment attractiveness of the city, citizen and visitor satisfaction that
indirectly increase domestic product, employment and taxable incomes.

During Exploitation workshop a process was designed to identify the value that each partner can provide to
the process, as well as possible alliances within and outside the consortium. A Business Canvas Model was
prepared as a basis for the analysis of the exploitation strategy.
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Taking into account all the legal aspects described above, a discussion was raised regarding the final version
of the business model on the project level. The business models on individual pariner level, despite insufficient
financial impact on the partners, will result in growth of the revenue source on the platform level.

4.2 Sustainability of project knowledge.

The knowledge acquired during the project is contained in the documentation released and also in the project
website structure. These results are particularly relevant and represent an important step ahead in the
improvement of cloud migration strategies for public administrations.

We must remark assets as:

o The applications Catalogue: A catalogue of the applications that have been cloudified during the
project. These applications are ready to be adopted by other cities, as they are Open Source. This

catalogue

to evolve

and

increase  their

clouds.eu/services/smart-city-services/

=

&

> Storm
Clouds

Platform  Services v Suppliers

Smart City Services

Our services help Local Governments to support local economy,
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contents

Resources v

over

ContactUs  Project Website O

citizens. They has been validated by citizens and Public Authorities

across Europe.

time:
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City Governance
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o Cloudification Best Practises: The summary of best practises extracted from the project experience,

this is a very relevant content provided to the community in the most accessible way: a web site.
http://www.storm-clouds.eu/services/resources /best-practices/

~

A
¥ -

S Storm Platform  Services ~  Suppliers  Resources v ContactUs  Project Website O

Clouds

Best practices for cloud-based public services
deployment

Ten general guidelines for migrating applications to the cloud, hd
been enriched with hands on experience gained from the
deployment applications to STORM CLOUDS Platform

Adopt an Open Setup a Monitoring Prioritize Applications
Innovation and Validation that Should Move to
Methodology Process

the Cloud

Choose the Right Choose the right Embrace the Power of
Cloud Service Cloud Deployment Open Technologies
Cate, Model
Plan Carefully and Use the Right Tools to Focus on Security
Automate the Manage and Monitor
Migration SheSlowd
Protect your Data Assess and Improve

Protect Users' Privacy

the Interoperability

Maturity of a Public
Service

Select the Right Cloud Re-Architecting Explore the
Provider Applications for the Containerization
Cloud Technologies

Roadmap for Cloud Migration: The steps suggested by the Project Methodology for a successful
cloud migration process: http://www.storm-clouds.eu/services/resources/roadmap /

A
£

> Storm Platform  Services v Suppliers  Resources v ContactUs  Project Website Q
Clouds

Roadmap about migration of public services
into the cloud

A step by step roadmap for Public Authorities to help

plan, determine effort and budget, select the appropr
make the required internal organisational changes
execute the migration into cloud.

semonitoring
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o Body of knowledge about cloud migration, where the most relevant sources of information about
this topic are referred: http://www.storm-clouds.eu/services/resources/body-of-knowledge /

L=

S 2 : ; ;
S Storm Platform Services v Suppliers  Resources v ContactUs  Project Website O

Clouds

Body of Knowledge about the migration of

public services into the Cloud

Cloud environment  Implementation roadmap  Monitoring ~ Privacy  Security  Selection of provider  Selection of services

State of the art analysis: Bringing Cloud Clarity to Sustainability and the Cloud
Cloud solutions in the Public Public Sector Organisations
sector

Sustainability

Public Sector

Public Sector v
Deliverable D1.1 fi
State of the art analysis: s
Cloud solutions in the Public sector

= SUSTAINABILITY AND THE CLOUD

THE GLOBAL ENVIRONMENTAL BENEFITS OF
IT HOSTING AND CLOUD TECHNOLOGY

T i pewbong i o by vl s eyt e B Ko
o bl ¢ ool copaing comicom desd o ivelogs sl ot s i

-
e

4.3 Impact in participant Cities

Impact for the cities

o Valladolid has started the process to migrate their whole infrastructure to their own IT infrastructure.
This infrastructure will operate as a private cloud that will interact with public clouds for punctual
services.

o Thessaloniki Cloud technologies have already been adopted by the Municipality of Thessaloniki by
creating a private cloud within the Municipality's premises. However, the Municipality has never used
public cloud services. For serving internal, critical and/or confidential data and services of the
Municipality, the administration and the IT staff prefer a private cloud in order to minimize
complexity, latency, availability and security issues that the networks between the Municipality and
the cloud provider impose. After experimenting with the Storm Clouds Platform, a public cloud
platform, we saw many benefits in using public cloud services for fast deployment of new web
applications, short-lived web applications and applications that expect to have significant variations
of their load over time, since procurement of new server infrastructure is very time consuming in the
Greek public sector.

e Agueda, based on the STORM CLOUDS experience, has decided to migrate their own IT
infrastructure to the cloud. The process has started by contracting a cloud to a Portuguese company.
The migration of the first applications (GIS and SMART Cities) is already in place.

e Miskolc. The knowledge of Miskolc Holding IT staff directly involved in the project has notably
expanded regarding the application of shared architecture. The knowledge acquired during STORM
CLOUDS is being further distributed among a number of relevant colleagues IT specialists outside the
project staff. One of our important conclusions deriving from the activity on testing OpenStack
technology is that a Miskolc-sized city cannot exploit the advantages of this technology on an
economically viable manner. Since we found it would be too expensive for this a city of this size to
create a large-scale private cloud with low return rate, a hybrid (public combined with private)
solution is more expedient. However, it is worth fo consider an own private cloud with the condition
that a number of larger cities (or even many smaller sized settlements) join forces to be serviced
though a common private cloud.
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4.4

As said above, Miskolc Holding is a private cloud owner. However, as it is ,too small”’, we have
moved towards the hybrid solution. To give an example for the preferred scheme on how to apply
hybrid model in Miskolc: critical (deemed more confidential) information such as the correspondences
(e-mails) of certain higher level staff of the Mayor’s Office is stored in the private cloud, while the e-
mails of the administration staff can get to the public cloud. The project proved us, on the one hand,
that having a private cloud is useful but not in every area On the other, working with public cloud has
many benefits but is also inappropriate to fulfil certain service needs depending on specific conditions
connected to those service needs. According to our internal IT strategy that was strongly influenced by
the experiences gained through STORM CLOUDS, we have started to broaden our knowledge
towards hybrid technology.

Publications and major events

STORM CLOUDS has increased the impact through dissemination and awareness creation in different events
during the project.

Along the project there were different events at the cities, with the participation of stakeholders related to the
project and also of representatives of other cities, research institutions, etc.

S—— ]
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The main milestone was the International Conference held in Madrid, December the 14t 2016 with the
presence of the project partners, other EC projects in the area of Cloud, Municipalities external to the project
and representatives of the Spanish Ministry of Technology and the Agency for Innovation of Madrid Region.

The conference was complemented with an event related to the promotion of cloud computing at private
companies the next day. All the events were presented as the “European Cloud Week” at the premises of the
EOI, a business school dependent on the Spanish Ministry of Industry.

http://storm-clouds.eu/2016 /11 /23 /european-cloud-week-storm-clouds-international-conference /

All the conference was recorded in video available at:

http:/ /stormcloudsconference.eu/videos-storm-clouds-international-conference /

EUROPEAN CLOUD WEEK
ABRID DECEVBER 2016

STORM CLOUDS
INTERNATIONAL
CONFERENCE

14 DECEMBER 2016

P

> Storm
Clouds

About Publications, we may mention:

o Komninos, N (2015). “Social innovation in smart cities: Applications, drivers of intelligence, and
governance” for the special issue of European Planning Studies “"Struggling with Innovations. Social
Innovations and Conflicts in Urban Planning and Development"”, Gabriela B. Christmann and Anika
Noack (eds).

e Kakderi, C. (2015) “Smart Cities Management”, 3rd Smart Cities Conference, 22 April 2015,
Maroussi Plaza, Athens
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e Tsarchopoulos, P. (2015) “Cloud Based Smart City Services”, Public Sector Transformation, 22
September 2015, Brussels

o Kakderi, C. (2015) “Creating a portfolio of cloud apps to accelerate cloud adoption by European
municipalities: The STORM Clouds Project”, Cloud28+ In Actionl, 29 September 2015, Brussels

e Project STORM CLOUDS was featured in the news and events section of the 4th issue of CloudSource
Magazine. A magazine specialized in Cloud Computing. The CloudSource Magazine's is a partnership
initiative launched by project SUCRE in parinership with project Cloud4Europe, its editorial is
composed by: Prof. Alex Delis, SUCRE Coordinator, National & Kapodistan University of Athens,
Greece. Dr. Norbert Meyer, Head of the Supercomputing Department at the Poznan Supercomputing
Center, Poland. Prof. Dr. Keith Jeffery, President of ERCIM, U.K. Dr. Yuri Glikman, OCEAN project
Coordinator, Fraunhofer Institute, Germany. Dr. Toshiyasu Ichioka, Project Manager, EU-Japan Centre
for Industrial Cooperation, Japan. Mrs. Cristy Burne, Scientific Editor and Journalist, Australia. The
Magazine is available at:
http: //issuu.com /sucreproject/docs /sucre cloudsource magazine issue 42/0

e Journal of Cities. Special Issue on Smart Cities and Cloud Computing. Several authors from the
project. June 2016. http://ojs.whioce.com /index.php /jsc /issue /view /12

Volume 2 Issue 1

SPECIAL ISSUE: Smart Cities and Cloud Computing

EDITORIAL

Smart cities and cloud computing: Introduction to the special issue PDF
192 Views (Abstract)
Christina Kakderi, Nicos Komninos, Panagiotis Tsarchopoulos

RESEARCH ARTICLE

Smart cities and cloud computing: lessons from the STORM PDF
CLOUDS experiment

181 Views (Abstract)

Christina Kakderi, Nicos Komninos, Panagiotis Tsarchopoulos

Storm Clouds Platform: a cloud computing platform for smart city PDF
applications

179 Views (Abstract)

Marco Battarra, Marco Consonni, Samuele De Domenico, Andrea

Milani

Social network services for innovative smart cities: the RADICAL FDF
platform approach

217 Views (Abstract)

Fotis Aisopos, Antonios Litke, Magdalini Kardara, Konstantinos

Tserpes, Pablo Martinez Campo, Theodora Varvarigou

Migration of applications to the Cloud: a user-driven approach PDF
158 Views (Abstract)
Anastasia Panori, Agustin Gonzadlez-Quel, Miguel Tavares, Dimitris
Simitopoulos, Julidn Arroyo
Cloud-based architectures for geo-located blogosphere dynamics PDF
detection
135 Views (Abstract)
Athena Vakali, Stefanos Antaris, Maria Giatsoglou
Cloud computing security: protecting cloud-based smart city PDF
applications
243 Views (Abstract)
Alkiviadis Giannakoulias

e November 11%, 2016. CLASS 2016 Conference: Clouds towards Smart Cities, Smart Energy,
Intelligent Transport Systems, Advanced Manufacturing and eHealth

(http://www.cloudconference.eu/). Uptaking Smart City Applications through Cloud Computing: The
STORM CLOUDS experience

e November 17%, 2016. Virtual Conference: Digital Cities - Communities and Connectivity in the 21st
Century, Temple University, Tokyo, Japan (URL:
https: / /www.vconferenceonline.com /microsite /html /event.aspx2id=1250&offset=-2).  Accelerating
the Uptake of Digital City Applications through Cloud Computing

e Tsarchopoulos, P., Komninos, N., and Kakderi, C. (2017), “Accelerating the Uptake of Smart City
Applications through Cloud Computing”, World Academy of Science, Engineering and Technology,
International Science Index 121, International Journal of Social, Behavioral, Educational, Economic,
Business and Industrial Engineering, 11(1), 129 — 138. http://waset.org/publications/10006171.
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Online dissemination was also active with coordinated Project Website, Social networks and the Project video

https://youtu.be /cbPgrScdqvc

Surfing Towards the Opportunity
of Real Migration

@
“ag

.

r 4

-
N Storm
~ Clouds

P »l o) 005/205

Website is referred in next section.
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5 Project website and contact details

The project web site is accessible at http://www.storm-clouds.eu/ . This is the central point for dissemination
of project restuls. In addition to that, there are other public internet resources:

e Catalogue of Services: http://services.storm-clouds.eu/

® Project Facebook page: https://www.facebook.com/stormclouds.eu

®  Project Twitter account: https://twitter.com/StormCloudsEU

3
> Storm
Clouds

HOME

Surfing Towards the Opportunity of
Real Migration to cloud-based public services

THE PROJECT PILOT CITIES CALLFORCITIES

Pilot Cities' Workshops: City of Thessaloniki

B Posted on 8th March 2017 by Para:

— City of Thessaloniki, Greece organises its STORM CLOUDs workshop concerning
o the migration of city's public services to the Cloud. The warkshop will be held on March 9,
2017 at the New City Hall, Room "Manolis Anagnostakis’, 1V.Georgiou A’ Avenue, according

é E
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f i
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Pilot Cities’ Workshops: City of Valladolid

B4 Posted on 16th February 2017 by Parask:
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5.1 List of contact persons

Agustin Gonzdlez-Quel Marco Consonni
agustingonzalez@rtdi.eu marco consonni(@hpe.com

Tel: +34 609 270316 Teléfono: +39 02 92121

RTDI SL. Hewlett Packard Enterprise ltaly
¢/ Mozart 42, 7°C. Via Giuseppe di Vittorio, 9,
28008 Madrid 20063 Cernusco sul Naviglio
Spain ltalia

Other Project partners

e European Dynamics Advanced Systems of Telecommunications, Informatics and Telematics.
Contact Person:

Alkiviadis Giannakoulias - Alkiviadis.Giannakoulias@eurodyn.com
e Aristotelio Panepistimio Thessaloniki. Contact Persons:
Panagiotis Tsarchopoulos - patsar@auth.gr
Christina Kakderi - christina@urenio.org
e Ayuntamiento de Valladolid. Contact Person
Julién Arroyo — jarroyo@ava.es
e City of Thessaloniki. Contact Persons
Dimitris Simitopoulos - dsim@iti.gr
Christos Lampros - c.lampros@thessaloniki.gr
e Camara Municipal de Agueda Contact Person
Miguel Tavares - miguel.tavares@cm-agueda.pt
e Miskolc Holding plc. Contact Person

Istvén Nagy - nagy.istvan@miskolcholding.humig
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Section A: Public

Use and Dissemination of Foreground

TEMPLATE A1: LIST OF SCIENTIFIC (PEER REVIEWED) PUBLICATIONS, STARTING WITH THE MOST IMPORTANT ONES
Is/Will open
Number, dat Date of Permanent access14
No. Deliverable name Main Author Title of the periodical or the series UT er, date or Publisher b‘;.e ° Relevant pages| Identifiers (if provided to
frequency publication available) this
publication?
Special Issue on Smart Cities and . . Whioce All the
1 Cloud Computing. Kakderi C. Journal of Cities Vol2, No 1 Publishing June 2016 ssue YES
. World Academy
International Journal of of Science
Accelerating the Uptake of Tsarchoboulos Social, Behavioral, Engineerin énd Januar
2 Smart City Applications through P "| Educational, Economic, | Index 121 9 9 7 1129-138 YES
. P. . . Technology, 2017
Cloud Computing Business and Industrial .
Engineerin International
9 9 Science
Socm'l |nr'10vcmot1 in smart cities: Struggllng WI1‘|:1 Gabriela B.
Applications, drivers of Innovations. Social Christmann and
3 intelligence, and governance” Komninos, N | Innovations and Conflicts . 2015 YES
L . - Anika Noack
for the special issue of in Urban Planning and (eds)
European Planning Studies Development )
STORM CLOUDS Platform: A Whi
4 Cloud Computing Platform for Caimi C. Journal of Smart Cities | Vol 2, No 1 noce June 2015 YES
. T e Publishing
Smart City Applications
TEMPLATE A2: LIST OF DISSEMINATION ACTIVITIES
No. Type of Activites Main Leader Title Date/Period Place Type of Audience Aii;?e::e Countries Addressed
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1ICSA Workshop ASI Cloudwatch Concertation Meeting  (12/03/14 [Brussels EC Projects 90 Europe
2Presentation /workshop Thessaloniki [Project Presentation March 2015 Thessaloniki  |Local stakeholders 80 Greece
3Presentation /workshop Agueda Project Presentation March 2015|Agueda Local stakeholders 50 Portugal
4Presentation/workshop Valladolid [Project Presentation March 2015 Valladolid Local stakeholders 50 Spain
5|Presentation/workshop Manchester |Project Presentation March 2015|Manchester  |Local stakeholders 60 UK
6Presentation/workshop ~ |ASI Cludqdes'que Caminan. Project 16/10/14 |Pontevedra |Municipalities 50 Spain, Portugal,
Presentation France
Shaping and preparing the H2020 .
7[EC Event ASI LEIT ICT WP2016-2017 Oct-2015  [Brussels EC Projects 60 Europe
8/CSA Workshop ASI qu'rl'qpc’x’hon o "Cloud of Public 24/11/15 Brussels EC Projects 120 Europe
Services” workshop
9Presentation/workshop Thessaloniki |[Crowdfunding application 15/04/15 [Thessaloniki |Local stakeholders 75 Greece
. - IT Professional, Scientific
10iScientific Conference AUTH Smart Cities Management 22/04/15 |Athens . 150 Europe
Community
11Presentation/workshop Thessaloniki |City Branding application 16/05/15 [Thessaloniki |Local stakeholders 90 Greece
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University. “The Local Government in
the Cloud: an inevitable transition”

Community, Municipalities

12FIWARE event ASI Project Presentation 20/05/15 |Malaga EC Projects 150 Europe
Cidades Inteligentes e Humanas no IT Professional. Scientific
13[Scientific Conference Alfamicro  [Brasil”, XXXIII Simpésio Brasileiro de 22/05/15 |Vitoria . S 350 Brasil
. Community, Municipalities
Redes de Computadores e Sistemas
14Presentation/workshop Thessaloniki |Project Presentation 28/05/15 [Thessaloniki |Local stakeholders 90 Greece
. e . “Human Smart Cities”, Panel Smart . )
15[Scientific Conference Alfamicro Cities, loT Week, Lisbon 17/06/15 |Lisbon IT Professionals 100 Portugal
Cidades Inteligentes e Humanas na IT Professional. Scientific
16Campus Parti Alfamicro  [Europa e no Brasil Construindo o 24/07 /15 [Recife . VS >200 Brasil
. Community, Municipalities
Futuro Hoje
17Scientific Conference AUTH Clou.d Based Smarjr City Services. 22/09/15 [Brussels I Profes.5|onal, S.c!enh.f{c 200 Europe
Public Transformation conferece Community, Municipalities
Open Source Geographic
18Scientific Conference Agueda Information Systems conference. 24/09/15 [Lisbon IT Professional, Scientific 250 Portugal
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STORM CLOUDS Presentation at ICT
15 Event — Lisbon. Empowering . .
- >
19ICT Event ASI Public Services Through The Cloud: Oct-2015  |Lisbon EC Projects 50 Europe
Opportunities And Barriers
20Presentation /workshop Agueda Open Data Workshop 31/10/15 |Agueda IT Professionals 30 Portugal
21Presentation /workshop Thessaloniki The entrepreneurship of Thessaloniki 01/11/15 [Thessaloniki |Local entrepreneurs 60 Greece
on the clouds
. ., Workshop on Cloud Computing and . .
22Presentation /workshop Valladolid STORM CLOUDS 20/01/16 |Valladolid  |Local stakeholders 45 Spain
23[Technology Conference  |Agueda Fi@ Conf'erence. STORM CLOUD 03/02/16 |Coimbra IT Professionals 150 Portugal
Presentation
. CLIPS Project Conference. STORM .
24EC Project Conference ASI CLOUD Presentation 01/06/16 [Florence EC Projects 60 Europe
Presence in Cloud28+ network. . .
25Teleconference ASI STORM CLOUD Presentation 21/06/16 |Paris IT Professionals (Cloud) >100 Europe
Presentation at Cloudforward Event. . .
26/CSA Event RTDI STORM CLOUD Presentation 20/09/16 |Madrdi IT Professionals (Cloud) 200 Europe
Communities and Connectivity in the
21st Century, Temple University.
27Virtual Conference AUTH Accelerating the Uptake of Digital [17/11/16 |[Tokio Municipalities >500 International
City Applications through Cloud
Computing
Spain, Portugal,
28|International Conference [RTDI Project International Conference 14/12/16 |Madrid Public Administration 90| Italy, Greece,
Hungary, France
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29(nternational Conference

AUTH

ICEGSCDS 2017: 19th International
Conference on e-Government, Smart
Cities, and Digital Societies,

Jan 2017

Paris

Municipalities

250

Europe

30Presentation/workshop

Valladolid

Workshop on Cloud Computing and
STORM CLOUDS

22/02/17

Valladolid

Local stakeholders

30

Spain

3

—_

Presentation/workshop

Agueda

Presentation and Workshop on
STORM CLOUDS

01/03/17

Agueda

Regional Stakeholders

45

Portugal

allows choosing the dissemination activity: publications, conferences, workshops, web, press releases, flyers, articles published in the popular press, videos, media
briefings, presentations, exhibitions, thesis, interviews, films, TV clips, posters, Other.

7

Section B: Private

Due to the nature of the project, there is no application for patents, trademarks or registered designs.

Exploitable foreground table

Timetable
Type of Confi Foreseen Exploitable products Sectors of for Patents or other IPR Owner & Other
Exploitable Descripciton of Exploitable foreground " embargo xplot produ . . commercial exploitation Beneficiary(s)
dential or measures application . .
Foreground. date or any other (licences) involved
user
Application | Virtual City Mall application N | Available Smcr'r C!'ry Municipalities | Available | Open Source AUTH
Application
Application | Cloudfunding application N | Available Smol:'r C!fy Municipalities | Available | Open Source AUTH
Application
Application |Virtual City Tour application N | Available Smcr'r C!'ry Municipalities | Available | Open Source AUTH
Application
Internal know-how of migration to cloud . . . Shared IPR
Knowledge (Consulting) N | Available Consulting All Available among the ED, HPE, AUTH
consortium
Knowledge |Internal know-how for implementation of cloud N | Available Consulting Public Available i}:;:(gj :E: ED, HPE, AUTH
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platforms and helping migrations to cloud Administration consortium

The SC Platform architecture (documents and i . . Shared IPR
Knowledge ideas) Y | Available Consulting All Available among the ED, HPE, AUTH

consortium
IT Platform
(SW SCP@HP STORM CLOUDS Platform N | Available Platform Al Available | HPE Property HPE
Architecture)
Application FU Participio application N | Available Smol."r C!’ry Municipalities | Available Available Agueda, Project
Application partners
L L . " . Smart City T . .

Application [Live the City application N | Available Application Municipalities | Available | Open Source |ASI. Project partners
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