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Executive Summary

Surfing Towards the Opportunity of Real Migration to Cloud-based public Services (STORM CLOUDS) is a
project partially funded by the European Commission within the 7th Framework Program in the context of the
CIP project (Grant Agreement No. 621089).

The project aims to define useful guidelines on how to address the process of moving towards a cloud-based
solution for Public Authorities and policy makers. These guidelines will be prepared based on direct
experimentation in at least 4 European cities, creating a set of relevant use cases and best practices.

Work Package 3 (WP3) of the STORM CLOUDS project aims to adapt the selected services and to integrate
them to the STORM CLOUDS Platform (SCP) infrastructure created in WP2, while at the same time create the
tools and procedures to facilitate services migration to the cloud. Once applications are successfully tested in
the private cloud infrastructure they will be deployed in the pilot cities public cloud infrastructure.

In this second iterative deliverable release, we address:
e Deployment of services in the 2n cloudification cycle.
e A number of critical issues such as: Security and Data protection.

e  Some aspects regarding a “production ready environment” such as: Automation and High Availability
(Database Clustering).

Technical details regarding the adaptation of the services and integration to the cloud infrastructure are
provided in the Annexes.

The document is organized into the following sections:

Section 2 — Security: it describes the necessary modifications to the services in order to address a number of
security vulnerabilities that were detected in the applications prior to cloudification, such as transport layer
vulnerabilities, web applications authentication vulnerabilities and application specific security issues.
Moreover as virtualization technologies have their own vulnerabilities this section describes the actions
performed to safeguard against them.

Section 3 — Data protection: it describes the tools and the procedure required to safeguard important
information from corruption and/or loss, through the use of operational data backup.

Section 4 — Automation: it describes the tools and the procedure required to automate the deployment of
applications running on OpenStack laa$S cloud, offering a clear methodology on how interested cities can
automatically deploy selected services and how municipalities can re-deploy their services in another Cloud
Service Provider (CSP).

Section 5 — High Availability: it describes how to use the SCP Database Layer for storing persistent data. This
new component provides a shared DB environment supporting high availability; the cloudified applications
take advantage of this feature, rather than installing a private DB on the VM(s) where the application is
hosted.

Section 6 — Summary and conclusions

At the time of writing, adaptation of new services and integration into the private cloud infrastructure (hosted
on physical infrastructure housed at Hewlett Packard's premises used by project participants for development
and testing purposes) used the same adaptation procedure and tools described in [12] section 2.

© STORM CLOUDS 2015 Page 3 of 100
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1 Introduction

During the 2"d innovation cycle we have successfully cloudified:

1. The “Live the city” application from Valladolid that allows citizens to share information about leisure
events in the city, map located and classified according to its cost and type.

2. The “CloudFunding” application from Thessaloniki that provides support to local communities in order
to collect money for social and charitable purposes, by allowing citizens and organisations to co-
finance various projects.

3. The “City Branding” application from Thessaloniki that promotes the identity of a city using web and
social media.

At the same time the applications cloudified during the 1s innovation cycle, namely the PPGIS - Public
Participation from Agueda, Urbanismo en Red from Valladolid and Virtual-City-Market from Thessaloniki,
were updated in order to address issues such as: Security and Data protection as well as “production ready
environment” aspects such as: Automation and High Availability (Database Clustering)

As a result all applications have:
e Updated installation/configuration scripts to include the necessary security modifications;

e Updated configuration scripts to include the necessary software modules for supporting the backup
strategy;

e New deployment scripts that take advantage of the latest automation features that the SCP offers.

Regarding the Virtual-City-Market application, since it belongs to the Services Portfolio, it was re-cloudified in
order to take advantage of the latest high availability database feature that the SCP offers.

Page 8 of 100 © STORM CLOUDS 2015
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2 Security

As already presented in [13] section 2.7, a number of critical security issues were identified resulting in
services modifications in order to address them. These are presented below:

e “Cross Site Scripting” (XSS) security risk, being the most prevalent web application security flaw, whereby
an attacker’s malicious content is supplied to our application as a result of that content not being properly
validated or escaped. To address it we have used the OWASP ESAPI reference implementation for HTML
entity escaping and unescaping as well as JavaScript escaping and unescaping;

e “Directory listing” security risk, whereby an attacker can simply list directories to find files. To address it
we have updated the Apache configuration file (htfpd.conf) by removing the Indexes from the file;

e ‘“Insufficient Transport Layer Protection” security risk, caused by not requiring SSL (at least for all sensitive
pages) allowing an attacker that monitors our network traffic to obtain an authenticated victim’s session
cookie, itself then replayed to take over the user’s session. To address it we have included an HTTPS
certificate and requested that all traffic is forwarded to the secure connection (HTTPS). However, new
vulnerabilities introduced by the HTTPS certificate, such as the RC4 cipher and the POODLE attack
vulnerability, resulted in the disabling of:

o TLS 1.0 compression and weak ciphers

o SSL 3 in our browser and our servers

o  “Clickjacking” security risk, caused by an attacker that is "hijacking" our clicks meant for the application
page and routing them to another malicious page. To address it we send proper X-Frame-Options HTTP
response headers that instruct the browser to not allow framing from other domains. This is done at the
Apache configuration file.

2.1 Procedure

In order to enhance the authentication process, all applications have been updated to support session
expiration, thus minimizing the time available to an attacker who uses a valid session identifier. In order to
balance between security and usability, applications have properly selected the timeout values, allowing users
to complete their operations without frequent session expirations.

Regarding protection of data in motion we have acquired an HTTPS certificate for the Thessaloniki Virtual-
City-Market application and configured the Apache server to forward all traffic to the secure connection.
However, as applications don’t deal with sensitive data no encryption is applied for data at rest, apart from
the OpenStack object storage that is protected using LUKS (Linux Unified Key Setup or LUKS is the standard
for Linux hard disk encryption).

Virtualization technologies have their own vulnerabilities such as those coming from the virtual switch, those
coming from reallocation of resources from one VM to another and vulnerabilities coming from the remote
administration port that is turned on by default on all VMs. To respectively address these attack vectors:

o  We've used layered security mechanisms to increase the security of the system as a whole. This was
achieved using OpenStack security groups' in order to define a number of IP firewalling rules that
describe what kind of network traffic is allowed to go to or come from the VMs. With this solution even if
a VM is compromised the security group rules continue providing the required level of security because
they are implemented in the host operating system.

e We've used OpenStack functionality for zeroing all data used by a virtual resource once the resource is
released.

e We associated each VM with a valid SSH Keypair. This was then forwarded to the application owners in
order to allow them to access the VM instances given the public IP address the VM is configured to use.

1 http://docs.openstack.org /openstack-ops /content /security _groups.html
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2.2 Tools

The penetration testing tools needed to facilitate the security testing procedure are:

1. An OpenVPN client? installed on the client machine used for the security testing procedure, in order to
access the cloud environment;

Zed Attack Proxy (ZAP)3, installed on the client machine used for the security testing procedure;
OpenVAS4, installed on the client machine used for the security testing procedure;

SQL Inject Me?, installed on the client machine used for the security testing procedure;

A

Qualys SSL Server Testé, installed on the client machine used for the security testing procedure;
6. Vegda’, installed on the client machine used for the security testing procedure.

The following diagram illustrates the above configuration:

VM hosting the application Client machine
Tools: OpenVPN,
Zed Attack Proxy, Vega
OpenVAS, SQAL Inject Me,
Qualys SSL Server Test

Figure 1: Security testing tools

2 Available at https://openvpn.net/index.php /open-source /downloads.html

3 Available at hitps://www.owasp.org/index.php /OWASP Zed Attack Proxy Project

4 Available at http://www.openvas.org/download.html

5 Available at https://addons.mozilla.org/en-US /firefox /addon/sql-inject-
me /eula/884102src=collection&collection id=203cc10a-26b3-5921-12ef-6ba80b06fe07

6 Available at https://www.ssllabs.com/ssltest /index.html

7 Available at https://subgraph.com/vega/
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3 Data Protection

Data protection is the process of safeguarding important information from corruption and/or loss [2].

In this context, the term data protection is used to describe operational backup of data that usually comes in
the form of incremental backups. The aim of the backup procedure is to keep data from being lost due to
intentional or unintentional access. As already identified in [14] section 4.5.8 encrypting offsite backups, while
managing and backing up keys separately is important.

The backup process is based on the data requirements of the services and the architecture of the SCP
implemented in WP2 and is done in collaboration with the service owner (municipalities), since they are aware
of the data that needs to be backed-up. The backup process tries to best exploit the features implemented by
the laaS cloud where our VMs are hosted and more specifically Swift, the Object Storage Service
implemented by OpenStack. [5]

3.1 Procedure

The main steps needed for backing up application data are presented below.

Step 1: Design a Backup Strategy. During this step we analysed several aspects related to the data and/or
the application(s) managing the data, in order to put together a list of what needs to be backed up, when to
backup, how long to keep the backup data and how long it takes to restore. This involved the following steps:

(8], [9], [10]

o The first step in developing a data backup strategy is to analyze our current data usage. What
data we store, where we store it and how often we access it are some of the questions we made. In
the end, our backup analysis established:

o  What electronic data is used;
O Where the data resides, including folders and/or databases;
o The approximate amount of data;

o How often our the data changes, as this affects our decision on how often the data should be
backed up (for example, data that changes daily should be backed up daily);

o The sensitivity of data. For critical data, such as a database, we should have redundant
backup sets that extend back for several backup periods. For sensitive data, we should
ensure that backup data is encrypted, using public/private key-pair technology;

o For security reasons, backup data is encrypted using public/private key-pair technology.
o0 How quickly we need to recover the data;

0 What's the best time to schedule backups: scheduling backups when system use is as low as
possible will speed up the backup process.

e  The second step is to plan for where we will be, not where we are: the amount of data we need to
backup is only going to increase as time goes by.

e The third step is to identify the software tools we are going to use. More on the selected software
tools are presented in 3.2.

o The fourth step is to select the appropriate backup type/policy, from the primary backup types,
namely: Full and Incremental.

A full backup is the most basic and complete type of backup operation. lts primary advantage is that
a complete copy of all data is available with a single set of media, resulting in minimal recovery time
objective (RTO). However, it takes longer to perform and it requires more storage space.

An incremental backup copies only the data that has changed since the last backup operation of any
type. Ilts primary advantage is that it copies a smaller amount of data than a full backup, thus
completing faster, and requiring less storage space. However, restore times might be longer as it may
be required to utilize multiple sets of media to recover the information needed.

© STORM CLOUDS 2015 Page 11 of 100
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From these primary backup types we developed an approach to protecting data. Typically one of
the following approaches is used: (a) Full daily, (b) Full weekly + Incremental daily. The process of
taking incremental backups following an initial full backup is known as data deduplication.

The final choice depends on the required performance levels and data protection levels, the total
amount of data retained and the cost associated with it, since cloud storage space comes at a cost
that depends on the service provider.

The final step is to choose where we plan to store the backups. Using the cloud environment is
arguably more resilient to disaster than other technology solutions because it is not physically located
at the same place as the municipality. Additionally, since our applications are hosted in the cloud we
also save bandwidth and time taken to transfer the files needed to restart the application correctly.
However, as already argued, the cost associated with storing the backup data is the most important

factor.

The following table presents the backup policy's impact on space for our applications. In these calculations we
assume a 5% of the data changing daily, the calculations are based on 22 working days in a month and a
one month retention period.

Application 5% change | Backup scenario Media Space Required
(tht:fc:gys) Space for 22 daily full (22 * 219 MB) = 4818 MB
Public Participati 219 MB
Cre TarTERenen ::nuclll’éx:::(;)ll) * Full, plus most recent differential since full
(weekdays) (5% 219 MB) + (22 * 5%* 219 MB) = 1335.9 MB
Full daily . . _
(weekdays) Space for 22 daily full (22 * 4,5GB) = 99 GB
Urbani Red | 4,5GB
panisme en e ::nuczléx::(;)ll) + Full, plus most recent differential since full
(weekdays) (5% 4,5GB) + (22 * 5%* 4,5 GB) = 27,45 GB
(tht:&zys) Space for 22 daily full (22 * 42 MB) = 924 MB
Virtual-City-Market | 42 MB
ey ::nuc!:é:]:‘::(:ll) * Full, plus most recent differential since full
(weekdays) (5 * 42 MB) + (22 * 5%* 42 MB) = 256.2 MB
;::/t:;o:gys) Space for 22 daily full (22 * 50 MB) = 1100 MB
Live the cit 50MB
veme sy ::nuczléx::(cl;)ll) + Full, plus most recent differential since full
(weekdays) (5 * 50 MB) + (22 * 5%* 50 MB) = 305 MB
::vtt:;o:gys) Space for 22 daily full (22 * 80 MB) = 1760 MB
CloudFundi 8OMB
cueTunaing ::U” (wee':d)ll) * Full, plus most recent differential since full
ncrementa
(weekdays) (5 * 80 MB) + (22 * 5%* 80 MB) = 488 MB
(thi:,foigys) Space for 22 daily full (22 * 43 MB) = 946 MB
City Brandi 43MB
Ty raneing ::U” (wee:d)ll) + Full, plus most recent differential since full
ncrementa
(weekdays) (5 * 43 MB) + (22 * 5%™ 43 MB) = 262.3 MB

Table 1: Backup po

licy's impact on space

It's apparent that performing a full backup daily requires the largest amount of space, also taking the largest
amount of time to complete. Alternatively, performing a full backup weekly together with daily incremental
backups results in the shortest backup time during weekdays and uses the least amount of storage space.

Page 12 of 100
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Based on the above calculations, we designed the following backup scheme:
e Incremental backup daily at 04:00 am;
e  Full back every Sunday at 04:00 am;
e Backup of all the contents of the database (MySQL or PostgreSQL depending on the application);

e  Backup of application specific information (the location of the data depends on the application, see
table below);

e  Encrypt backup data both for storage and transmission;

e Store all backups in the cloud

It was also decided to use a dedicated ‘backup’ directory for grouping all backup data (database and
applications folders) resulting in better organisation and visualisation.

Moreover ensuring that data is ready for being backed-up before the scheduled time is an important aspect,
as preparing data for backup takes time. Since our backup strategy includes database backup we need to
make sure that the database dump is ready before the scheduled backup time. This resulted in some form of
orchestration, such as stopping the application using the database, extracting data and verifying that the
extraction process has finished without errors.

The following table provides some application specific information used for customizing the general backup
scheme described above:

rr - Backup

Application Specific Data Spaes
Public /home /ubuntu /public_html 184 MB
Participation —

Urbanismo en Red | /urbr/app 24,3 GB
x;::;;:-c“y- /var/www /html/virtual-city-market/ directory excluding the cache folder 213 MB
Live the city /var/www /html/viveValladolid /sites /default /files 242 MB
CloudFunding '/vqr/www/h'rml/cfrowd.—fund|ng/ directory excluding the bin, cache, cli, 377 MB

includes, layouts, libraries and tmp folders
City Branding /var/www /html /citybranding 186 MB

Table 2: Backup application specific information

Step 2: Generate a Key-Pair on the Client Machine. It's worth noticing that we could create the key pair
directly on the VM because “gpg” is also available on Ubuntu (see [15]). However, it is good practice to keep
a copy of the keys outside the VMs using them. The reason is that VMs are “ephemeral” meaning that once a
VM is deleted we are not anymore able to decrypt our backup data when restored. In addition, creating
key-pairs requires some level of “entropy” for ensuring randomness in the generation. Key generation
software packages collect randomness “from hardware sources, either pre-existing ones such as mouse
movements or specially provided randomness generators” [16] a situation that cannot be reproduced on VMs.

Step 3: Prepare the VM for Backup. This step involves:

1. Importing the key pair we created in the previous step in a secure way for preventing malicious
intruders from stealing or compromising our keys. SFTP can be used but, considering that the file is
pretty short, we should open it on the client machine, cut the contents, connect to the VM using SSH,
open a file on the VM with a text editor, and paste.

2. “Guarantee” gpg that the keys we've just imported are trusted. The reason for this is the “web of
trust” model PGP is based on, since in order for a public key to be trusted, it requires either 1
“ultimate” trust certificate (typically where we personally have verified the identities of the people
involved), or 3 “marginal” trust certificates (where somebody we know, who knows somebody we
know... has signed the certificate we picked the public key from). The reason our own key isn't trusted,
in this case, is because we did not export the trust relationships from the previous gpg instance
(Gpg4Win installed on our client machine).

© STORM CLOUDS 2015 Page 13 of 100
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Install Duplicity on the VM. Moreover we should install the OpenStack CLI components that allow our
VM to interoperate with OpenStack namely the:

a. keystone client that is used for authentication, and the
b. swift client that is used to upload, download and list files (a.k.a. objects) in the cloud

Provide Duplicity with the credentials (i.e. username and password) for connecting to OpenStack, the
APl URL for connecting and the API version.

Step 4: Implement the Backup Strategy. After addressing the aspects indicated in step 1, we implemented
bash scripts that:

1.
2
3.
4

5.

Import the key pair;

Trust the imported key;

Install Duplicity on the VM;

Create the full and incremental backup scripts;

Create scheduled jobs (cron job scheduler) to plan and execute these tasks.

Step 6: Validation tests. As a best practice, we tested our backup solution after being implemented in order
to ensure that it is working as intended. Moreover we periodically re-test our applications to ensure they're
functional and data is being backed up appropriately. This not only will help us identify problems in our
backup setup, but will also train municipalities’ personnel to quickly and efficiently recover files in the event
that this becomes necessary.

Validation included tests on the restore mechanism. More specifically both incremental and full backups were
used to successfully bring the applications to a previous operational state.

3.2 Tools

The tools needed to facilitate the backup procedure are:

1.

duplicity? a free software package implementing “encrypted bandwidth-efficient backup, using the
rsync algorithm”. Duplicity supports several storage back-ends used for keeping the backup data,
Swift included. Duplicity runs on POSIX-like operating systems and we need to install it directly on the
machine we want to backup data of.

An OpenVPN client® installed on the client machine used for the backup procedure, in order to
access the cloud environment;

An implementation of the OpenPGP standard as defined by RFC4880 (also known as PGP). If the
client machine used for the backup procedure is a Windows machine we suggest using Gpg4Win'° a
convenient tool for accessing the most relevant functions implemented by "gpg" that includes a
Graphical User Interface, namely Kleopatra;

A terminal client (e.g. Putty'! SSH) for accessing the VM running in the cloud environment;

An open-source SFTP client for uploading the key-pair to the VMs, in a secure manner. If the client
machine used for the backup procedure is a Windows machine we suggest using the WinSCP client'2,
Instead if the client machine used is a Linux machine we suggest using the FileZilla client'3,

8 Available at http://duplicity.nongnu.org/

9 Available at https://openvpn.net/index.php /open-source /downloads.html

10 Available at http://www.gpg4win.org/

1 Available at http://www.chiark.greenend.org.uk/~sgtatham/putty /download.html

12 Available at http://winscp.net/eng/download.php
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The following diagram illustrates the above configuration:

VM hosting the application Client machine
Tools: duplicity Tools: OpenVPN,
Gpg4Win, Putty, SFTP

Figure 2: Backup tools

13 Available at https://filezilla-project.org/
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4 Avutomation

In order to enable the automatic transferability of the services to the cloud, a set of tools and procedures
have been designed and implemented. This will allow both interested cities to automatically deploy selected
services from the cloud-based services portfolio and municipalities to re-deploy their services in another CSP.

The automatic deployment is obtained using Heat, the OpenStack “orchestration engine to launch multiple
composite cloud applications based on templates in the form of text files that can be treated like code” [17].
The aim of orchestration is to create a human- and machine-accessible service for managing the entire
lifecycle of infrastructure and applications within the SCP cloud environment.

To use Heat, we write a Heat Template that ‘declares’ the ‘list of objects’ to create in the cloud in order to
host the application. The objects mentioned in a Heat Template are actually laaS elements such as virtual
machines, virtual volumes, virtual network trunks, virtual routers, etc. When we want to deploy an application
in the cloud, we only need to submit a Heat Template to Heat that, in turn, creates all the objects listed in the
template.

But as applications are hosted in virtual machines we need to instruct them on how to deploy and configure
the software. This cannot be obtained solely using Heat Orchestration Templates (HOT) but requires some
more ‘conventional’ language that can be interpreted by the operating system (or some software) running on
the VM. For this purpose, we use bash shell scripts that are automatically ‘sent’ to the VM for being
interpreted when it boots.

The following scripting languages are used for implementing automation:

o YAML (Heat): used for creating laaS obijects (virtual machines, virtual volumes, virtual network trunks,
virtual routers, etc) using OpenStack Heat.

o Bash Shell: used for configuring the virtual machines.

4.1 Procedure

The main steps needed for automating the deployment of services to the cloud are presented below.

Step 1: Automate software installation and configuration. Before we start the automation process we must
implement bash shell scripts necessary to:

1. Configure the VM hosting the application and
2. Install and configure the application and its dependencies.

This is a necessary step as it will ensure that the bash scripts are working properly before moving into
creating the Heat template. This way we reduce the complexity of having to identify what went wrong in case
the deployment was unsuccessful.

Step 2: Integrate with Heat and execute the template. In this step we create Heat scripts, using the Heat
template format (see [18]), that describe the infrastructure (servers, floating IPs, security groups, ports) of the
cloud applications, integrating the software installation and configuration scripts made at the previous step.

Step 3: Validation. Validation of the automation process in STORM-CLOUDS is made in collaboration with the
municipalities and includes functional tests in order to ensure that the deployed application performs as
designed.
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4.2 Tools

The tools needed in order to facilitate the automation procedure are:

1. An OpenVPN client'4 installed on the client machine used for the automation procedure, in order to
access the cloud environment;

2. Windows PowerShell installed on the client machine used for executing the OpenStack Heat scripts;

3. Heat client installed on the client machine used for the automation procedure. As is with other
OpenStack services, low-level access to Heat is available through a REST API. There are two Heat
clients:

a. a stand-alone command line client and
b. a web-based client included with Horizon.

However working with a stand-alone command line client is more convenient and the rest of the
documentation assumes this approach. Additionally we should note that in order to be able to run
Heat from the CLI we should ensure that the ports for OpenStack services are open in the VPN
connection.

The following diagram illustrates the above configuration:

Client machine

Tools: OpenVPN,
PowerShell,
Heat client

Figure 3: Automation tools

14 Available at https://openvpn.net/index.php /open-source /downloads.html
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5 High Avadilability

In information technology, High Availability (HA) refers to the availability of systems and/or components in
the aftermath of a failure. Availability is measured relative to “100% operational” or “never failing”. [19]

HA can be implemented using clustering, in order to increase the systems uptime. Generally speaking high
availability is implemented using a group of machines, collectively called a high availability cluster, where
the workload of a failed machine is automatically and quickly taken over by a different machine in the
cluster. [6]

During the 2 innovation cycle we have decided to implement DB high availability, taking advantage of the
database layer that has been implemented at the SCP level. Instead of deploying the application databases
on the same virtual machine where applications are installed, we assume that the DB service is made
available as a ‘shared service’ (all the applications use the same DB service implementing High Availability),
at a well-known IP address.

5.1 Procedure

The main steps needed for making use of the DB service are presented below.

Step 1: Update database related configuration files. As the DB service is available at a well-known IP
address, the application configuration files related to the location of the database must be updated.

The following table provides the application specific configuration files used for configuring the location and
access parameters of the database.

Application Configuration files

Public Participation | /etc/postgresql/9.3/main/postgresql.conf
Urbanismo en Red /urbr/database /PostgreSQL/8.4 /data/postgresql.conf
Virtual-City-Market | /var/www /html/virtual-city-market/config.inc.php

Live the city /var/www /html/viveValladolid /sites /default /settings.php
CloudFunding /var/www /html /crowd-funding /local-settings.php
City Branding /var/www /html /citybranding /configuration.php

Table 3: Backup application specific information

Step 2: Validation. The validation of service is realised in collaboration with the municipalities and includes
functional tests to ensure that the deployed application performs as designed.

5.2 Tools

The tools needed in order to facilitate the process are identical to the automation procedure.
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6 Summary and Conclusions

This document has described the deployment of new services to the cloud infrastructure for customization and
testing as well as the necessary modifications to the services in order to address a number of security
vulnerabilities detected in the applications prior to cloudification. In addition, we describe the actions
performed to safeguard against vulnerabilities coming from virtualization technologies.

The procedure and the tools for operational data backup, required to safeguard important information from
corruption and/or loss, have also been presented. Using duplicity, the OpenStack CLI keystone and
OpenStack Swift, we have successfully implemented the designed backup strategy.

Another implemented feature is the automatic transferability of the services to the cloud. Both the procedure
and the tools required have been discussed in this document, thus constituting a clear methodology on how
interested cities can automatically deploy selected services and how municipalities can re-deploy their
services in another CSP.

For the newly cloudified applications we have described how to use the newly developed SCP Database
Layer that supports the Active-Passive Cluster high availability database deployment model.

The document is the second of a four issues series aimed describing the steps needed to adapt services to the
cloud paradigm and the steps needed for replicating these services in the cloud infrastructure of the pilot
cities. What we have presented in this issue is procedures and supporting tools to enable the creation of a
generic cloud-based services portfolio.

In the next release, we will continue with more aspects of the development of the “production ready
environment” for all cloudified applications. The purpose is that they can all benefit from the inclusion of High
Availability (Database Clustering) and Monitoring (Zabbix) in the SCP platform. Any modifications made to
the applications to support new SCP features will also be documented including any code refactoring for
improving the modularity and reusability of the offered tools. In this way, the technical evolution of the tools
can be tracked, while, at the same time, capturing the “lessons learned” during the cloudification process,
which is one of the main objectives of the project.
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Annex A  Services Deployment

Al Ayuntamiento de Valladolid

A.1.1 “Live the city” Application
A.1.1.1 Installation and configuration commands list

After installing the VM and configuring the network access (see D3.1.1) we used Putty and issued the
following list of commands to install and configure the application on the cloud infrastructure:

$ sudo su

$ vi /etc/hostname
and replace with the name of the application, i.e. viveValladolid

$vi /etc/hosts
Here update line 1 with 127.0.0.1 viveValladolid

$ vi /etc/resolv.conf
Here update to allow traffic to pass through DNS server with nameserver 10.15.5.22
$ reboot

$ apt-get update

Install Apache HTTP Server version 2.x :
$ apt-get install —y apache?2

Install MySQL version 5.0 or greater and

$ apt-get install mysql-server
During the installation process you will be prompted to enter a password for the MySQL root user.
Type “mysql@R1adna” for example but make a note on the password as it will be needed later.

If debconf-get-selections isn't installed install it:
$ apt-get install debconf-utils
otherwise type:
$ debconf-get-selections | grep mysql-server

Install PHP version 5.3 or greater

$ apt-get install —y php5 libapache2-mod-php5 php5-mcrypt php5-common php5-mysql

Get the application source files and unzip them

$ apt-get -y install unzip

$ od /tmp/

$ wget http://gimli.asi-soft.com/ViveValladolid.zip
$ unzip ViveValladolid.zip -d /var/www /html

$ rm -f ViveValladolid.zip

Get the application database contents

$ wget http: / /gimli.asi-soft.com/db_vive_valladolid.sql.zip
$ unzip db_vive_valladolid.sql.zip -d /var /www/db

$ rm -f db_vive_valladolid.sql.zip

$ mysql -uroot -pmysql@R 1adna << EOF Use the mysql@R1adna password for user root that
Create database db_vive valladolid; we have created previously

use db_vive_valladolid; Note the database name (db_vive_valladolid) as it
source /var/www/db/db_vive_valladolid.sql will be used later

exit

EOF
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Create tmp directory and change ownership to www-data to make it accessible by apache
$ mkdir /var/www/html/tmp

$ chown www-data:www-data /var/www/html/tmp

Change ownership to www-data for viveValladolid and db folders to make them accessible by apache
$ chown -R www-data.www-data /var/www/html/viveValladolid

$ chown -R www-data.www-data /var/www/db

Update $ vi /etc/apache2/apache2.conf by adding the AllowOverride for the /var/ww directory from None
to All.

<Directory /var/www>
Options Indexes FollowSymlLinks
AllowQverride All
Require all granted
</Directory>

Restart apache: $ service apache? restart
Table 4: Live the city Application Deployment

A.1.1.2  Backup Setup
A.1.1.2.1 Setting up Duplicity

In this section we will present the required steps to install and setup duplicity on the VM we need to take a
backup.

1. First we should generate a key-pair on the client machine:

Download Gpg4Win from http://www.gpg4win.org/

b. Follow the installation instructions described at http://www.gpg4win.org/doc/en/gpg4win-
compendium 11.html

c.  Run Kleopatra, the Gpg4Win certificate manager with a GUI.

Click on "Start" menu, select "All Programs”, select "Gpg4Win" folder and click on "Kleopatra":

. taoogle Chrome

Gapgdwin . Documentation
. Greenshot
. HeidisgL 3
. Magichisc

. Maintenance k

R

The Kleopatra user interface is shown bellow:
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T

File Wiew Cerbificates Tools Settings Window Help

L.d Import Certificates ---.--u Expart Certificates ‘ e Redisplay 0 Stop Operation ‘ “ Lookup Certificates on Server Ih Clipboardv
|5|sam‘1,,, i |Other Certificates LI
ﬂl My Certificates | Trusted Certificates Other Certificates I x
Mame & | E-Mail | Valid Fram | walid Lnkil | Dietails | Key-ID |

In order to create a new certificate we should click on “File” and
following dialogue appears:

g Certificate Creation Wizgd

Choose Certificate Format
Please choose which type of certificate you want bo create,

select “New Certificate”. The

2%

) Create a personal DpenPGP key pair

pairs with their own certificate,

DpenPGP key pairs are created locally, and certified by your friends and
acguaintances, There is no central certification autharity; instead, every
individual creates a personal Web of Trust by certifying other wsers' key

chairn of trust,

Create a personal X.509 key pair and certification request
®.509 key pairs are created locally, but certified centrally by a certification
authority (C&), CAs can certify other CAs, creating a central, hierarchical

< Back

[exk =

Zancel

Click on the first option “Create a personal OpenPGP key pair”. A new dialogue will appear,
asking to fill the following parameters: our name, email address and a comment.
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g Certificate Creation Wizard ed |

Enter Details

Please enter vour personal details below, IF wou want more control over the certificate parameters,
click on the Advanced Settings button.

Mame: ISTORM CLOUDS (Duplicity) irequired)
EMail; I Alkiviadis. Giannakoulias@eoradyn, com {required)
Commernt: IKey-pair for encrypting, signing and decrypting backup FTORM CLOUDS data (optional)

icrypling, signing and decrvpting backup STORM CLOUDS data) ::.ﬁ.lldviadis.Giannakﬂulias@eurndyn.cu:um:b%

Advanced Setkings. .. |

< Back. Mexk = Zancel |

Once the parameters are entered we should click on the “Next” button. A new dialogue will
appear asking us to review our certificate parameters before proceeding to create the
certificate:

@ Certificate Creation Wizard k d A

Review Certificate Parameters
Please review the certificake parameters before proceeding to create the certificate,

Mame:; STORM CLOUDS (Duplicity )

Email Address:  Alkiviadis. Giannakoulias@eurodyn, com

Comment: Kevy-pair For encrypting, signing and decrypting backop STORM CLOUDS
data

key Tvpe: R5A

key Strength: 2,045 bits
Certificate Usage: Sign, Encrypk

< Back Create Key Zancel

Upon clicking the “Create Key” button a new window pop-ups asking us to enter a “Passphrase”,
a sort of password we'll be required to type whenever we want to use the private key that is
going to be generated. We should choose an easy-to-remember but hard to break secret
passphrase’s. While we type the passphrase, Kleopatra indicates how “strong” is the passphrase
security-wise.

15 Follow the indications of the Gpg4win-Compendium Chapter 4: The passphrase, available at
http: / /www.gpg4win.org /documentation.html
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L pncotey N x|

;‘l-j | MMAME TROAOYIOTE T QAo Khadi

Passphrase I sesssnsns

cusity: |IINNEEZENN

Ik Cancel |

“510rmArladna”

To assist the creation of the required random numbers we could do some activity (move the
mouse, start disk-intensive activity, etc.). To make sure that we did not make any typing errors, the
system will prompt to enter the passphrase twice. Confirm entry by pressing the “OK” button.

g Certificate Creation Wizard

Creating Key...
Your key is being created.

The process of creating a key reguires large amounts of random numbers. To
foster this process, you can use the entry field below to enter some gibberish.
The text itself won't be used at all, anly the inter-character timing. You can also
mave this window around with your mouse, or start some disk-intensive
application.

= Back Mext =

As soon as the key pair creation has been successful, we will see the following dialog:
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g Certificate Creation Wizard ed |

Key Pair Successfully Created

Your new key pair was created successfully, Please find details on the resulk and some
suggested next steps below,

—Resulk

Certificate created successfully,
Fingerprink: 01000A4C2950767 1364567 CEEZSF4F01 3A2C25F]

—Mexk Steps
Make a Backup OF Your Key Pair .. |
Send Certificate By EMail... |
Upload Certificate To Directory Service. .. |

< Back | Finish

We should then click on “Make a Backup of Your Key Pair” for producing an ASCII file containing

both the private and the public key we've just created. Make sure that the “ASCIl armor” setting
is enabled as shown bellow.

g Export Secret Certificate ed

Please select export options for STORM CLOUDS (Dupliciky)
=Alkiviadis. Giannakoulias@eurodyn, cam = (IA2C23F 1

Qutput file: finyDeskkop/STORM CLOUDS Duplicity/SCP_Duplicity. asc €3 Q,|
v A5CIT armor

(o] Cancel

Once the certificate is exported we will be presented with the following dialogue.

@ Secret Key Expork Finishe i |

0 Secret key successfﬁ exparted,

W OK

To finalise the creation we should press the “Finish” button at the “Certification Creation Wizard”.
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B ceceor -

File View Certificates Tools 5ettings Window Help
,& Import Certificates Export Certificates @ Redisplay 0 Stop Operation * Lookup Certificates on Server L.'_ Clipboard'
|:':-f.'-:.-?.._ <A+ > |My Certificates ﬂ
J My Certificates Trusted Certificates ] Qther Certificates ] x|
Name | E-Mail | ValidFrom |slidUnt| Details | Key-ID
iviveValladolid (viveValladolid duplicity key-... alkiviadis.giannakoulias@eurodyn.com 2015-09-24 OpenPGP_ &
]
I
| |

2. Secondly we should import the key-pair we've generated on the client machine. To make sure that
the transfer is done in a secure way we should use SFTP and upload the key to the /home/ubuntu
directory.

After connecting to the VM we should issue:
$ c¢d /home/ubuntu/backup
$ gpg --import duplicityKey.asc

According to the following screenshot the key was imported.

2% ubuntu@vivevalladolid: ~/backup

[FLARER YRR PR alladolid:~; ckupi
key 1OFAFE7VE: : ret key im .
key 10FAFEVE: public key v Walladolid (wiwveWValladolid duplicity
wrodyn. com: '’
Total numbe

To verify that the key was imported we can see the list of public keys, and the list of private keys.
$ gpg --list-keys

That results in:

gpg —-list-kevys

K

F10FAFE7E 2015
alladolid (wiwveVWalladolid duplicity

$ gpg --list-secret-keys

That results in:

gpg —-list-szecret-keys

ng. gpg

Jalladolid duplicicy

3. Then we should provide some kind of “guarantee” that the key we've imported is trusted. We can
“force” gpg on the server to trust by submitting the following commands:
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$ gpg --edit-key alkiviadis.giannakoulias@eurodyn.com

$ gpg> trust

On the question “Your decision?” we should type 5 and after confirming our selection we should type
quit to exit gpg environment.

As a result, now we can use the public key to encrypt.

fELEO I:l‘j-"rl « 2O
n ation, Inc.
WO .0 ; =] ribute it.
to th

iz available.
new

validity: ulti
T
Y

falladolid duplicity encrypting,

E

encrypting,

or won't

ginally

back to the main menu

Tour de

oult i
WValladolid duplicity

4. Then we should install and test Duplicity. The following commands should be issued:
$ sudo apt-get -y install gnupg?2
$ sudo apt-get -y install duplicity
$ sudo apt-get -y install python-keystoneclient
$ sudo apt-get -y install python-swiftclient

The keystone client'® and the swift client!” are used by Duplicity for saving the backup data to the
Object Storage but it needs some information about the OpenStack cloud we want to use.

16 OpenStack Identity API
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In order to provide Duplicity with the credentials for connecting to OpenStack we should open a new
file, for example "~/SCP_duplicity.rc", with a text editor and enter the following text:

# For encrypting and signing
export PASSPHRASE=<YourKeyPairPassphrase>18
export SIGN_PASSPHRASE=<YourKeyPairPassphrase>

# Access to OpenStack

export SWIFT_USERNAME="<TenantName>1?:<Username>20"

export SWIFT_PASSWORD="<Password>21"

export SWIFT_AUTHURL="<APIURL>22"

export SWIFT_AUTHVERSION="2"

the <APIURL> can be found by selecting “Compute | Access & Security | APl Access” at OpenStack
Horizon's page and look at the “Identity” row:

n OpenStaCk storm- europeandynamics & Sign Out
europeandynamics
Project Access & Security
Compute
APl Access
Overview .
APl En dpo ints & Download OpenStack RCFile | & Download EC2 Credentials
Instances
Service Service Endpoint
“aolumes Cormpute http://10.15.5.98:877 442/9d58931 42814583287 c 142847 b7 Ob7
Metwork http:#10.15.5.98:9696
Images
Irmage http:#10.15.5.98:9292
Access & Security .
Metering http:#StormCloud-Controlledd1:8777
Network Cloudfarmation  http:StormCloud-Caontrallerd1:500041
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Figure 4: OpenStack Horizon (Compute | Access & Security | APl Access)

# For encrypting and signing
export PASSPHRASE=5t0rmAr1adna
export SIGN_PASSPHRASE=5t0rmAr1adna

# Access to OpenStack

17 OpenStack highly available, distributed, eventually consistent object/blob store
18 is the passphrase we specified when we created the key pair

19 is the name of the OpenStack tenant we are using

20 js the OpenStack username we are using

21 js the OpenStack password we are using

22 js the URL of the keystone APl URL of the OpenStack we want to upload the backup data to
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export SWIFT_USERNAME="storm-enter:europeandynamics”
export SWIFT_PASSWORD="vmK+x05m8NW4H5aD”
export SWIFT_AUTHURL="http: //10.15.5.98:5000/v2.0"
export SWIFT_AUTHVERSION="2"

Then we should source the file using:

$ source SCP_duplicity.rc

To test Duplicity we can create a directory with some files we want to backup.
$cd~

$ mkdir test

$ touch test/file{1..100}

To take a backup submit the following command:

$ duplicity --encrypt-sign-key=10FAFE7E ~ /test swift: / /test

That results in the following screen:

vhchron

found, switching to full backup.

4096 (4.00 EE)

(4.00 KE)

{1.70 EB

ubhuntufldhserver: ~§ I

We can see that our backup is actually saved in the object storage by looking at the OpenStack
Horizon interface:
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Add a new file to ~/test directory and launch the backup again.

$ touch ~ /test/anewfile

$ duplicity --encrypt-sign-key=10FAFE7E ~ /test swift:/ /test

date: HMon

i

atistics
[Mon Ma

on HMa

(4.00

JewFil
JewFil

COIG

EE)

suropeandynamics £ Sign Out

4 upload Object

Download — More

Downloac

More

Download  More

Duplicity reports the differences found since the latest backup and performs the backup again. We
can verify that a new file triplet has been uploaded on Swift:
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To verify the status of the backup collection we should issue the following command:

$ duplicity collection-status swift:/ /test

That results in the following screen

Ol

Lrochive

Founcd

Founcd

Chain

Murbher of

tal nurber

dir:

:kend:

S hor bt

of

ackend

duplicity

MNum woluwmes:
1
1

ound.

As we can see from the above screen the first is a full backup, the second is incremental; this results in
resource savings as less space is used in the cloud and less network traffic has been generated for

uploading.

5. Test that we can restore the last backup. To do so we should be submitting the following command:

$ duplicity restore swift:/ /test restore_1

That results in the following screen
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.ore awift: /S

We can verify that we really restored the last backup by listing the contents of restore_1 directory
and check that “anewfile” is there.

In case we want to restore the first backup, we need to specify a timestamp earlier to the one used
for the second backup:

$ duplicity restore swift://test -t 2015-05-04T723:39:00 restore_2

If we access the restore_2 folder we will see that it doesn’t contain the file “anewfile”.

If we need to remove an incremental backup we need to issue the following command, using an
appropriate date parameter:

$ duplicity remove-older-than 2015-05-05T12:00:00 --force swift:/ /test

If we need to make a new full backup then we should issue:
$ duplicity full --encrypt-sign-key=10FAFE7E ~ /test swift: / /test

6. Finally we should pack all these commands in a batch file preferably running on a daily basis. We
will use the cron? job scheduler to plan and execute these tasks.

Let's say the script is called /scripts/backup.sh, and we want to run it every morning at 4 A.M.
To edit the crontab, use:
crontab -e
The information we must include is (in order of appearance):
1. A number m representing the minute of the hour;
2. A number h representing the hour of the day;
3. A number dom representing the day of the month;
4. A number mon representing the month of the year;
5. A number dow representing the day of the week; and
6. the command we want to be run exactly as it would appear on the command line.
In our case this translates to the following entry:
0 4 * ** /scripts/backup.sh
The “*” instructs cron to run the job “every” day, month and year

A.1.1.2.2 MySQL Database Backup

Using mysqldump and duplicity we can perform a full back using the following list of commands
(backup_full.sh).

#1/bin/bash
source /home /ubuntu/backup /SCP_duplicity.rc

if [! -d /home/ubuntu/backup ]; then

23 cron itself is named after "chronos," the Greek word for time.
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mkdir -p /home /ubuntu/backup
fi

if [! -d /home/ubuntu/backup/db ]; then
mkdir -p /home /ubuntu/backup /db
fi

if [!-d /home/ubuntu/backup/db/sql ]; then
mkdir -p /home /ubuntu/backup /db /sql

fi

cd /home /ubuntu/backup

$(which mysqldump) -uariadna -p5tOrmArladna vive_valladolid --add-drop-database --lock-tables >
./db/sql/vive_valladolid.sql

$(which duplicity) full --encrypt-sign-key=10FAFE7E /home /ubuntu/backup/db/sql/ swift://vive_db
$(which duplicity) remove-all-but-n-full 3 --force swift://vive _db

To perform the incremental backup we issue the following list of commands (backup_incremental.sh).

#1/bin/bash
source /home /ubuntu/backup/SCP_duplicity.rc

if [!-d /home/ubuntu/backup ]; then
mkdir -p /home /ubuntu/backup
fi

if [! -d /home/ubuntu/backup/db ]; then
mkdir -p /home /ubuntu/backup /db
fi

if [!-d /home/ubuntu/backup/db/sql ]; then
mkdir -p /home /ubuntu/backup /db /sql
fi
cd /home/ubuntu/backup
$(which mysqldump) -uariadna -p5t0rmArladna vive_valladolid --add-drop-database --lock-tables >

./db/sql/vive_valladolid.sql
$(which duplicity) --encrypt-sign-key=10FAFE7E /home /ubuntu/backup/db/sql/ swift://vive_db

To program these two jobs so that we have a full back every Sunday at 04:00 am and incremental ones daily
at 04:00am we edit crontab:

$ crontab —e

And on the editor add:

00 04 * * 0 /home /ubuntu/backup/backup_full.sh >> /home /ubuntu/backup /backup.log

00 04 * * 1-6 /home/ubuntu/backup/backup_incremental.sh >> /home /ubuntu/backup /backup.log

To verify that cron jobs was updated:
$ crontab —I

That results in the following:
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A.1.1.2.3 Application Folders Backup

The following the list of commands for backing up application specific folders using duplicity.

$ sudo mkdir /home /ubuntu/backup

$ cd /home /ubuntu/backup

$ source /home /ubuntu/backup /SCP_duplicity.rc

$ duplicity --encrypt-sign-key=10FAFE7E /var/www/html/viveValladolid/sites/default/files swift:/ /vive_files
A.1.1.2.4 Setting the correct date/time on the VM

Before we setup a cron job we should make sure that the VM has the correct timestamp, otherwise our backup
will be wrong. To set the correct time issue:

$ sudo dpkg-reconfigure tzdata

And here select Europe /Rome

To set the time issue:

$ sudo date --set="YYYY-MM-DD hh:mm:ss.ms” && date --rfc-3339=ns

Where:

e MM is a two digit month, between 01 to 12

e DD is a two digit day, between 01 and 31, with the regular rules for days according to month and
year applying

e hhis two digit hour, using the 24-hour period so it is between 00 and 23
e mm is two digit minute, between 00 and 59

® YYYY is the year presented as a four digit number

® ssis two digit seconds. Notice the period ‘.’ before the ms

e msis a three digit number for milliseconds
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A.1.2 UeR Application

Since this application was cloudified during the 1t round but didn’t include any backup mechanism we will
present it in this section. The steps for setting up duplicity are the same as the ones presented in A.1.1.2.1

A.1.2.1 Backup Setup
A.1.2.1.1 PostgreSQL Database Backup

Using pg_dump and duplicity we can perform a full back using the following list of commands (backup_full.sh).

#1/bin/bash
source /home /ubuntu/backup/SCP_duplicity.rc

# Database
BACKUP_DIRECTORY=/home /ubuntu/backup
log=$BACKUP_DIRECTORY /$data.log

if [ | -d BACKUP_DIRECTORY J; then
mkdir -p BACKUP_DIRECTORY
i

cd $BACKUP_DIRECTORY
rm -rf $BACKUP_DIRECTORY /*

bds="geopublic"

if [! -a /home/ubuntu/.pgpass ]; then
echo 'localhost:5432:*:geobox:geobox' >> /home/ubuntu/.pgpass
chmod 600 /home /ubuntu/.pgpass

fi

# db passwords should be in /backup/.pgpass

for bd in $bds

do
backupfile=$BACKUP_DIRECTORY /$bd.dmp
echo Processing postgres backup. File to generate : $backupfile
echo Initializing export.

pg_dump -h localhost -p 5432 -U geobox --no-password -F ¢ -O -v -f $backupfile $bd >> $log 2>&1
done

$(which duplicity) full --encrypt-sign-key=10FAFE7E $BACKUP_DIRECTORY swift://PPGIS_db
$(which duplicity) remove-all-but-n-full 3 --force swift://PPGIS_db

echo Finished!

To perform the incremental backup we issue the following list of commands (backup_incremental.sh).

#1/bin/bash
source /home /ubuntu/backup /SCP_duplicity.rc

# Database

BACKUP_DIRECTORY=/home /ubuntu/backup
log=$BACKUP_DIRECTORY /$data.log

if [ | -d BACKUP_DIRECTORY J; then
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mkdir -p BACKUP_DIRECTORY
fi

cd $BACKUP_DIRECTORY
rm -rf $BACKUP_DIRECTORY /*

bds="geopublic"

if [ ! -a /home/ubuntu/.pgpass ]; then
echo 'localhost:5432:*:geobox:geobox' >> /home/ubuntu/.pgpass
chmod 600 /home /ubuntu/.pgpass

fi

# db passwords should be in /backup/.pgpass

for bd in $bds

do
backupfile=$BACKUP_DIRECTORY /$bd.dmp
echo Processing postgres backup. File to generate : $backupfile
echo Initializing export.

pg_dump -h localhost -p 5432 -U geobox --no-password -F ¢ -O -v -f $backupfile $bd >> $log 2>&1
done

$(which duplicity) --encrypt-sign-key=10FAFE7ZE $BACKUP_DIRECTORY swift://PPGIS_db

To program these two jobs so that we have a full back every Sunday at 04:00 am and incremental ones daily
at 04:00am we edit crontab:

$ crontab —e

And on the editor add:

00 04 * * 0 /home /ubuntu/backup/backup_full.sh >> /home /ubuntu/backup /backup.log

00 04 * * 1-6 /home/ubuntu/backup /backup_incremental.sh >> /home /ubuntu/backup /backup.log
To verify that cron jobs was updated we issue the same list of commands as before (see A.1.1.2.2).

A.1.2.1.2 Application Folders Backup

The following the list of commands for backing up application specific folders using duplicity.
$ sudo mkdir /home /ubuntu/backup

$ cd /home/ubuntu/backup

$ source /home/ubuntu/backup/SCP_duplicity.rc

$ duplicity --encrypt-sign-key=10FAFE7E --exclude '/urbr/app/geoserver.war.aytova/**' --exclude
'/urbr/app/geoserver.war.bak/**'  --exclude '/urbr/app/geoserver.war.org/**' --include /urbr/app/
swift://UeR_appl
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A.2 Thessaloniki pilot
A.2.1 Virtual-City-Market
A.2.1.1.1 Setting up Duplicity

Since this application was cloudified during the 1 round but didn’t include any backup mechanism we will
present it in this section. The steps for setting up duplicity are the same as the ones presented in A.1.1.2.1

However, we present the screenshots showing the generated key-pair:

File View Certificates Tools Settings Window Help

_,& Import Certificates X[ rtificates @ Redisplay @ Stop Operation ﬁ Lookup Certificates on Server L . Clipboard

|:'_... ... <Alf+0> |M\,r Certificates
j My Certificates l Trusted Certificates ] Other Certificates ]
Name | E-Mail | VaidFrom | validunti |  Details | ke |

ivirtual-city... alkiviadis.gian... 2015-09-28 OpenPGP (EEGST'FES )

Importing the key-pair is shown bellow:

H gpg ——import duplicityEewy.:
w DE : : orted

A

key DEGSTTEZ: public key "wirtual-city-market [(key-palr for encrypting,
Total nuber

secret

To verify that the key was imported as before we issue:
$ gpg --list-keys
That results in:

= =
2 ubuntu@ycm;: ~

virtual-city-market (key-pair for encrypting

$ gpg --list-secret-keys

That results in:
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virtual-city-market (key-pair for encrypting

To provide some kind of “guarantee” that the key we've imported is trusted we issue the same commands as
before:

bunt 5 a i i K urodyn. com
L tware Foundation, Inc.
ge and red ibute it.
iz N C .k xtent permit 1 by law.

2015-09-28 eXpires: never
rust: ultimate walidity:
(11 . wirtual-city-market [(key-pair for encrypting, =signing

expires:

lidity:
[ultimate] (1). wirtual-city-market [(key-palir for encrypting, =signing
Fleaze ide how far you trust th 7 ify other u

L

(by looking at passports, checking 1t Sourc

1

don't know or won't
do MOT tru
Crust marg
trust fully
I trust ultim
back to the main menu

[y [ =%

(=]

Your decizion? &

Do you really want to

Pk
[ultimate] [(1). wvirtual-: . and

[yl
buntu

A.2.1.2 Backup Setup

A.2.1.2.1 MySQL Database Backup

Using mysqldump and duplicity we can perform a full back using the following list of commands
(backup_full.sh).

#!/bin/bash
source /home /ubuntu/backup/SCP_duplicity.rc

if [! -d /home/ubuntu/backup ]; then
mkdir -p /home /ubuntu/backup
fi

if [! -d /home/ubuntu/backup/db ]; then
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mkdir -p /home /ubuntu/backup/db
fi

if [! -d /home/ubuntu/backup/db/sql ]; then
mkdir -p /home /ubuntu/backup /db /sql

fi

cd /home /ubuntu/backup

$(which mysqldump) -uthessaloniki -pth355a10n1k1 virtual_city_market --add-drop-database --lock-tables
> /home /ubuntu/backup/db /sql/virtual_city_market.sql

$(which duplicity) full --encrypt-sign-key=DE6877E3 /home /ubuntu/backup/db/sql/ swift:/ /VCM_db
$(which duplicity) remove-all-but-n-full 3 --force swift://vive _db

To perform the incremental backup we issue the following list of commands (backup_incremental.sh).

#1/bin/bash
source /home /ubuntu/backup/SCP_duplicity.rc

if [! -d /home/ubuntu/backup ]; then
mkdir -p /home /ubuntu/backup
fi

if [!-d /home/ubuntu/backup/db ]; then
mkdir -p /home /ubuntu/backup /db
fi

if [1 -d /home/ubuntu/backup/db/sql ]; then
mkdir -p /home /ubuntu/backup /db /sql
fi
cd /home /ubuntu/backup
$(which mysqldump) -uthessaloniki -pth355a10n1k1 virtual_city_market --add-drop-database --lock-tables >

/home /ubuntu/backup/db/sql/virtual_city_market.sql
$(which duplicity) --encrypt-sign-key= DE6877E3 /home /ubuntu/backup /db/sql/ swift://VCM_db

To program these two jobs so that we have a full back every Sunday at 04:00 am and incremental ones daily
at 04:00am we edit crontab:

$ crontab —e

And on the editor add:

00 04 * * 0 /home /ubuntu/backup /backup_full.sh >> /home /ubuntu/backup /backup.log

00 04 * * 1-6 /home /ubuntu/backup/backup_incremental.sh >> /home /ubuntu/backup /backup.log
To verify that cron jobs was updated we issue the same list of commands as before (see A.1.1.2.2).

A.2.1.2.2 Application Folders Backup

The following the list of commands for backing up application specific folders using duplicity.
$ sudo mkdir /home /ubuntu/backup

$ c¢d /home/ubuntu/backup

$ source /home/ubuntu/backup/SCP_duplicity.rc

$(which duplicity) --encrypt-sign-key=DE6877E3 --exclude '/var/www/html/virtual-city-market/cache/**" --
include /var/www /html/virtual-city-market/ --exclude '/var/www/html /**" /var /www /html/ swift:/ /VCM_files
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A.2.2 CloudFunding
A.2.2.1 Installation and configuration commands list

After installing the VM and configuring the network access (see D3.1.1) we used Putty and issued the
following list of commands to install and configure the application on the cloud infrastructure:

$ sudo su

$ vi /etc/hostname
and replace with the name of the application, i.e. cloudfunding

$vi /etc/hosts
Here update line 1 with 127.0.0.1 cloudfunding

$ vi /etc/resolv.conf
Here update to allow traffic to pass through DNS server with nameserver 10.15.5.22
$ reboot

$ apt-get update

Install Apache HTTP Server version 2.x :
$ apt-get install —y apache?2

Install MySQL version 5.0 or greater and

$ apt-get install =y mysql-server

During the installation process you will be prompted to enter a password for the MySQL root user. Type
“mysql” for example but make a nofe on the password as it will be needed later.

If debconf-get-selections isn’t installed install it:

$ apt-get install —y debconf-utils

otherwise type:

$ debconf-get-selections | grep mysql-server

Install PHP version 5.3 or greater
$ apt-get install —y php5
$ apt-get install =y php5-mysql

Git clone the application source files

$ apt-get install —y git

$ cd /var/www/html

$ git clone https://github.com /icos-urenio /CloudFunding.git

$ mysql -uroot -pmysql << EOF Use the mysql password for user root that we have
Create database crowd_funding; created previously
use crowd_funding; Note the database name (crowd_funding) as it will

source ./crowd_funding/db/goteo.sql be used later

exit

EOF

Edit local-settings.php and add your mysql connection and other details
$ vi /var/www /html/crowd_funding /local-settings.php
<&php

// Application path
define('PATH', '/crowd-funding’); // application path

// Metadata
define('GOTEO_SITE_NAME', 'Thessaloniki');
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define('GOTEO_META_TITLE', 'CloudFunding’);

define('GOTEO_META_DESCRIPTION', 'Social network for co-financing and collaborating with innovative
projects that further the common good’);

define('GOTEO_META_KEYWORDS', 'crowdfunding’);

define('GOTEO_META_AUTHOR', Lambros Makris (Imak@iti.gr)’);

define('GOTEO_META_COPYRIGHT', ‘Copyright 2015 Urenio');

//Amazon Web Services Credentials
define("AWS_KEY", "o ";

//Mail management: ses (amazon), phpmailer (php library)
define("MAIL_HANDLER", "ohpmailer");

// Database

define('GOTEO_DB_DRIVER', 'mysql’);
define('GOTEO_DB_HOST', "localhost’);
define('GOTEO_DB_PORT', 3306);
define('GOTEQO_DB_CHARSET', 'UTF-8);
define('GOTEQ_DB_SCHEMA', ‘crowd_funding’);
define('GOTEO_DB_USERNAME', ‘root”);
define('GOTEO_DB_PASSWORD', ‘mysql’);

// Mail

define('GOTEO_MAIL_FROM', 'noreply@example.com’);
define('GOTEO_MAIL_NAME', 'example.com’);
define('GOTEO_MAIL_TYPE', 'smtp’); // mail, sendmail or smtp
define('GOTEOQO_MAIL_SMTP_AUTH', true);
define('GOTEO_MAIL_SMTP_SECURE', 'ssl);
define('GOTEO_MAIL_SMTP_HOST', 'smtp--host’);
define('GOTEO_MAIL_SMTP_PORT', "--portnumber--');
define('GOTEO_MAIL_SMTP_USERNAME', 'smtp-usermail’);
define('GOTEO_MAIL_SMTP_PASSWORD', 'smtp-password’);

define('GOTEO_MAIL', 'info@example.com’);
define('GOTEO_CONTACT_MAIL', ‘info@example.com’);
define('GOTEO_FAIL_MAIL', fail@example.com’);
define('GOTEO_LOG_MAIL', 'sitelog@example.com’);

/* This is to send mailing by Amazon SES*/

//Quota limit, 24 hours

define('GOTEO_MAIL_QUOTA', 50000);

//Quota limit for newsletters, 24 hours

define('GOTEO_MAIL_SENDER_QUOTA’, round(GOTEO_MAIL_QUOTA * 0.8));

// Amazon SNS keys to get bounces automatically: ‘arn:aws:sns:us-east-1:XXXXXXXXX:amazon-ses-bounces'
define("AWS_SNS_CLIENT_ID', XXXXXXXXX');

define('AWS_SNS_REGION', 'us-east-1);

define('AWS_SNS_BOUNCES_TOPIC', 'amazon-ses-bounces’);

define("AWS_SNS_COMPLAINTS_TOPIC', 'amazon-ses-complaints’);

Vo
* The locale options are used to define regional settings for
* things such as language, local legal forms, etc.
*/
$config[locale'] = array(
// default interface language
default_language’' => ‘en’,
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// root directory of language files (relative to root of Goteo install)

'gettext_root’' => 'ocale’,

// name of the gettext .po file (used for admin only texts at the moment)

'gettext_domain' => 'messages’,

// gettext files are cached, to reload a new one requires to restart Apache which is stupid (and annoying
while

// developing) this setting tells the langueage code to bypass caching by using a clever file-renaming

// mechanism described in http: / /blog.ghost3k.net/articles /php/ 11 /gettext-caching-in-php

'gettext_bypass_caching’ => false,

// use php implementation (true) or apache module (false)?

// See this blogpost to understand why using the apache module is not a good idea

// unles you really know what you are doing

// http:/ /blog.spinningkid.info /2p=2025

'gettext_use_php_implementation' => true,

// Social Security Number (or personal iscal number depending on country)

'social_number_required' => false, // is this an absolute must2

'function_validate_social_number' => 'Check::nif', // if it is, which function should we call to validate it2
This may take into account local variations

// VAT validation configuration

'vat_required’ => false, // is it an absolute must?

'function_validate_vat' => ‘Check::vat', // if it is, which function should we call to validate it2 This may take
into account local variations

)i
/**

* The options array contains configuration settings for optional features

* such as enhanced privacy.

*/

$config['options'] = array(
// avoid all trackers (e.g. facebook, google and all other JS based tracking APls)
'enhanced-privacy’ => true

);

// Language

define('GOTEO_DEFAULT_LANG', $config[ locale'][ 'default_language']);

// url (this will change on Goteo v3)

define('SITE_URL', 'https: / /smartcity.thessaloniki.gr /crowd-funding); // endpoint url
define('SRC_URL', 'https: / /smartcity.thessaloniki.gr /crowd-funding'); // host for statics
define('SEC_URL', 'htps:/ /smartcity.thessaloniki.gr /crowd-funding’); // with SSL certified

//Sessions
/ /session handler: php, dynamodb
define("SESSION_HANDLER", "php");

//Files management: s3, file
define("FILE_HANDLER", "file");

//Log file management: s3, file
define("LOG_HANDLER", "file");

// environment: local, beta, real
define("GOTEO_ENV", "local");

/ /53 bucket (if you set FILE_HANDLER to s3)
define("AWS_S3_BUCKET", "static.example.com”);
define("AWS_S3_PREFIX". ™).
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//bucket para logs (if you set LOG_HANDLER to s3)
define("AWS_S3_LOG_BUCKET", "bucket");
define("AWS_S3_LOG_PREFIX", "applogs/");

// Cron params (for cron processes using wget)

define('CRON_PARAM', "ccemmceee—. ";
define('CRON_VALUE', "--cemcemeenc );
/******xx skeksksksk %

Paypal constants (sandbox)
* Must set cretentials on library /paypal /paypal_config.php as well

define('PAYPAL_REDIRECT_URL', ---Sandbox /Production-url-----
https: / /www.sandbox.paypal.com /webscr&cmd=");

define('PAYPAL_DEVELOPER_PORTAL', "--developper-domain--');

define('PAYPAL_DEVICE_ID', "--domain--');

define('PAYPAL_APPLICATION_ID', '--PayPal-app-Id---');

define('PAYPAL_BUSINESS_ACCOUNT', "--mail-like-paypal-account--');

define('PAYPAL_IP_ADDRESS', '127.0.0.1";

/

TPV [Bank Name] (depends on your bank)

define('TPV_MERCHANT_CODE’, xxxxxxxxx");
define('TPV_REDIRECT_URL', '--bank-rest-api-url--);
define('TPV_ENCRYPT_KEY', xxxxxxxxx');

/%
Any other payment system configuration should be setted here
*/

/

Social Services constants (needed to login-with on the controller /user and library/oauth)

ok /
// Credentials Facebook app
define('OAUTH_FACEBOOK_ID', "--emmmemmmmmmmcecmeeecemeeeo ) //

// Credentials Linkedin app
define('OAUTH_LINKEDIN_ID', "~eemmmemmmeemmee e 2 //
define('OAUTH_LINKEDIN_SECRET, "--seemmmmmcemcemcmmceee oo ) //

// Un secreto inventado cualquiera para encriptar los emails que sirven de secreto en openid

/

Google Analytics
seskskoskskskok **/

define('GOTEO_ANALYTICS_TRACKER', );
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e>

Update $ vi /etc/apache2/sites-available/000-default.conf by adding the following lines before the
closing </VirtualHost>

<Directory /var/www /html/crowd-funding>

Options Indexes FollowSymLinks

AllowOverride All

</Directory>

Update $ vi /etc/apache2/sites-enabled/000-default.conf by adding the following lines before the
closing </VirtualHost>

Directory /var/www /html/ crowd-funding >

Options Indexes FollowSymlLinks
AllowOverride All
</Directory>

Retrieve runtime configuration regarding modules from Apache: $ a2query —m
If we don’t see the mod_rewrite (or simply rewrite) module installed and enabled then enable it:
$ a2enmod rewrite

Restart apache: $ service apache? restart

Change the ssh configuration to enable password authentication
$ vi /etc/ssh/sshd_config
From: To:

PasswordAuthentication no PasswordAuthentication yes

Restart ssh service: $ restart ssh
Edit $ vi /etc/php5 /apache2 /php.ini

error_reporting = E_ALL & ~E_DEPRECATED | E_STRICT = error_reporting = E_ALL & ~E_WARNING &
~E_DEPRECATED | E_STRICT

Change the directory name in the following line of the .htaccess file

From: To:
RewriteBase / RewriteBase /crowd-funding/

Table 5: Crowd-funding Application Deployment
A.2.2.2 Backup Setup

A.2.2.2.1 MySQL Database Backup

Using mysqldump and duplicity we can perform a full back using the following list of commands
(backup_full.sh).

#1/bin/bash
source /home /ubuntu/backup /SCP_duplicity.rc

if [!-d /home/ubuntu/backup ]; then
mkdir -p /home /ubuntu/backup
fi

if [!-d /home/ubuntu/backup/db ]; then
mkdir -p /home /ubuntu/backup /db
fi

if [!-d /home/ubuntu/backup/db/sql ]; then
mkdir -p /home /ubuntu/backup /db /sql

fi

cd /home /ubuntu/backup
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$(which mysgldump) -uroot -pmysql crowd_funding --add-drop-database  --lock-tables >
/home /ubuntu /backup /db /sql /crowd_funding.sql
$(which duplicity) full --encrypt-sign-key=DE6877E3 /home /ubuntu/backup/db /sql/

swift:/ /CrowdFund_db
$(which duplicity) remove-all-but-n-full 3 --force swift://CrowdFund_db

To perform the incremental backup we issue the following list of commands (backup_incremental.sh).

#1/bin/bash
source /home /ubuntu/backup/SCP_duplicity.rc

if [!-d /home/ubuntu/backup ]; then
mkdir -p /home /ubuntu/backup
fi

if [! -d /home /ubuntu/backup/db ]; then
mkdir -p /home /ubuntu/backup /db
fi

if [!-d /home/ubuntu/backup/db/sql ]; then
mkdir -p /home /ubuntu/backup /db /sql
fi
cd /home /ubuntu/backup
$(which  mysqldump) -uroot -pmysql crowd_funding --add-drop-database  --lock-tables >

/home /ubuntu/backup /db /sql /crowd_funding.sql
$(which duplicity) --encrypt-sign-key= DE6877E3 /home /ubuntu/backup/db /sql/ swift:/ /CrowdFund_db

To program these two jobs so that we have a full back every Sunday at 04:00 am and incremental ones daily
at 04:00am we edit crontab:

$ crontab —e

And on the editor add:

00 04 * * 0 /home/ubuntu/backup/backup_full.sh >> /home /ubuntu/backup /backup.log

00 04 * * 1-6 /home /ubuntu/backup/backup_incremental.sh >> /home /ubuntu/backup /backup.log
To verify that cron jobs was updated we issue the same list of commands as before (see A.1.1.2.2).

A.2.2.2.2 Application Folders Backup

The following the list of commands for backing up application specific folders using duplicity.

$ sudo mkdir /home/ubuntu/backup

$ cd /home/ubuntu/backup

$ source /home /ubuntu/backup /SCP_duplicity.rc

$(which duplicity) --encrypt-sign-key=DE6877E3 /var/www /html/crowd-funding/ swift: / /CrowdFund_files
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A.2.3 City-Branding
A.2.3.1 Installation and configuration commands list

After installing the VM and configuring the network access (see D3.1.1) we used Putty and issued the
following list of commands to install and configure the application on the cloud infrastructure:

$ sudo su

$ vi /etc/hostname

and replace with the name of the application, i.e. citybranding

$vi /etc/hosts
Here update line 1 with 127.0.0.1 cloudfunding

$ vi /etc/resolv.conf
Here update to allow traffic to pass through DNS server with nameserver 10.15.5.22
$ reboot

$ apt-get update

Install Apache HTTP Server version 2.x :
$ apt-get install —y apache?2

Enable the apache rewrite module
$ a2enmod rewrite

$ service apache2 reload

Edit the Apache configuration files (filename denoted with xxxx depends on server, usually is 000-default)
/etc/apache2 /sites-available /xxxx-ssl.conf (for https) OR
/etc/apache2 /sites-available /xxxx.conf (for http)
<VirtualHost _default_:443>
<Directory [var/www /html/citybranding>
Options FollowSymLinks
AllowOverride All
</Directory>
</VirtualHost>

The above ensures that .htaccess file inside the directory /var/www /html/citybranding will not be ignored

Reload apache for the changes to take effect

$ service apache? reload

Install MySQL version 5.0 or greater and

$ apt-get install =y mysql-server

During the installation process you will be prompted to enter a password for the MySQL root user. Type
“mysql” for example but make a note on the password as it will be needed later.

If debconf-get-selections isn’t installed install it:

$ apt-get install —y debconf-utils

otherwise type:

$ debconf-get-selections | grep mysql-server

Install PHP version 5.3 or greater
$ apt-get install =y php5
$ apt-get install =y php5-mysql

Git clone the application source files

$ apt-get install —y git
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$ cd /var/www/html
$ git clone https: //github.com /icos-urenio /citybrandingContainer.git citybranding

$ mysql -uroot -pmysql << EOF Use the mysql password for user root that we have
Create database citybranding; created previously

use citybranding; Note the database name (citybranding) as it will be
source ./citybranding /db /citybranding.sql used later

exit

EOF

Edit local-settings.php and add your mysql connection and other details
$ vi /var/www /html/citybranding /configuration.php
<&php
class JConfig {
public $offline = '0;
public $offline_message = 'This site is down for maintenance.<br /> Please check back again soon.’;
public $display_offline_message = '1";
public $offline_image = ";
public $sitename = 'City Branding';
public $editor = 'tinymce';
public $captcha = ‘0
public $list_limit = '20";
public $access = 'T";
public $debug = '0;
public $debug_lang = '0;
public $dbtype = 'mysqli’;
public $host = ‘localhost’;
public $user = 'root’;
public $password = ‘mysql’;
public $db = 'citybranding’;
public $dbprefix = 'n85df_;
public $live_site = ";
public $secret = '1v9Z2ZDfimzXTILq';
public $gzip = '0;
public $error_reporting = 'default’;
public $helpurl =
‘https: / /help.joomla.org/proxy/index.php2option=com_help&keyref=Help{major}{minor}:{keyref}’;
public $ftp_host = '127.0.0.1°;
public $ftp_port = 21°';
public $ftp_user = "
public $ftp_pass =
public $ftp_root = ";
public $ftp_enable = '0';
public $offset = 'UTC";
public $mailonline = '1";
public $mailer = 'mail’;
public $mailfrom = 'citybranding@smartcity.thessaloniki.gr';
public $fromname = ‘City Branding';
public $sendmail = "/usr /sbin/sendmail’;
public $smtpauth = '0';
public $smtpuser = ";
public $smtppass = ";
public $smtphost = 'localhost’;
public $smtpsecure = 'none’;
public $smtpport = '25';
public $caching = '0;
public $cache_handler = file';

4
n
4
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public $cachetime = '15";

public $MetaDesc = ";

public $MetaKeys = ";

public $MetaTitle = '1";

public $MetaAuthor = '1°;

public $MetaVersion = '0';

public $robots = ";

public $sef = '1";

public $sef_rewrite = '1";

public $sef_suffix = '0;

public $unicodeslugs = '0';

public $feed_limit = '10";

public $log_path = '/var/www/html/citybranding /logs’;

public $tmp_path = '/var/www /html/citybranding /tmp’;

public $lifetime = '60";

public $session_handler = 'database’;

public $memcache_persist = '1°;

public $memcache_compress = '0';

public $memcache_server_host = 'localhost’;

public $memcache_server_port = '11211°";

public $memcached_persist = '1";

public $memcached_compress = '0';

public $memcached_server_host = 'localhost’;

public $memcached_server_port = '11211";

public $redis_persist = '1";

public $redis_server_host = 'localhost';

public $redis_server_port = '6379";

public $redis_server_auth = ";

public $redis_server_db = '0";

public $proxy_enable = '0';

public $proxy_host = ";

public $proxy_port = ";

public $proxy_user = ";

public $proxy_pass = ";

public $massmailoff = '0;

public $MetaRights = ";

public $sitename_pagetitles = '0';

public $force_ssl = '0;
public $session_memcache_server_host = localhost’;
public $session_memcache_server_port = '11211";
public $session_memcached_server_host = 'localhost’;
public $session_memcached_server_port = '11211"
public $frontediting = '1";
public $feed_email = ‘author’;
public $cookie_domain = ";
public $cookie_path = ";
public $asset_id = '1";

2>

Set the appropriate directories and files permissions by executing the following:

$find /var/www/html/citybranding —type d —print0 | xargs —0 chmod 775
$find /var/www/html/citybranding —type f —printO | xargs —0 chmod 644
$chmod 664 /var/www/html/citybranding /configuration.php

Table 6: City-branding Application Deployment
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A.2.3.2 Backup Setup
A.2.3.2.1 MySQL Database Backup

Using mysqldump and duplicity we can perform a full back using the following list of commands
(backup_full.sh).

#1/bin/bash
source /home/ubuntu/backup /SCP_duplicity.rc

if [! -d /home/ubuntu/backup ]; then
mkdir -p /home /ubuntu/backup
fi

if [! -d /home/ubuntu/backup/db ]; then
mkdir -p /home /ubuntu/backup /db
fi

if [1 -d /home/ubuntu/backup/db/sql ]; then
mkdir -p /home /ubuntu/backup /db /sql

fi

cd /home/ubuntu/backup

$(which  mysqldump)  -uroot -pmysql citybranding --add-drop-database  --lock-tables >
/home /ubuntu/backup/db/sql/city_branding.sql
$(which duplicity) full --encrypt-sign-key=DE6877E3 /home /ubuntu/backup/db /sql/

swift://CityBranding_db
$(which duplicity) remove-all-but-n-full 3 --force swift://CityBranding_db

To perform the incremental backup we issue the following list of commands (backup_incremental.sh).

#!/bin/bash
source /home /ubuntu/backup/SCP_duplicity.rc

if [!-d /home/ubuntu/backup ]; then
mkdir -p /home /ubuntu/backup
fi

if [! -d /home /ubuntu/backup/db ]; then
mkdir -p /home /ubuntu/backup /db
fi

if [ -d /home/ubuntu/backup/db/sql ]; then
mkdir -p /home /ubuntu/backup /db /sql
fi
cd /home /ubuntu/backup
$(which  mysqgldump)  -uroot  -pmysql  citybranding  --add-drop-database  --lock-tables >

/home /ubuntu/backup/db/sql/city_branding.sql
$(which duplicity) --encrypt-sign-key= DE6877E3 /home /ubuntu/backup/db/sql/ swift://CityBranding_db

To program these two jobs so that we have a full back every Sunday at 04:00 am and incremental ones daily
at 04:00am we edit crontab:

$ crontab —e
And on the editor add:
00 04 * * 0 /home /ubuntu/backup/backup_full.sh >> /home /ubuntu/backup /backup.log
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00 04 * * 1-6 /home/ubuntu/backup /backup_incremental.sh >> /home /ubuntu/backup /backup.log
To verify that cron jobs was updated we issue the same list of commands as before (see A.1.1.2.2).

A.2.3.2.2 Application Folders Backup

The following the list of commands for backing up application specific folders using duplicity.

$ sudo mkdir /home /ubuntu/backup

$ cd /home/ubuntu/backup

$ source /home/ubuntu/backup/SCP_duplicity.rc

$(which duplicity) --encrypt-sign-key=DE6877E3 /var/www /html/citybranding/ swift://citybranding_files
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Annex B Services Validation

B.1 Ayuntamiento de Valladolid — “Live the city” Application
Accessing the main page is possible through the private IP at http://10.15.5.213 /ViveValladolid
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Figure 5: Ayuntamiento de Valladolid — Live the city (Spanish version)

Creation of a new user is possible through the registration page shown bellow:
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@ ACCEDER 7]  REGISTRARSE [7

INICIO

Nombre de usuario *

Se permiten espacios en blanco. No se permiten signos de puntuaci6n excepto los puntos, guiones, comillas simples (apéstrofos) y guiones bajos,

Direcci6n de correo electrénico*

Una direccién de correo electrénico vélida. Todos los correos del sistema se enviaran a esta direccién. La direccién de correo no es publica y solamente se usard para enviar una contrasefia nueva o algunas noticias
/o avisos.

[ Términos y condiciones de uso *
He leido y aceptolos

MAS INFORMACION

Figure 6: Ayuntamiento de Valladolid — Live the city (Registration page)

When we create a new account we are directed to the next screen
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Figure 7: Ayuntamiento de Valladolid — Live the city (Registration Confirmation)
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Activation of the new user account is possible through the link found at the confirmation e-mail received at the
e-mail account entered during registration.

%, Inbox /| 14 Detalles de la cuenta de ag... x ‘-\ 12 (o T
& GetMessages = # Wiite = B Chat & Address Book \ ® Tag ~ Quick Filter Search... <Ctrl+K> p =
From Equipo de Ariadna 4 Reply | = Forward Archive @ Junk | @ Delete  More ~
Subject Detalles de la cuenta de agian_2004 en Vive Valladolid 16:34

To alkiviadis.giannakoulias@eurodyn.com
agian_2004,

Gracias por registrarse en Vive Valladolid. Ahora puede iniciar sesidn
pulsando este enlace o copidndolo y pegéndolo en su navegador:

http://gimli.asi-soft.com/viveValladolid/user/reset/119/1442928858/FOFf12kbjRO1pUNY1rft0

yC67UZQyCnn_ZLuNCY

Este enlace es para un dnico inicio de sesién y le llevard a una pagina
donde podrd establecer su contrasefia.

Tras establecer su contrasefia, en el futuro podrd iniciar sesidn
identificéndose en http://gimli.asi-soft.com/vivevalladolid/user:

Nombre de usuario: agian_2ee4
contrasefia: Su contrasefia

-- E1 equipo de vive Vvalladolid

™ 8% | (5] Today Pane ~

Figure 8: Ayuntamiento de Valladolid — Live the city (Registration confirmation email)

Clicking on the activation link brings us here:

ACCEDER §] REGISTRARSE [4

RESTABLECER LA CONTRASENA

Este es un inicio de sesién de un solo uso para agian_2004 y caducara en Mié, 23/09/2015 - 15:34.

Pulse este botén para iniciar sesién en el sitio y cambiar su contrasefia.

Este inicio de sesién sélo se puede realizar una vez.

MAS INFORMACION

Figure 9: Ayuntamiento de Valladolid — Live the city (Password re-setting)
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@ NUEVO EVENTO MIS TOPICS EVENTOS DE MIS SEGUIDOS USUARIOS MI PERFIL SALIR [3

VALLADOLID

v Ya ha usado el enlace para r sesién vélido para un solo uso. Ya no hace falta que lo use para identificarse. Cambie su clave, por fay

AGIAN_2004

Nombre de usuario *

agian_2004

Se permiten espacios en blanco. No se permiten signos de puntuacion excepto los puntos, guiones, comillas simples (apdstrofos) y guiones bajos,

Direccién de correo electrénico *

alkiviadis.giannakoulias@eurodyn.com

Una direccién de correo electrénico vélida. Todos los correos del sistema se enviaran a esta direccién. La direccién de correo no es plblica y solamente se usara para enviar una contrasefia nueva o algunas noticias
y/o avisos.

Contrasefia
Fortaleza de |a contrasefia:

Confirmar contrasefia

Para cambiar la contrasefia actual del usuario, escriba la nueva contrasefia en ambos campos.

Mis Topics

Escriba, separsccs por comas, los Topics interesen pars fiftrar las i

IMAGEN

Subirimagen

No file selected.
Sufoto o imagen virtual. Las imdgenes que excedan 1024x1024 pixeles serdn reducidas.

Zona horaria

Europa/Madrid: Martes, 22 Septismbre, 2015 - 15:45 +0200 B

Seleccione lazona horaria local deseada. Las fechas y horas dentro del sitio se mostrardn usando esta zona horaria.

-ormulario de contacto personal
Permitir que otros usuarios se pongan en contacto con usted mediante un que mantiene oculta su direccién de correo. Tenga en cuenta que usuarios con privilegios tales
«como los administradores del sitio pueden comunicarse con usted incluso si desactiva esta caracteristica.

[¥ITérminos y condiciones de uso *
He leido y acepto los

Figure 10: Ayuntamiento de Valladolid = Live the city (Password re-setting)

After successfully setting the login credentials we are presented with the following page
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Figure 11: Ayuntamiento de Valladolid — Live the city (User home page)

Selecting an event to see is quite. By clicking on the icons presented on the screen we are re-directed to the

relevant event, as shown bellow:

@ NUEVO EVENTO

MI PERFIL SALIR 5

MISTOPICS EVENTOS DE MIS SEGUIDOS USUARIOS

PROCESION Y MISA

Procesion de Nuestra Sefiora de San Estado actual: Pasados

Lorenzo, patrona de Valladolid, Gratis
acompatia la Banda Municipal de Pollos.
Sale de la Iglesia de San Lorenzo.

Valladolid

]

+ Mapa  Satélite
Convento de San , ¥
Pablo y San Gregorio *™ < i

Hospital Clinico
Universitario de.

.

Términos de uso  Informar de un error de Maps

Calle Pedro Nifio, 2, Valladolid

oogle, Inst. Geogr.

[EL ¥ b

Contenido inapropiado

MAS INFORMACION

Figure 12: Ayuntamiento de Valladolid — Live the city (Event details)
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B.2 Thessaloniki pilot = CloudFunding Application

Accessing the main page is possible through the private IP at http://10.15.5.237 /crowd-funding
/ 4 CloudFunding x E EM

€ ) @ https://178.230182.23/crowd-funding @ || Q Search % B H-®3- 3 & 4B © =

About Blog FAQ EN

o oucoven | [arr | (RN o coom
CLOUDFUNDING

aNGCINGR -

HIVE D oj',

HIGHLIGHTED

The bus project BlindTech

Figure 13: Thessaloniki — Crowd-Funding (English version)

N K =

Creation of a new user is possible through the registration page shown bellow:

/ & CloudFunding x \CF eS|

€ ) @ https://smartcitythessaloniki.gr/crowd-funding/user/logi C || Q Search w8 d-®-3 4 4B O =

s [0 EEEEEIERY < o
CLOUDFUNDING

n Get access to the
community

REGISTERED USER NEW USER

n

rodnikji *

rodnikji

LOG IN WITH A SINGLE CLICK

f  Login with Facebook
¥ Login with Twitter
£  Login with Google

Y Login with Yahoo

in  Loginvith Linkedin m

Figure 14: Thessaloniki — Crowd-Funding (Login and registration page)
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When we create a new account we are directed to the next screen

| 4 CloudFunding x UF EM

€ | @ hittpsy//smartcity thessalonikigr/ crowd-funding/dashboard/activity & || Q search wBE 9H-®- 3+ A& AaBBO =

THESSALONIKI DISCOVER START - COMMUNITY MY PANEL .
CLOUDFUNDING

n

n SUMMARY My panel > My activity

+ Account activation message sent. IF it you don't find it on your Inbox, check your fSpam %

MY PANEL Folder.

My activity

> Summary

* The user was registered correctly. We are sending you an activation email now.

MY FLOW ON GOTEO
My profile

Edit profile e

Fan Member Supporter Patron Visionary

Persanal information

Account details

Preferences

> Public profile
My projects

> Summary

Figure 15: Thessaloniki — Crowd-Funding (Registration Confirmation)

Accessing a users space is possible after logging in with the provided credentials, as shown bellow.

¥ & CloudFunding x G o S

*E& O E-®B- 4 hAB O =

€ ) @ https;//smartcity thessaloniki.gr/crowd-funding ¢l Q

THESSALONIKI

CLOUDFUNDING

INELWOT KN OTACO=HING

and ‘collab’

CHab Furkt
ks,
S

y'
i

HIGHLIGHTED

The bus project BlindTech

Figure 16: Thessaloniki — Crowd-Funding (User space)
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Searching for projects is available through the following page:

yz‘; Search results g\+ e il
€ ) @ nttps//smartcity thessaloniki.gr/crowd-funding/discover/results & [ search XE O E-®D- bk AD S =

THESSALONIKI DISCOVER START - COMMUNITY MYPANEL.
CLOUDFUNDING

n Search results

BY CONTENT:

BY CATEGORY: BY LOCATION: BY BENEFIT:
| | ALL |
Social Athens Digital files
Technological Thessaloniki Design
Commercial ©ecoahovikn Manuals
Communications Other
Educational Product
Cultural Services
Ecological
Scientific

IN PROGRESS! IN PROGRESS!

h )

Figure 17: Thessaloniki — Crowd-Funding (Project search)

Searching for all available projects results in the following page:

[

@ IN PROGRESS! / @ IN PROGRESS! @ IN PROGRESS!

Post Office Tree Trim

n BlindTech

By: Christina Kakderi

By: Christina Kakderi

Co-financing Co-financing Co-financing

MINIMUM MINIMUM MINIMUM
8.7500 4.0000 6.000 @ =
f . H
. L] 1 - 1
OPTIMUM OPTIMUM OPTIMUM
111500 4.000Q 6.0000
REMAININGO days REMAININGO days REMAINING 0 days

Beneris (2 ) senerits (D) O e QP OO

m

© IN PROGRESS!

The 25 seater bus project
By: lmak

Co-financing
MINIMUM

89.790 0
R
i
OPTIMUM

99.790 @

REMAININGO days

e @OOO0O

Figure 18: Thessaloniki — Crowd-Funding (All projects)

© STORM CLOUDS 2015 Page 59 of 100



Version 1.0 D3.1.2 - Deployment of the services in the Cloud Infrastructure

If we select the 25-seater bus project we are directed to the following screen.

£ The 25 seater bus project b... X | 4+

€ ) @ https:;//smartcity thessaloniki.gr/crowd-funding/project/the-25-seater-bus-project @ || Q search "B Od-®- 3 a4 =

THESSALONIKI DISCOVER START - COMMUNITY LOGIN
CLOUDFUNDING
g
u The 25 seater bus project —
¥ : : w2 i i Categories
!N’ The Vo arry children from shelters and Social
Project  Needs  Co-financiers (1)  Crowdsourcing (1)  News ECONOMIC NEEDS
® IN PROGRESS!

CROWDFUNDING Eva Aswpopeio yia Tnv KiBwto
‘Eva AEWwyopEio
yia v Kipwro

Co-financing
<orrmum 99,790 e
< MINIMUM 89.790 e

Crowc » nding g

REMAINING

0 pays

CO-FINANCIERS
1

m seemore

Figure 19: Thessaloniki — Crowd-Funding (25-seater bus project presentation)

Assisting the project financially is possible by clicking on the “CO-FINANCE THIS PROJECT” button:
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- e Lo .

n ﬁ The 25 seater bus project

Project  Needs
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B.3 Thessaloniki pilot — City Branding Application

Accessing the main page is possible through the private IP at http://10.15.5.223 /citybranding

I ciITY BRANDING

THESSALONIKI
MONUMENTS MAP

TOURIST GUIDE

LEARN MORE

N2

Figure 21: Thessaloniki - City Branding — Home page

The following figure illustrates the various categories available to the users
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CITY BRANDING

An interactive tourist guide with 360° panoramas,

photos and textual information, categorised in six major sections

TTT ROMAN EARLY CHRISTIAN AND
MONUMENTS BYZANTINE MONUMENTS
Augue consectetur sed interdum Augue consectetur sed interdum
imperdiet et ipsum. Mauris lorem imperdiet et ipsum. Mauris lorem

tincidunt nullam amet leo Aenean tincidunt nullam amet leo Aenean

ligula consequat consequat.

ligula consequat consequat.

M oTToMAN /  HEBREW
MONUMENTS MONUMENTS
Augue consectetur sed interdum

Augue consectetur sed interdum
imperdiet et ipsum. Mauris lorem
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tincidunt nullam amet leo Aenean

m. Mauris lorem
gula consequat consequat.

tincidunt nullam amet leo Aenean
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POST - BYZANTINE

NEWEST
CHURCHES MONUMENTS
Augue consectetur sed interdum Augue consectetur
imperdiet et ipsum. Mauris lorem

sed interdum

imperdiet et ipsum. Mauris lorem

tincidunt nullam amet leo Aenean tincidunt nullam amet leo Aenean
gula consequat consequat.

ligula consequat consequat.

Figure 22: Thessaloniki - City Branding — Categories

Navigating to the city monuments and is available vie the Menu->Tourist Guide option:
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Figure 23: Thessaloniki - City Branding — Points of interest
Clicking on the “Panorama” tourist icon brings us here:
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Figure 24: Thessaloniki - City Branding — Point of interest
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Annex C Services Automation (OpenStack Heat Templates)

C.1 Installing the Heat Client

Low-level access to Heat is available through a REST API. Before installing the stand-alone command line
client we assume that Python and virtualenv is already installed on our system. If not [5] is a great post on
how to do it.

The following commands create a Python virtual environment and install the Heat command line client in it,
assuming we use bash or similar command prompt:

$ virtualenv venv

$ source venv/bin/activate
(venv) $ pip install python-heatclient

For Windows environment, the commands are slightly different:

$ virtualenv venv

$ venv\Scripts\activate
(venv) $ pip install python-heatclient

To verify that heat was installed successfully, just run the client without arguments to see its help message:

B Administrator: Windows PowerShell

L
T
—

i A=

SSozZo

C.2 A basic Heat Orchestration Template (HOT) template

The HOT templates are written as structured YAML text files containing the following six top-level sections:
e  heat_template_version. Here we are always going to use 2013-05-23 as version.

e description. This is an is optional section and it is used to provide a description of what the template
does;

e  parametfer_groups. This is an optional section and is used to specify how the input parameters should
be grouped and the order to provide the parameters in;

e parameters. This is an optional section and is used to specify the input parameters that have to be
provided when instantiating the template;

e resources. This is the most important section, because this is where the different components are
defined. In our case, our resource is called storm_vem_instance, and it is declared as a Nova compute
instance. The properties sub-section identifies which image, flavor, public key and private network to
use for the instance;

e outputs. This is an optional section and is used to specify the output parameters that are available
once the template has been instantiated.
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A simple HOT template looks like:

heat_template_version: 2013-05-23
description: Simple template to deploy a single compute instance

resources:
storm_vcm_instance:

type: OS::Nova::Server

properties:
image: trusty-server-cloudimg-amd64
flavor: m1.small
key_name: ED-keypair
networks:

- network: my-network

To execute the template the following command is used:
heat stack-create storm_stack -f STORM_CLOUDS_STACK.yaml

This starts a background job that instantiates the resources declared in the template. The above command
results in:

Cvenv? P C:xlzerssadmin“Desktop~5TORH CLOUDE“Heat> heat stack-create storm_stack —f heat_la.panl

————————————— —_——— e ———
creation_ e

Abad22f5-ba?3-458A-aad?—c?3c3?c48f42 s 2815-83-27TA?

—_— — —_— —_— +

Cvenuv? PS8 C:slUserssadminsDesktopsSTORM CLOUDS-Heat >

To query the status of this job, the following command is used:

heat stack-show storm_stack

capabiliti [1
eation_time 2015-A3-27TA9 :06 :A1Z
ription 8imple template to deploy a single compute instance
sahle_rollback True
id Ahad22f5-ba?3-458A-aad?-c?3c3?c48f42
links http://StormCloud—Controllerdl :8004.v1.-2d58931e428f4583a8e7c1428d47h70b7 7stacks /storm_stack Bbad22f5-ba?3—4580-aad?-—c73c39c4B8F42
notification_topics [1
outputs L1
parameters
Y ack_name": “storm_stack",
"08: ack_id": “Abad22f5-ha?3-4588-aad?-—c?3c39c48F42"

orn_stack
EATE_COMPLETE
Stack CREATE completed successfully
template pipt i Simple template to deploy a single compute instance
timeout None
updated_!

As we see the status is now complete.

We can verify that a new compute instance is created by visiting the Horizon interface of the cloud
infrastructure.

- i Sign
n openstack storm . europeandynamics B Ii]
europeandynamics
Project Instances
Compute
Instances Q Fiter | Launchinstance | | el e
Overview Image P Key Availability Power
Instance Name Name Address  Size Pair Status  Zone Task State Uptime Actions
Instances
mi.small
trusty- | 2GB
VNS storm_stack- . .
storm_vcm_instance- SQNE’.’ 100023 R 9 ED . Active  zone_2 Mone  Running B minates Create Snapshot  More
AleEwdpamids cloudimg- WCPU | keypair
Images AN amdBd 20.0GB
Disk
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C3 Municipio de Agueda

C.3.1 Participagéo Publica (PPGIS - Public Participation)

heat_template_version: 2013-05-23
description: This template deploys a PPGIS single instance server with a MySQL database.

parameters:
image:
type: string
label: Image name or ID
description: Image to be used for the server. Please use an Ubuntu based image.
default: trusty-server-cloudimg-amdé64
constraints:
- allowed_values: ['trusty-server-cloudimg-amdé4', 'ubuntu-lucid-10.04-amdé4-server-20140123"]
volume_size:
type: number
description: Size of volume to attach to instance
default: O
constraints:
- range: {min: 0, max: 10}
flavor:
type: string
label: Flavor
description: Type of instance (flavor) to be used on the compute instance.
default: m1.small
constraints:
- allowed_values:

- 'm1.tiny'
- 'm1.small’
- 'm1.medium’
key:
type: string

label: Key name

description: Name of key-pair to be installed on the compute instance.

default: my_key
public_network:

type: string

label: Public network name or ID

description: Public network with floating IP addresses.

default: 7cdd8716-3e69-4d7b-8837-e752f2dcd5b4
private_network:

type: string

label: Private network name or ID

description: Public network with floating IP addresses.

default: 4b5dd940-7826-4fcd-89e4-0d33a9433901
name:

type: string

label: Instance name

description: Name of the instance.

default: storm_app_instance_name
postgresql_password:

type: string
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label: PostgreSQL password
description: Password of the PostgreSQL instance.
hidden: true

resources:
storm_port:
type: OS::Neutron::Port
properties:
network_id: { get_param: private_network }

PPGIS_instance:
type: OS::Nova::Server
properties:
image: { get_param: image }
flavor: { get_param: flavor }
key_name: { get_param: key }
networks:

- port: { get_resource: storm_port }
name: { get_param: name }
user_data_format: RAW
user_data:

str_replace:

params:

__postgresql_password__: { get_param: postgresql_password }
template: |

#1/bin/bash -ex

sudo apt-get update

# -y is for yes on command line

# Installing PostgreSQL database server and create new database
# -y is for yes on command line

sudo sed -i s/=0/=1/ /etc/default/pgbouncer

sudo sed -i '/\[databases\]/!b;n;cgeopublic = host=127.0.0.1 port=5432 dbname=geopublic'
/etc/pgbouncer/pgbouncer.ini

echo "geobox" "geobox" | sudo tee -a /etc/pgbouncer /userlist.txt

sudo sed -i "s/"*max_client_conn = 100/max_client_conn = 500/" /etc/pgbouncer/pgbouncer.ini
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sudo service pgbouncer restart

sudo sed -i "s/"max_connections = 100/max_connections = 250/"
/etc/postgresql /9.3 /main/postgresql.conf
sudo service postgresql restart

#Create new database
sudo su postgres

psql postgres -c¢ "CREATE ROLE geobox LOGIN PASSWORD 'geobox' SUPERUSER INHERIT CREATEDB
CREATEROLE REPLICATION;"

createdb -O geobox geopublic

psql geopublic -¢ "CREATE EXTENSION adminpack;"

psql geopublic -c "CREATE EXTENSION postgis;"

psql geopublic -c "CREATE EXTENSION hstore;"

exit

# Load initial database contents

wget https:/ /raw.githubusercontent.com/jgrocha /geopublic/master /geopublic-demo-0.9.backup

export PGPASSWORD=geobox; pg_restore -h localhost -d geopublic -C -U geobox geopublic-
demo-0.9.backup

# Installing node.js

sudo npm install -g forever
sudo npm install -g forever-service
sudo chown -R $USER:$USER ~ /.npm

# Installing the PPGIS application

mkdir public_html

cd public_html/

svn checkout https://github.com/jgrocha/geopublic/trunk/server .

sudo sed -i 's/"port": [0-9]\+/"port": 80/' server-config.json

sudo sed -i 's/localhost /euparticipo.cm-agueda.pt/' server-config.json

npm update

svn checkout
https://github.com/jgrocha/geopublic/trunk/client/GeoPublic/build /production/GeoPublic public

mkdir -p uploads

# Create the service for the application
cd ~/public_html/

sudo forever-service install -e "NODE_ENV=production" ppgis --script server.js

# Start the application
sudo start ppgis

n . n
echo "Instance creation was successful...

floating_ip:
type: OS::Neutron:FloatinglP
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properties:
floating_network_id: { get_param: public_network }

floating_ip_assoc:
type: OS::Neutron::FloatinglPAssociation
properties:
floatingip_id: { get_resource: floating_ip }
port_id: { get_resource: storm_port }
outputs:
instance_ip:
description: The internal IP address of the deployed instance
value: { get_attr: [PPGIS_instance, first_address] }
instance_external_ip:
description: The publicly available IP address of the deployed instance
value: { get_attr: [floating_ip, floating_ip_address] }

To execute the above template the following command is used:

heat stack-create PPGIS_stack -f PPGIS_VCM.yaml -P "key=ED-keypair;name=PPGIS;postgresql_password=
geobox;"

C4 Municipality of Thessaloniki

C4.1 Virtual-City-Market

heat_template_version: 2013-05-23
description: This template deploys a VCM single instance server with a MySQL database.

parameters:

image:
type: string
label: Image name or ID
description: Image to be used for the server. Please use an Ubuntu based image.
default: trusty-server-cloudimg-amdé64

flavor:
type: string
label: Flavor
description: Type of instance (flavor) to be used on the compute instance.
default: m1.small

key:
type: string
label: Key name
description: Name of key-pair to be installed on the compute instance.
default: my_key

public_network:
type: string
label: Public network name or ID
description: Public network with floating IP addresses.
default: 7cdd87f6-3e69-4d7b-8837-e752f2dcd5b4

name:
type: string
label: Instance name
description: Name of the instance.
default: storm_app_instance_name

network_name:
type: string
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label: Private network name

description: Name of the network.

default: storm_net
private_subnet_name:

type: string

label: Private subnet name

description: Name of the subnet.

default: storm_subnet
router_name:

type: string

label: Router name

description: Name of the router.

default: storm_router
mysql_password:

type: string

label: MySQL password

description: Password of the MySQL instance.

hidden: true
support_email:

type: string

label: SUPPORT_EMAIL

description: SMTP SUPPORT EMAIL.
smtp_host:

type: string

label: MARKET_SMTP_HOST

description: Virtual market SMTP host.
smtp_host_from_name:

type: string

label: MARKET_SMTP_FROM_NAME

description: Virtual market SMTP host from name.
smtp_user:

type: string

label: SMTP user name

description: Username of the SMTP account to use for notifications.

smtp_password:
type: string
label: SMTP account password

description: Password of the SMTP account to use for notifications.

hidden: true
reCAPTCHA_public_key:

type: string

label: reCAPTCHA public key

description: Google reCAPTCHA public key.
reCAPTCHA_private_key:

type: string

label: reCAPTCHA private key

description: Google reCAPTCHA private key.

resources:
web_server_security_group:
type: OS::Neutron::SecurityGroup
properties:
name: web_server_security_group
rules:
- protocol: icmp
- protocol: tcp
port_range_min: 22
port_range_max: 22
- protocol: tcp
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port_range_min: 443
port_range_max: 443
- protocol: tcp
port_range_min: 80
port_range_max: 80

private_network:
type: OS::Neutron::Net
properties:
name: { get_param: network_name }

private_subnet:
type: OS::Neutron::Subnet
properties:
name: { get_param: privq're_subne'r_nctme }
network_id: { get_resource: private_network }
cidr: 10.0.0.0/24
dns_nameservers:

- 10.15.5.22

router:
type: OS::Neutron::Router
properties:
name: { get_param: router_name }
external_gateway_info:
network: { get_param: public_network }

router-interface:
type: OS::Neutron::RouterInterface
properties:
router_id: { get_resource: router }
subnet_id: { get_resource: private_subnet }

storm_port:
type: OS:Neutron::Port
properties:
network_id: { get_resource: private_network }
security_groups:
- { get_resource: web_server_security_group }

storm_instance:

type: OS::Nova:Server

properties:
image: { get_param: image }
flavor: { get_param: flavor }
key_name: { get_param: key }
networks:

- port: { get_resource: storm_port }

name: { get_param: name }
user_data_format: RAW

user_data:
str_replace:
params:
__mysql_password__: { get_param: mysql_password }
__support_email__: { get_param: support_email }

__smip_host__: { get_param: smitp_host }
__smitp_host_from_name__: { get_param: smtp_host_from_name }
__smip_user__: { get_param: smip_user }
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__smtp_password__: { get_param: smtp_password }
__reCAPTCHA_public_key__: { get_param: reCAPTCHA_public_key }
__reCAPTCHA_private_key__: { get_param: reCAPTCHA _private_key }
template: |
#!/bin/bash -ex
sudo apt-get update
# -y is for yes on command line
sudo DEBIAN_FRONTEND=noninteractive apt-get -y -o Dpkg:Options:="--force-confdef" -o

# Install Apache HTTP Server version 2.x
sudo apt-get -y install apache?2

# Install MySQL 5.6

sudo debconf-set-selections <<< 'mysql-server-5.6 mysql-server/root_password password
__mysql_password__'

sudo debconf-set-selections <<< 'mysql-server-5.6 mysql-server/root_password_again password
__mysql_password__'

sudo apt-get -y install mysql-server-5.6

# Install debconf-get-selections
sudo apt-get install debconf-utils

# Install PHP
sudo apt-get -y install php5
sudo apt-get -y install php5-mysql

# Git clone the application source files
sudo apt-get -y install git
if [!-d /var/www /html ]; then
sudo mkdir -p /var/www /himl
fi

cd /var/www /html
sudo git clone https://github.com /icos-urenio/virtual-city-market.git

sudo mysql -uroot -p__mysql_password__ << EOF
Create database virtual_city_market;

use virtual_city_market;

source . /virtual-city-market/data/market.sqgl

exit

EOF

#Update config.inc.php

# Database settings

# Update database password

sudo sed -i 's/.*MARKET_DB_PASS.*/ define("\"MARKET_DB_PASS'\",
"\"_mysql_password__"\");/g' /var/www /html/virtual-city-market /config.inc.php

# Update database name

sudo sed -i 's/*MARKET_DB_DATABASE.*/ define("\"MARKET_DB_DATABASE'\",
"\"virtual_city_market'\");/g" /var/www /html/virtual-city-market /config.inc.php

# Force use of mysql connector

sudo sed -i 's/*MARKET_DB_EXT.*/ define("\"MARKET_DB_EXT'\", "\"mysql'\");/¢'
/var/www /html /virtual-city-market/config.inc.php

# Update Mail settings
sudo  sed i 's/*SUPPORT_EMAIL*/ define('\"SUPPORT_EMAIL'\",
"\"__support_email__"'\");/g" /var/www /html/virtual-city-market /config.inc.php
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sudo sed - 's/.*MARKET_SMTP_HOST.*/ define('\"MARKET_SMTP_HOST'\",
"\"__smtp_host__"\");/g' /var/www /html/virtual-city-market /config.inc.php

sudo sed ~-i 's/*MARKET_SMTP_FROM.*/ define("\"MARKET_SMTP_FROM'\",
"\"__support_email__"\");/g' /var/www /html/virtual-city-market/config.inc.php

sudo sed -i 's/*MARKET_SMTP_FROM_NAME.*/ define("\"MARKET_SMTP_FROM_NAME'\",
"\"__smtp_host_from_name__"\");/g' /var/www /html/virtual-city-market/config.inc.php

sudo sed -i 's/*MARKET_SMTP_USER.*/ define('\"MARKET_SMTP_USER'\",
"\"__smtp_user__"\");/g' /var/www /html/virtual-city-market /config.inc.php

sudo sed -i 's/*MARKET_SMTP_PASS.*/ define('\"MARKET_SMTP_PASS'\",

"\"__smtp_password__"\");/g" /var/www /html/virtual-city-market /config.inc.php

# Update Google Map settings

#sudo sed -i 's/*GMAP_API_KEY.*/ define('\"GMAP_API_KEY'\", '\"YOUR KEY'\");/g'
/var/www /html/virtual-city-market/config.inc.php

# Update Google reCAPTCHA settings

sudo sed -i 's/.*RECAPTCHA_PUBLIC_KEY.*/ define("\"RECAPTCHA_PUBLIC_KEY"\",
"\"__reCAPTCHA public_key__"\");/g' /var/www /html/virtual-city-market/config.inc.php
sudo sed -i 's/.*RECAPTCHA_PRIVATE_KEY.*/ define("\"RECAPTCHA_PRIVATE_KEY'\",

"\"__reCAPTCHA private_key__"\");/g' /var/www /html/virtual-city-market/config.inc.php

# Update sites-available /000-default.conf

sudo sed -i 's/<\/VirtualHost>/ <Directory \/var\/www\ /html\ /virtual-city-market>\n
Options Indexes FollowSymlLinks\n AllowOverride  All\n
<\/Directory>\n<\/VirtualHost>/g" /etc/apache?2/sites-available /000-default.conf

# Update /etc/apache2 /sites-enabled /000-default.conf

sudo sed -i 's/<\/VirtualHost>/ <Directory \/var\/www\ /html\ /virtual-city-market>\n
Options Indexes FollowSymLinks\n AllowOverride  All\n
<\/Directory>\n<\ /VirtualHost>/g" /etc/apache?2/sites-enabled /000-default.conf

# enable mod_rewrite

sudo a2enmod rewrite

# Restart apache

sudo service apache?2 restart

# Change the ssh configuration to enable password authentication

sudo sed -i 's/.*PasswordAuthentication.* /PasswordAuthentication yes/g' /etc/ssh/sshd_config
# Restart ssh service

sudo restart ssh

sudo sed -i 's/.*error_reporting.* /error_reporting = E_ALL \& ~E_WARNING \& ~E_DEPRECATED
| E_STRICT/g' /etc/php5/apache2/php.ini

# Install GD extension

sudo apt-get -y install php5-gd

sudo apachectl restart

sudo mkdir /var/www /html/virtual-city-market/cache

# Change owner of cache and uploads directories to www-data

sudo chown -R www-data /var/www /html/virtual-city-market/cache
sudo chown -R www-data /var/www /html/virtual-city-market /uploads

" . n
echo "Instance creation was successful...

floating_ip:
type: OS::Neutron:FloatinglP
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properties:
floating_network_id: { get_param: public_network }

floating_ip_assoc:
type: OS::Neutron::FloatinglPAssociation
properties:
floatingip_id: { get_resource: floating_ip }
port_id: { get_resource: storm_port }
outputs:
instance_ip:
description: The internal IP address of the deployed instance
value: { get_attr: [storm_instance, first_address] }
instance_external_ip:
description: The publicly available IP address of the deployed instance
value: { get_attr: [floating_ip, floating_ip_address] }

To execute the above template the following command is used:

heat stack-create VCM_stack -f heat_ VCM.yaml -P "key=ED-keypair;name=Thess_VCM;mysql_password=vcm-
MySQLDB-
pass;support_email=st@thessaloniki.gr;smtp_host=mail.thessaloniki.gr;smtp_host_from_name=Thessaloniki
Virtual city
market;smtp_user=st;smtp_password=orm;reCAPTCHA_public_key=6LeevfsSAAAAAEsznctPZDPte2 A9 ZykF|9lw
Ylkz;reCAPTCHA_private_key=6LeevfsSAAAAAG7 8z4N7jtSFM1NNStzdIx9iZaFN"
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Annex D Services Automation (OpenStack Heat Templates SCP v2.0)

The following scripts take advantage of the high availability database cluster. The difference to the scripts
presented in the previous section is that we don’t deploy the application databases on the same virtual
machine where applications are installed. Instead we use the DB made available as a ‘shared service’ at a
well-known IP address, that we can obtain by asking the SCP administrator. (in the private cloud infrastructure

SCP@HP it is found at 10.0.0.10).

Moreover, in order to re-use software as much as possible we have used a series of bash script files that are
re-used across different applications.

D.1 Ayuntamiento de Valladolid
D.1.1 Live the city

This section describes a heat stack for deploying “Live the city” in SCP v2.0.
The following files are involved in the stack creation:

1. ViveSingleNode.yaml, that is responsible for creating the stack containing the VM;
ViveSingleNode.env, that defines or overrides Heat stack parameters.
aptget-update.sh, that is responsible for resynchronizing the package index files from their sources;
openstack-cli_install.sh, that is responsible for installing the OpenStack CLI packages;
Vive_setup.sh, this is the main bash shell script for install and configuring the application;

duplicity_setup.sh, that is responsible for configuring the backup environment;

N o ok wwN

backup_setup.sh, that is responsible for implementing the backup strategy;

heat_template_version: 2013-05-23

description: >

Heat ViveValladolid template to deploy Drupal on an Ubuntu instance using Heat's software orchestration
feature.

The (mySQL) database is supposed to be external and already prepared with an user and an empty
database

parameter_groups:

- label: Environment_Parameters
description:
parameters:
- Public_Network
- Private_Network
- Server_Name
- Key_Name
- Image
- Flavor

- label: DB_Parameters
description:
parameters:

- DB_Host
- DB_Database
- DB_User
- DB_Password
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- label: OpenStack_Parameters
description:
parameters:
- OS_USERNAME
- OS_PASSWORD
- OS_TENANT_NAME
- OS_AUTH_URL

- label: Duplicity_Parameters
description:
parameters:
- KeyPairPassphrase
- KeyPairEmail
- Encrypt_Sign_Key

parameters:
Public_Network:
type: string
label: Public network name or ID
description: Public network with floating IP addresses.
default: 7cdd8716-3e69-4d7b-8837-e752f2dcd5b4

Private_Network:
type: string
description: Name of the private network the server gets deployed
default: 5faebac0-a615-41d7-9cf5-d2d2105734b5

Server_Name:
type: string
label: Server name
description: the name of the server
default: ViveValladolid
Key_Name:
type: string
label: Key name
description: Name of key-pair to be installed on the compute instance.
default: my_key
Image:
type: string
label: Image name or ID
description: Image to be used for the server. Please use an Ubuntu based image.
default: trusty-server-cloudimg-amdé4-heat-hook
constraints:
- allowed_values: ['trusty-server-cloudimg-amdé4', 'trusty-server-cloudimg-amdé4-heat-hook']
Flavor:
type: string
label: Flavor
description: Type of instance (flavor) to be used for the Drupal server.
constraints:
- custom_constraint: nova.flavor
default: m1.small

DB_Host:
type: string
description: name or IP address of the server hosting mysq|l
hidden: true
DB_Database:
type: string
description: name of the DB
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hidden: true
DB_User:
type: string
description: User of the MySQL instance.
hidden: true
DB_Password:
type: string
description: Password of the MySQL instance.
hidden: true

OS_USERNAME:
type: string
hidden: true

OS_PASSWORD:
type: string
hidden: true

OS_TENANT_NAME:
type: string
hidden: true

OS_AUTH_URL:
type: string
hidden: true

KeyPairPassphrase:
type: string
description: Private key passphrase.
hidden: true

KeyPairEmail:
type: string
description: E-mail of the loaded key

Encrypt_Sign_Key:
type: string
description: Private key ID
hidden: true

resources:

aptget-update:
type: OS::Heat::SoftwareConfig
properties:
group: script
config: {get_file: aptget-update.sh}

Vive_setup:
type: OS:Heat::SoftwareConfig
properties:
group: script
config:
str_replace:
template: { get_file: Vive_setup.sh }

params:
__DB_Host__: {get_param: DB_Host}
__DB_Database__: {get_param: DB_Database}
__DB_User__: {get_param: DB_User}

__DB_Password__: {get_param: DB_Password}
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openstack-cli_install:
type: OS::Heat:SoftwareConfig
properties:
group: script
config: { get_file: openstack-cli_install.sh }

duplicity_setup:
type: OS::Heat:SoftwareConfig

properties:
group: script
config:
str_replace:
template: {get_file: duplicity_setup.sh}
params:
__KeyPairPassphrase__: {get_param: KeyPairPassphrase}
__KeyPairEmail__: {get_param: KeyPairEmail}
__Encrypt_Sign_Key__: {get_param: Encrypt_Sign_Key}
__OS_USERNAME__: {get_param: OS_USERNAME}
__OS_PASSWORD__: {get_param: OS_PASSWORD}
__OS_TENANT_NAME_ : {get_param: OS_TENANT_NAME}
_ OS_AUTH_URL__: {get_param: OS_AUTH_URL}

backup_setup:
type: OS::Heat:SoftwareConfig
properties:
group: script
config:
str_replace:
template: {get_file: backup_setup.sh}

params:
__Encrypt_Sign_Key__: {get_param: Encrypt_Sign_Key}
__DB_Host__: {get_param: DB_Host}
__DB_Database__: {get_param: DB_Database}
__DB_User__: {get_param: DB_User}

__DB_Password__: {get_param: DB_Password}

ViveValladolid_config:

type: OS::Heat:MultipartMime

properties:
parts:
- config: {get_resource: aptget-update}
- config: {get_resource: Vive_setup}
- config: {get_resource: openstack-cli_install}
- config: {get_resource: duplicity_setup}
- config: {get_resource: backup_setup}

storm_port:
type: OS::Neutron::Port
properties:
network_id: { get_param: Private_Network }

ViveValladolid_Instance:
type: OS:Nova::Server

properties:
name: {get_param: Server_Name}
image:  {get_param: Image}

flavor:  {get_param: Flavor}
key_name: {get_param: Key_Name }

© STORM CLOUDS 2015 Page 79 of 100




Version 1.0 D3.1.2 - Deployment of the services in the Cloud Infrastructure

networks:
- port: { get_resource: storm_port }
admin_user: ubuntu
user_data_format: RAW
user_data: {get_resource: ViveValladolid_config}

floating_ip:
type: OS::Neutron::FloatinglP
properties:
floating_network_id: { get_param: Public_Network }

floating_ip_assoc:
type: OS::Neutron::FloatingIPAssociation
properties:
floatingip_id: { get_resource: floating_ip }
port_id: { get_resource: storm_port }

outputs:
instance_ip:
description: The internal IP address of the deployed instance
value: { get_attr: [ViveValladolid_Instance, first_address] }
instance_external_ip:
description: The publicly available IP address of the deployed instance
value: { get_attr: [floating_ip, floating_ip_address] }

Table 7: ViveSingleNode.yaml

parameters:

DB_Host: 10.0.0.10
DB_Database: db_vive valladolid
DB_User: ariadna
DB_Password: 5t0OrmAr1adna
Server_Name: ViveValladolid
Key_Name: ED-keypair

Flavor: ENTER.e 1standard.x2

OS_USERNAME:  europeandynamics
OS_PASSWORD: vmK+xo5m8NW4H5aD
OS_TENANT_NAME: storm-enter

OS_AUTH_URL: http://10.15.5.98:35357 /v2.0

KeyPairPassphrase: 5t0rmAr1adna
KeyPairEmail: alkiviadis.giannakoulias@eurodyn.com
Encrypt_Sign_Key:  1OFAFE7E

Table 8: ViveSingleNode.env

#1/bin/bash -ex

sudo su

apt-get -y update

# Install unattneded upgrades pkg and enable automatic updating (with no other changes it makes only
security updates automatically - contolled by /etc/apt/apt.conf.d/50unattended-upgrades)

apt-get install unattended-upgrades

echo -e "APT:Periodic:Update-Package-Lists \"1\";\nAPT:Periodic::Unattended-Upgrade \"1\";\n" >
/etc/apt/apt.conf.d /20auto-upgrades

Table 9: aptget_update.sh
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#1/bin/bash -ex

#1/bin/bash -ex

sudo su

apt-get install -y python-keystoneclient
apt-get install -y python-glanceclient
apt-get install -y python-novaclient
apt-get install -y python-neutronclient
apt-get install -y python-cinderclient
apt-get install -y python-swiftclient
apt-get install -y python-heatclient
exit

Table 10: openstack-cli_install.sh

#1/bin/bash -ex
sudo su

apt-get -y install apache?2

apt-get -y install php5 libapache2-mod-php5 php5-merypt php5-common php5-mysql
apt-get -y install mysql-client-core-5.6 mysql-client-5.6

a2enmod rewrite

apt-get -y install unzip

cd /tmp/

wget http://gimli.asi-soft.com/ViveValladolid.zip
unzip ViveValladolid.zip -d /var/www /html

rm -f ViveValladolid.zip

# Google Analytics support

echo "<script>
(function(i,s,0,9,r,a,m){i[ GoogleAnalyticsObject']=r;i[r]=i[r] | | function(){
(ilrl.q=i[rl.q| | []).push(arguments)},i[r].I=1*new Date();a=s.createElement(o),
m=s.getElementsByTagName(0)[0];a.async=1;a.src=g;m.parentNode.insertBefore(a,m)
}(window,document,'script’,' / /www.google-analytics.com/analytics.js','ga');

ga('create’, 'UA-67737651-2', 'auto');
ga('send’, 'pageview');

</script>" >> /var/www /html/viveValladolid /index.php

wget http:/ /gimli.asi-soft.com/db_vive_valladolid.sql.zip
unzip db_vive_valladolid.sql.zip -d /var/www/db
rm -f db_vive_valladolid.sql.zip

mkdir /var/www /html/tmp
chown www-data:www-data /var/www /html/tmp

chown -R www-data.www-data /var/www /himl/viveValladolid
chmod -R 755 /var/www /html/viveValladolid

chown -R www-data.www-data /var/www /db

#chmod -R 755 /var/www/db

sed -i 's/"\"username'\" => "\"root'\",/"\"username"\" => """ __DB_User__"",/d'
/var/www /html /viveValladolid /sites /default/settings.php
sed -i 's/'\"password\" => "\"mysql@R1adna'\",/'\"password"\" => ""_ DB_Password__"",/g'
/var/www /html /viveValladolid /sites /default/settings.php
sed -i 's/"\"host"\" => "\"localhost'\",/"\"host"\" => """ __DB_Host__""",/d'

/var/www /html/viveValladolid /sites/default/settings.php
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# http://www.linuxquestions.org/questions/programming-9 /replace-2nd-occurrence-of-a-string-in-a-file-sed-
or-awk-800171/

sed -i '0,/AllowOverride None/! {0,/AllowOverride None/! {0,/AllowOverride None/ s/AllowOverride
None /AllowOverride All/}}' /etc/apache2/apache2.conf

mysq|l -u__ DB _User__ -h__DB_Host___ -p__DB_Password__ db_vive_valladolid <
/var/www /db /db_vive_valladolid.sq|
rm -rf /var/www/db

service apache?2 restart

Table 11: Vive_setup.sh

#1/bin/bash -ex

sudo su

if [!-d /home/ubuntu/backup ]; then
mkdir -p /home /ubuntu/backup
fi

touch /home /ubuntu/backup /duplicityKey.asc

chown ubuntu:ubuntu /home /ubuntu /backup /duplicityKey.asc
chmod 0664 /home /ubuntu/backup /duplicityKey.asc

sh -c "echo \"----- BEGIN PGP PRIVATE KEY BLOCK-----
Version: GnuPG v2

IQO+BFYDwoMBCADP]/14I7R3tbb /pixOB3G7sFqsriLGkMOxqrYCO6sHmrnvduXé
MJcoUwA3DFpqfOla+u/skl0d5 1 q4nBcFUhsNLoOXW 2pSgm7V7ZUhIVP8JiMylPOW9
3jyBSy5XR0y7yMyHG /6y7ucl2nuoCfZvITwgnMZS1DydRVzxawhuwbQArljXx5wF
8py,/DTdV+YstNHMkIRoY guBUMwWIDYZ5rTK202AJE5Luy /5fbSMp9QFEFr7s4F1 QWh
5tvgi8eacneBbplYXTwZCeZPKzcOBiuxm4EV2abChfUAeHGqbo9PMvOYUI+pJITb
ZjkwUkS2DhG Xzt YFLIToiyMnWOT5wO3TjRLJABEBAAH-+AWMCFUGInZAOrTWéZohZ
+edQeuZdzYX5dD20Jz/u9w3qb6UFBAWwqXhjyTObSATAIBa9Xp844ulz83ik8vuEo
51SrmN50G3IVXZmMuwbéTVHYKQThckQLVSHGOgTWIOWN8g2f /gHKKpbILw5meDn1
qViYTYqerJnR3PYb50BqpJhl60zBGtYIHY4dkU7 1JWY2rryaMJ43qv1qlgllzIM3
fIPsUoH3VhFMY7vTrZgJlc2e5gH6OYmj6GIKD3wNfueuSKM3WBjcgWOxmsR4sqeP8
XEjlé6tzoQeb5yzul7C+iHHh36gAYgALOW 5U7vgMCe4a2ceXYXilpzZsEFEDA 1 G2zc
TiprtWYd6F4167Rbyn526u2GHa9CkObn7 OExYtX4gV+OAtw8kP1i7AxwYKQKebé6mH
vbXvviKiLVaQ4ksdnpVx3FNUY galpWiVfzikTJIGK830xluofiLyIW SV x 3EmEtNJw
NtdMTvQX+biSUHI8jm4xDvrgcVxxOMOgmijwtbYzv/FVnlrJn)Js43XnNg+Lnpw+HB
3UIKTVMZTssl+ko7 wYri7lekl4ZXwSNOyFKWz8vosl /DFIs2RjvoYVP 1 Mn+rHeua
UApPNs8W 1cOTQ7vwPdW<cJ9bnFxh9PbtMNKRDs2QtwffnUiBDpYII+OBwCm8F /7 yr
S9r1JiBWUODBXaUuwL1HwQd1Devxf26obawfOtlkHU /MV 3zLDBwytSyrGQNXgnij
KglJill3diLYty 1 gfemdGz3N+VjwiSMrcXuoEDS4bipOhqg1nUpnWMrytAX4E3HPOa
0sKoOVz6Sgo50Vna8DhMRfmmKHgUIIBifiS+5FUXgNiWUDilqqS8 MAsZgktWnYuz
MmJ1TIO0G4bLZMiTYcdbqw 37 wkIXPRiQIITRhspibQ560ZXIVn10hBCnNSZZoWBD

m7 SMdmI2ZVZhbGxhZG9saWQgKHZpdmVWYWxsYWRvbGIKIGR1cGxpY210eSBrZXkt
cGFyaSBmb3IgZW 5jenlwdGluZywgc2InbmluZyBhbmQgZGVjenlwdGluZyBiYWNr
dXAgZGFOYSkgPGFsa2l2aWFkaXMuZ2lhbm5ha291bGlhcOBIdXJvZHIULMNVLT6)
ATKEEWEIACMFAIYDwoMCGw8HCwkIBWMCAQYVCAIJCgsEFgIDAQIeAQIXgAAKCRD9Y
gnMCEPr+frGNB/93IfY+ /1 +be8aV50KKJzylbNxvBvTA]A7 wéslIQisal7r /Ng37
yCSVGuW8+3biJAzUPISWatB4MnrLh9948X7 uty9Kmo+86XebDxdhVrb /Y xE3{j2cS
OgMREGtk+dFj/cNXVuutmofw8Mz /uhtchytCXXmxUxpolpKoFt7vDGI6wQnYQr1D
i/nCfDpsUXYwrQPooAAgqCebUddqQYW34HHRe96fbPU2POmMKYUTjo5fXqDAfS63¢
BCqCDUWfrqynd7ZnrhvcfvqgURO+bGéq+TeRnvbXonzpKZW 1VEn1SDCmCbAD8JXtd
Due3VKyZRM9CsOFUYFLFFHJuKUUZn9Hc559s

=QA47E

----- END PGP PRIVATE KEY BLOCK-----\" >> /home /ubuntu/backup/duplicityKey.asc"
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# run the import as ubuntu user
sudo -H -u ubuntu gpg --import /home /ubuntu /backup/duplicityKey.asc

#lnstall expect:
apt-get -y install expect

#Create expect script

touch /home /ubuntu/backup /set-trust.exp

cat << EOF > /home /ubuntu/backup /set-trust.exp
#1/usr /bin/expect

set timeout 10
spawn /usr/bin/gpg --edit-key \$argv O --yes trust quit

expect "Your decision? " { send "5\r" }
expect "Do you really want to set this key to ultimate trust? (y/N) " { send "y\r" }

interact

EOF

chmod 0755 /home /ubuntu/backup /set-trust.exp

sudo -H -u ubuntu /home /ubuntu/backup /set-trust.exp _ Encrypt_Sign_Key_

apt-get -y install gnupg?2
apt-get -y install duplicity

touch /home /ubuntu/backup /duplicity.rc

chown ubuntu:ubuntu /home /ubuntu/backup /duplicity.rc
chmod 0664 /home /ubuntu/backup /duplicity.rc

cat << EOF > /home /ubuntu/backup /duplicity.rc

# For encrypting and signing

export PASSPHRASE=<Your Passphrase>

export SIGN_PASSPHRASE=<Your Passphrase>

# Access to OpenStack

export SWIFT_USERNAME="__OS_TENANT_NAME_ :_ OS_USERNAME__"
export SWIFT_PASSWORD="__0OS_PASSWORD__"

export SWIFT_AUTHURL="__ OS_AUTH_URL__"

export SWIFT_AUTHVERSION="2"

EOF

sed -i 's/export PASSPHRASE=<Your Passphrase>/export PASSPHRASE=""__ KeyPairPassphrase_ "' /g’
/home /ubuntu/backup /duplicity.rc

sed -i 's/export SIGN_PASSPHRASE=<Your Passphrase>/export

SIGN_PASSPHRASE=""__KeyPairPassphrase__""/g" /home /ubuntu/backup /duplicity.rc

chown ubuntu:ubuntu /home /ubuntu /backup
chmod 0775 /home /ubuntu/backup

exit

Table 12: duplicity_setup.sh

#1/bin/bash -ex
sudo su

if [!-d /home/ubuntu/backup ]; then
mkdir -p /home /ubuntu/backup
fi

if [! -d /home/ubuntu/backup/db ]; then
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mkdir -p /home /ubuntu/backup/db
fi

if [! -d /home/ubuntu/backup/db/sql ]; then
mkdir -p /home /ubuntu/backup /db /sql
fi

chmod 0775 /home /ubuntu/backup

chown ubuntu:ubuntu /home /ubuntu /backup

chmod 0775 /home/ubuntu/backup/db

chown ubuntu:ubuntu /home /ubuntu /backup /db
chmod 0775 /home /ubuntu/backup/db /sql

chown ubuntu:ubuntu /home /ubuntu /backup/db /sql

touch /home /ubuntu/backup /backup_full.sh

chmod 0766 /home /ubuntu/backup /backup_full.sh

chown ubuntu:ubuntu /home /ubuntu/backup /backup_full.sh
cat << EOF > /home /ubuntu/backup/backup_full.sh
#1/bin/bash

test -x $(which duplicity) | | exit 1

cd /home /ubuntu/backup

. duplicity.rc

$(which duplicity) full --encrypt-sign-key=<YourKey> /var/www /html/viveValladolid/sites/default /files
swift://vive_files

$(which duplicity) remove-all-but-n-full 3 --force swift:/ /vive_files

$(which mysqgldump) -u__DB_User__ -h_ DB_Host__ -p__ DB_Password__ --databases _ DB_Database__ --
add-drop-database --lock-tables > ./db/sql /vive_valladolid.sql

$(which duplicity) full --encrypt-sign-key=<YourKey> /home /ubuntu/backup/db/sql/ swift://vive_db
$(which duplicity) remove-all-but-n-full 3 --force swift://vive_db

EOF

sed -i 's/--encrypt-sign-key=<YourKey>/--encrypt-sign-key=__Encrypt_Sign_Key__/¢'
/home /ubuntu/backup /backup_full.sh

touch /home /ubuntu/backup /backup_incremental.sh

chmod 0766 /home /ubuntu/backup /backup_incremental.sh

chown ubuntu:ubuntu /home /ubuntu/backup /backup_incremental.sh
cat << EOF > /home /ubuntu/backup/backup_incremental.sh
#1/bin/bash

test -x $(which duplicity) | | exit 1

cd /home /ubuntu/backup

. duplicity.rc

$(which  duplicity)  --encrypt-sign-key=<YourKey>  /var/www /html/viveValladolid/sites/default/files
swift:/ /vive_files

$(which mysqldump) -u__DB_User__ -h__DB_Host__ -p__DB_Password__ --databases _ DB_Database__ --
add-drop-database --lock-tables > ./db/sql /vive_valladolid.sql

$(which duplicity) --encrypt-sign-key=<YourKey> /home /ubuntu/backup/db/sql/ swift:/ /vive_db

EOF

sed -i 's/--encrypt-sign-key=<YourKey>/--encrypt-sign-key=__Encrypt_Sign_Key__/¢'
/home /ubuntu/backup /backup_incremental.sh

sudo touch /var/spool /cron/crontabs/ubuntu
sudo  sh ¢ "echo \"00 03 * * 0  /home/ubuntu/backup/backup_full.sh  >>
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/home /ubuntu /backup /backup.log\" >> /var/spool/cron/crontabs/ubuntu”

sudo sh -c¢ "echo \"00 03 * * 1-6 /home/ubuntu/backup/backup_incremental.sh >>
/home /ubuntu/backup /backup.log\" >> /var/spool/cron/crontabs/ubuntu"

sudo chown ubuntu:crontab /var/spool/cron/crontabs/ubuntu

Table 13: backup_setup.sh
D.2 Municipality of Thessaloniki

D.2.1 Virtual City Market

This section describes a heat stack for re-deploying Virtual-City-Market in SCP v2.0.
The following files are involved in the stack creation:

1. VemSingleNode.yaml, that is responsible for creating the stack containing the VM;
VemSingleNode.env, that defines or overrides Heat stack parameters.
aptget-update.sh, that is responsible for resynchronizing the package index files from their sources;
openstack-cli_install.sh, that is responsible for installing the OpenStack CLI packages;
vem_setup.sh, this is the main bash shell script for install and configuring the application;
duplicity_setup.sh, that is responsible for configuring the backup environment;

backup_setup.sh, that is responsible for implementing the backup strategy;
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cert_setup.sh, that is responsible for installing the SSL certificates and configuring the SSL engine in
order for the application to be accessible via secure HTTPS links.

heat_template_version: 2013-05-23

description: >

Heat template to deploy Virtual City Market on an Ubuntu instance using Heat's

software orchestration feature.

The (mySQL) database is supposed to be external and already prepared with an user and an empty
database

parameter_groups:

- label: Environment_Parameters
description:
parameters:
- Public_Network
- Private_Network
- Server_Name
- Key_Name
- Image
- Flavor

- label: DB_Parameters
description:
parameters:

- DB_Host
- DB_Database
- DB_User
- DB_Password

- label: Mail_Parameters
description:
parameters:

- Support_Email
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- SMTP_Host

- SMTP_From

- SMTP_From_Name
- SMTP_User

- SMTP_Password

- label: reCAPTCHA_Parameters
description:
parameters:
- reCAPTCHA_Private_Key
- reCAPTCHA_Public_Key

- label: Google_Maps_Parameters
description:
parameters:
- GMAP_API_Key

- label: OpenStack_Parameters
description:
parameters:
- OS_USERNAME
- OS_PASSWORD
- OS_TENANT_NAME
- OS_AUTH_URL

- label: Duplicity_Parameters
description:
parameters:
- KeyPairPassphrase
- KeyPairEmail
- Encrypt_Sign_Key

parameters:
Public_Network:
type: string
label: Public network name or ID
description: Public network with floating IP addresses.
default: 7cdd8716-3e69-4d7b-8837-e752f2dcd5b4

Private_Network:
type: string
description: Name of the private network the server gets deployed
default: 5faebac0-a615-41d7-9cf5-d2d2105734b5

Server_Name:
type: string
label: Server name
description: the name of the server
default: VCM
Key_Name:
type: string
label: Key name
description: Name of key-pair to be installed on the compute instance.
default: my_key
Image:
type: string
label: Image name or ID

description: Image to be used for the server. Please use an Ubuntu based image.
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default: trusty-server-cloudimg-amdé4-heat-hook
constraints:

- allowed_values: ['trusty-server-cloudimg-amdé4', 'trusty-server-cloudimg-amdé4-heat-hook']

Flavor:
type: string
label: Flavor
description: Type of instance (flavor) to be used for the Drupal server.
constraints:
- custom_constraint: nova.flavor
default: m1.small

DB_Host:
type: string
description: name or IP address of the server hosting mysql
hidden: true
DB_Database:
type: string
description: name of the DB
hidden: true
DB_User:
type: string
description: User of the MySQL instance.
hidden: true
DB_Password:
type: string
description: Password of the MySQL instance.
hidden: true

Support_Email:

type: string

description: Support email for the application
SMTP_Host:

type: string

description: Email SMTP Host address (Outgoing server)
SMTP_From:

type: string

description: Email SMTP Host address (Return path)
SMTP_From_Name:

type: string

description: Name to appear in the from field of email clients
SMTP_User:

type: string

description: SMTP user name
SMTP_Password:

type: string

description: Password of SMTP user.

hidden: true

reCAPTCHA_Private_Key:

type: string

description: reCAPTCHA private key (Get your
https://www.google.com/recaptcha/admin/create)

hidden: true

reCAPTCHA_Public_Key:

type: string

description: reCAPTCHA public key (Get your
https://www.google.com/recaptcha/admin/create)

hidden: true

keys from

keys from
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GMAP_API_Key:
type: string
description: GMAP API key (Enter your api key. Get one from https://code.google.com/apis/console)
hidden: true

OS_USERNAME:
type: string
hidden: true

OS_PASSWORD:
type: string
hidden: true

OS_TENANT_NAME:
type: string
hidden: true

OS_AUTH_URL:
type: string
hidden: true

KeyPairPassphrase:
type: string
description: Private key passphrase required to use the key
hidden: true

KeyPairEmail:
type: string
description: E-mail of the loaded key

Encrypt_Sign_Key:
type: string
description: Private key ID
hidden: true

resources:
aptget-update:
type: OS::Heat:SoftwareConfig
properties:
group: script
config: {get_file: aptget-update.sh}

vem_setup:
type: OS::Heat::SoftwareConfig
properties:
group: script
config:
str_replace:
template: { get_file: vem_setup.sh }
params:
__DB_Host__: {get_param: DB_Host}
__DB_Database__: {get_param: DB_Database}
__DB_User__: {get_param: DB_User}

__DB_Password__: {get_param: DB_Password}

__Support_Email__: {get_param: Support_Email}

__ _SMTP_Host__: {get_param: SMTP_Host}

__SMTP_From__: {get_param: SMTP_From}
__SMTP_From_Name__: {get_param: SMTP_From_Name}
__SMTP_User__: {get_param: SMTP_User}

__SMTP_Password__: {get_param: SMTP_Password}
__reCAPTCHA_Public_Key__: {get_param: reCAPTCHA_Public_Key}
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__reCAPTCHA_Private_Key__: {get_param: reCAPTCHA_Private_Key}
__GMAP_API_Key__: {get_param: GMAP_API_Key}

openstack-cli_install:
type: OS::Heat:SoftwareConfig
properties:
group: script
config: { get_file: openstack-cli_install.sh }

duplicity_setup:
type: OS::Heat:SoftwareConfig
properties:
group: script
config:
str_replace:
template: {get_file: duplicity_setup.sh}

params:
__KeyPairPassphrase__: {get_param: KeyPairPassphrase}
__KeyPairEmail __: {get_param: KeyPairEmail}
__Encrypt_Sign_Key__: {get_param: Encrypt_Sign_Key}
__OS_USERNAME__: {get_param: OS_USERNAME}
__OS_PASSWORD__: {get_param: OS_PASSWORD}
__OS_TENANT_NAME_ : {get_param: OS_TENANT_NAME}
_ _OS_AUTH_URL_ : {get_param: OS_AUTH_URL}

backup_setup:
type: OS::Heat:SoftwareConfig

properties:
group: script
config:
str_replace:
template: {get_file: backup_setup.sh}
params:
__Encrypt_Sign_Key__: {get_param: Encrypt_Sign_Key}
__DB_Host__: {get_param: DB_Host}
__DB_Database__: {get_param: DB_Database}
__DB_User__: {get_param: DB_User}
__DB_Password__: {get_param: DB_Password}
cert_setup:
type: OS::Heat:SoftwareConfig
properties:

group: script
config: {get_file: cert_setup.sh}

vem_config:

type: OS:Heat:MultipartMime

properties:
parts:
- config: {get_resource: aptget-update}
- config: {get_resource: vem_setup}
- config: {get_resource: openstack-cli_install}
- config: {get_resource: duplicity_setup}
- config: {get_resource: backup_setup}
- config: {get_resource: cert_setup}

storm_port:
type: OS::Neutron::Port
properties:
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network_id: { get_param: Private_Network }

vem_instance:
type: OS::Nova::Server

properties:
name: {get_param: Server_Name}
image:  {get_param: Image}

flavor:  {get_param: Flavor}
key_name: {get_param: Key_Name }
networks:

- port: { get_resource: storm_port }
admin_user: ubuntu
user_data_format: RAW
user_data: {get_resource: vem_config}

floating_ip:
type: OS::Neutron::FloatinglP
properties:
floating_network_id: { get_param: Public_Network }

floating_ip_assoc:
type: OS::Neutron::FloatinglPAssociation
properties:
floatingip_id: { get_resource: floating_ip }
port_id: { get_resource: storm_port }

outputs:
instance_ip:
description: The internal IP address of the deployed instance
value: { get_attr: [vem_instance, first_address] }
instance_external_ip:
description: The publicly available IP address of the deployed instance
value: { get_attr: [floating_ip, floating_ip_address] }

Table 14: VCMSingleNode.yaml

parameters:

DB_Host: 10.0.0.10
DB_Database: virtual_city_market
DB_User: thessaloniki
DB_Password: th355a10n1k1
Server_Name: VCM

Key_Name: ED-keypair

Flavor: m1.medium

Support_Email:  smartcity @thessaloniki.gr
SMTP_Host: mail.thessaloniki.gr
SMTP_From: smartcity @thessaloniki.gr
SMTP_From_Name: Virtual city market
SMTP_User: smartcity
SMTP_Password: thestorm

reCAPTCHA_Private_Key: 6LeLX_4SAAAAAPCbTf4179_ifMZ6 MdwcUmm3NQWH
reCAPTCHA_Public_Key:  6LelLX_4SAAAAALvz6vNgMTGTHRf3Ywp3IBDNFvDz
GMAP_API_Key: AlzaSyCQq34i4Je3mgRXOaibé6xABQtyfBVeCYDfo

OS_USERNAME:  europeandynamics
OS_PASSWORD: vmK+xo5m8NW4H5aD
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OS_TENANT_NAME: storm-enter
OS_AUTH_URL: http://10.15.5.98:35357 /v2.0

KeyPairPassphrase: th355a10n1k]1
KeyPairEmail: alkiviadis.giannakoulias@eurodyn.com
Encrypt_Sign_Key: DE6877E3

Table 15: VCMSingleNode.env

#1/bin/bash -ex
sudo su

apt-get -y update
exit

Table 16: aptget-update.sh

#1/bin/bash -ex

sudo su

apt-get install -y python-keystoneclient
apt-get install -y python-glanceclient
apt-get install -y python-novaclient
apt-get install -y python-neutronclient
apt-get install -y python-cinderclient
apt-get install -y python-swiftclient
apt-get install -y python-heatclient
exit

Table 17: openstack-cli_install.sh

#1/bin/bash -ex

sudo su

force-confold" dist-upgrade

# Install Apache HTTP Server version 2.x
apt-get -y install apache2

# Install debconf-get-selections
sudo apt-get install debconf-utils

# Install PHP
apt-get -y install php5 libapache2-mod-php5 php5-merypt php5-common php5-mysql
apt-get -y install mysql-client-core-5.6 mysql-client-5.6

apt-get -y install unzip
cd /tmp/
# Git clone the application source files
apt-get -y install git
if [!-d /var/www /html ]; then
mkdir -p /var/www/html
fi

cd /var/www /himl
git clone https://github.com/icos-urenio/virtual-city-market.git

#Update config.inc.php
# Database settings
sed i 's /define("\"MARKET_DB_HOST'\", "\"localhost'\"); /define("\"MARKET_DB_HOST'\",
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""" __DB_Host__"");/g' /var/www /html/virtual-city-market/config.inc.php

sed i 's /define("\"MARKET_DB_USER"\", \"root"\");/define("\"MARKET_DB_USER'\",
""" __DB_User__"™');/g" /var/www/html/virtual-city-market/config.inc.php

sed i 's /define("\"MARKET_DB_PASS'\", "\""\");/define("\"MARKET_DB_PASS'\",
""" __DB_Password__""");/g" /var/www /html/virtual-city-market/config.inc.php

sed -i 's/define("\"MARKET_DB_DATABASE'\", "\"virtual-city-
market'\"); /define("\"MARKET_DB_DATABASE'\", """ __DB_Database__ "");/g' /var/www /himl/virtual-city-

market/config.inc.php

# Update Mail settings

sed -i 's/define("\"SUPPORT_EMAIL'\", "\"support@localhost'\"); /define("\"SUPPORT_EMAIL'\",
""" __Support_Email__""");/g' /var/www /html/virtual-city-market /config.inc.php
sed  -i 's/define('\"MARKET_SMTP_HOST\",  '\"localhost'\");/define("\" MARKET_SMTP_HOST'\",

"™ SMTP_Host__"™);/g" /var/www /html/virtual-city-market/config.inc.php
sed -i 's/define(’\"MARKET_SMTP_FROM'\", '\"noreply@Iocalhost'\");/define('\"MARKET_SMTP_FROM'\",
"™ SMTP_From__"");/g' /var/www /html/virtual-city-market/config.inc.php

sed -i 's/define("\"MARKET_SMTP_FROM_NAME'\", "\"Virtual city
market'\"); /define("\"MARKET_SMTP_FROM_NAME'\", """ __SMTP_From_Name__""");/d'
/var/www /html/virtual-city-market/config.inc.php

sed i 'SHM \tl//define('\"MARKET_SMTP_USER'\",  "\"'\");#\tdefine("\"MARKET_SMTP_USER'\",
""" SMTP_User__""");#g' /var/www /html/virtual-city-market /config.inc.php

sed  -i s#AL \1]//define("\"MARKET_SMTP_PASS'\",  '\""\");#\tdefine("\"MARKET_SMTP_PASS'\",

""" SMTP_Password__""");#g' /var/www /html/virtual-city-market /config.inc.php

# Update reCAPTCHA Keys

sed i 's/define('\"RECAPTCHA_PUBLIC_KEY'\",  "\"'\");/define('\"RECAPTCHA_PUBLIC_KEY'\",
""" reCAPTCHA_Public_Key__""");/g" /var/www /html/virtual-city-market/config.inc.php
sed - 's/define("\"RECAPTCHA_PRIVATE_KEY'\",  "\"\");/define('\"RECAPTCHA_PRIVATE_KEY'\",

__reCAPTCHA_Private_Key__""");/g"' /var/www /html/virtual-city-market /config.inc.php

# Update Google Maps APl Key
sed -i 's/define('\"GMAP_API_KEY'\", "\""\");/define('\"GMAP_API_KEY'\", "™ __GMAP_API_Key_ "™);/g'
/var/www /html /virtual-city-market/config.inc.php

# Update sites-available /000-default.conf

sed -i 's/<\/VirtualHost>/ <Directory \/var\/www\/html\ /virtual-city-market>\n Options
Indexes FollowSymLinks\n AllowOverride All\n <\/Directory>\n<\/VirtualHost> /g’
/etc/apache? /sites-available /000-default.conf

# Update /etc/apache2 /sites-enabled /000-default.conf

sed -i 's/<\/VirtualHost>/ <Directory \/var\/www\ /html\ /virtual-city-market>\n Options
Indexes FollowSymLinks\n AllowOverride All\n <\/Directory>\n<\ /VirtualHost> /g’
/etc/apache2 /sites-enabled /000-default.conf

# enable mod_rewrite
a2enmod rewrite

# Restart apache
service apache?2 restart

#populate database
mysql -u__DB_User__ -h__DB_Host__ -p__DB_Password__ __DB_Database__ < /var/www/html/virtual-
city-market /data/market.sql

# Change the ssh configuration to enable password authentication

sed -i 's/.*PasswordAuthentication.* /PasswordAuthentication yes/g' /etc/ssh/sshd_config
# Restart ssh service

restart ssh
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sed -i 's/.*error_reporting.* /error_reporting = E_ALL \& ~E_WARNING \& ~E_DEPRECATED | E_STRICT/¢'
/etc/php5/apache?2/php.ini

# Install GD extension
apt-get -y install php5-gd
apachect! restart

mkdir /var/www /html/virtual-city-market /cache

mkdir /var/www /html/virtual-city-market /files

# Change owner of cache and uploads directories to www-data
chown -R www-data /var/www /html/virtual-city-market /cache
chown -R www-data /var/www /html/virtual-city-market /uploads

Table 18: vem_setup.sh

#1/bin/bash -ex

sudo su

if [! -d /home/ubuntu/backup ]; then
mkdir -p /home /ubuntu/backup
fi

touch /home /ubuntu/backup /duplicityKey.asc

chown ubuntu:ubuntu /home /ubuntu /backup /duplicityKey.asc
chmod 0664 /home/ubuntu/backup/duplicityKey.asc

sh -c "echo \"----- BEGIN PGP PRIVATE KEY BLOCK-----
Version: GnuPG v2

IQO+BFY JTEYBCADbm4jZeCcRc2hC2xrizjzFI87hXIiHOBYiwKqbj2CRRfr9+xe)
7+eQSqZ35Yq3slv9CBn/Ygd3qqlyOXUywrOOww /BlyeNfyFIKmCdw+WRmQcA3hxv
ifz+P74s024p3HWbkUdLEAXRMoZZXPNcqfxvk6GDZSil6eBBoNPSOnpqdTxXNZGq
RFLD6IbYupW6épD1ja2GeXzrVNYKgXk71Y1718gFbvglgJRTFCSuh16X7HOEPVEUR
EgzXmgHW 5e8ZFDE{LDjFnN5BJJCso3W 6z9gk+7Ki2In6 MY +m30OwcQojYauTh5cPk
B4rd9/0OebqeliLGsiB6Xgxd7x1WabehtR4bzABEBAAH+AWMC5Gp8Qn/S8ZabpoDé
ktAKKkFPJ9aO057VpHK/G1q4MiWM6RFPKLBUU5z/HMCrz3nWi73x6XEJAPBBmM21Tq
Fkh22pHZxfig35/049cAwIEym38AvTGCzeh2L6RPbu8ZccOnwUBYyQo4pl9P3i4WH
opsM1CHuLm5yPWbI4LB6zL7Yr7toyOwbIAYNId2PmPZ2QpvWHi+L17y/2bSQhnyp
EiJmp /DG6NEMPEQIrI3TFDFPL1 ThdYL1ZV 1 duHFKFnLeMp /yoEnr93dJa7 3xFDer
6NzP9zBdi4iW /XEilgT1+EIbwT243{lVSKOvdhaFBTJsVxWL0o8VAwunpYi/46ll
IbGkBuCmh9+YryKmCP2ME3IRU47IvOPv5EtAODOtQtXJH5 JEK4sUGb8i3d9i34wz
zqllckVi37mYMZJgK/EN1VWDHxVc3UGWKOd495nkdmkC7mV /6BAcT+IKOicfemZh
FoGMKGp /kCdcNT8ncOu7 ckrXJ9vQuMxzVD8Ai2gAARELtU4XhICTHXbZg8anZ0Ax
7T3MKQXA/+ou8atHSdDqidydYHR952Eq92ZuR5ansOPf1kA /FyyTeddé /oP6Z2RY
8eAg6FVEDSok3XDK /8ik02il5Auji7jSF6DZuTbqE5 Shikrbftzimw4TcEqyiQK)J
ijIX6nf464XKFl7IpTuaa94nBAOb3NHHRgKyXEOWvuCbH8iPTWRToZAWZzW 5ZnH6i
eJTsCA3QKNSc?6RPZb280gJdWkkgliMvXJU3U+JWuNPmegVzK2pleDySEeJkzel5
QoXZTmDQcWvxFNPRITaVJyz4g2bOUhJcoz35s3XyZSXFRiCrq6CA4/783tT111rB
r/TkidBgbpZQdwtsmAhaOlcCOACmaliyahswFGKTiEvxXgZgHeelKyyQc1CASXYG
PbR4dmlydHVhbC1jaXR5LW ThemtldCAoa2V5LXBhaXlgZm9ylGVuY 3J5cHRpbmcs
IHNpZ25pbmcgYW5KIGRIY3J5cHRpbmecgYmFja3VwIGRhdGEpIDxhbGtpdmlhZGlz
LmdpYW5uYWivdWxpYXNAZXVyb2R5bi5jb20+iQE5BBMBCAABQIWCUxGAhsPBws)
CAcDAgEGFQgCCQolLBBYCAWECHgECF4AACgkQhbwKet50d+OryQf+J132HuS2DaYO
wNIxxFyOwInsfmIDFM620DSakp?XfXLZJCKB7MQ82JBdPb6JFR4hOQwXuUa7zIXg
/5F5Wnbbiw /xfeleGLZG89SXbpdfi9pSOwMOn50D6)5gmadSnNolJI8xfJ8NOH3L
fwStWRQH2G20ORTS5A5f9tmKYV pwMExxtxWcU419Aeof yDhuBOxQ22KOFxIS6JFMsUd
+4UliM6PI2XDNieiqzdTHoG9dOng2IPpwaMykJHA2ua4eUULgPIIDvCuH99uQ1 ++
aCqUMB6VUSOrUTmn8wdoYFL/fS4eqs810/91ViKhesBNmQySz49SIB6B6bCT +MzY
K/o03qqz2wg==

=lv2v
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----- END PGP PRIVATE KEY BLOCK-----\" >> /home /ubuntu/backup /duplicityKey.asc"

# run the import as ubuntu user
sudo -H -u ubuntu gpg --import /home /ubuntu /backup/duplicityKey.asc

#lnstall expect:
apt-get -y install expect

#Create expect script

touch /home /ubuntu/backup /set-trust.exp

cat << EOF > /home /ubuntu/backup/set-trust.exp
#1/usr /bin/expect

set timeout 10
spawn /usr/bin/gpg --edit-key \$argv O --yes trust quit

expect "Your decision? " { send "5\r" }
expect "Do you really want to set this key to ultimate trust? (y/N) " { send "y\r" }

interact

EOF

chmod 0755 /home /ubuntu/backup /set-trust.exp

sudo -H -u ubuntu /home /ubuntu/backup /set-trust.exp _ Encrypt_Sign_Key_

apt-get -y install gnupg?2
apt-get -y install duplicity

touch /home /ubuntu/backup /duplicity.rc

chown ubuntu:ubuntu /home /ubuntu /backup /duplicity.rc
chmod 0664 /home /ubuntu/backup/duplicity.rc

cat << EOF > /home /ubuntu/backup/duplicity.rc

# For encrypting and signing

export PASSPHRASE=<Your Passphrase>

export SIGN_PASSPHRASE=<Your Passphrase>

# Access to OpenStack

export SWIFT_USERNAME="__OS_TENANT_NAME_ :_ OS_USERNAME__"
export SWIFT_PASSWORD="__0OS_PASSWORD__"

export SWIFT_AUTHURL="__ OS_AUTH_URL__"

export SWIFT_AUTHVERSION="2"

EOF

sed -i 's/export PASSPHRASE=<Your Passphrase>/export PASSPHRASE=""__KeyPairPassphrase__ "' /g'
/home /ubuntu/backup /duplicity.rc

sed -i 's/export SIGN_PASSPHRASE=<Your Passphrase>/export

SIGN_PASSPHRASE=""__KeyPairPassphrase__""/g" /home /ubuntu/backup /duplicity.rc

chown ubuntu:ubuntu /home /ubuntu /backup
chmod 0775 /home /ubuntu/backup

exit

Table 19: duplicity_setup.sh

#1/bin/bash -ex

sudo su
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if [! -d /home/ubuntu/backup ]; then
mkdir -p /home /ubuntu/backup
fi

if [!-d /home/ubuntu/backup/db ]; then
mkdir -p /home /ubuntu/backup /db
fi

if [! -d /home/ubuntu/backup/db/sql ]; then
mkdir -p /home /ubuntu/backup /db /sql
fi

chmod 0775 /home /ubuntu/backup

chown ubuntu:ubuntu /home /ubuntu /backup

chmod 0775 /home/ubuntu/backup/db

chown ubuntu:ubuntu /home /ubuntu /backup /db
chmod 0775 /home /ubuntu/backup/db/sql

chown ubuntu:ubuntu /home /ubuntu/backup /db /sql

touch /home /ubuntu/backup /backup_full.sh

chmod 0766 /home /ubuntu/backup /backup_full.sh

chown ubuntu:ubuntu /home /ubuntu /backup /backup_full.sh
cat << EOF > /home /ubuntu/backup /backup_full.sh
#1/bin/bash

test -x $(which duplicity) | | exit 1
cd /home /ubuntu/backup

. duplicity.rc
$(which  duplicity)  full  --encrypt-sign-key=<YourKey>  --exclude '/var/www /html/virtual-city-
market/cache/**'  --include  /var/www/html/virtual-city-market/  --exclude  '/var/www /html/**'

/var/www /himl/ swift:/ /VCM_files
$(which duplicity) remove-all-but-n-full 3 --force swift://VCM_files

$(which mysqgldump) -u__DB_User__ -h__DB_Host__ -p__ DB_Password__ --databases _ DB_Database_ --
add-drop-database --lock-tables > /home /ubuntu/backup/db/sql/virtual_city_market.sql

$(which duplicity) full --encrypt-sign-key=<YourKey> /home/ubuntu/backup/db/sql/ swift:/ /VCM_db
$(which duplicity) remove-all-but-n-full 3 --force swift://VCM_db

EOF

sed -i 's/--encrypt-sign-key=<YourKey>/--encrypt-sign-key=__Encrypt_Sign_Key__/¢'
/home /ubuntu/backup /backup_full.sh

touch /home /ubuntu/backup /backup_incremental.sh

chmod 0766 /home /ubuntu/backup /backup_incremental.sh

chown ubuntu:ubuntu /home /ubuntu/backup /backup_incremental.sh
cat << EOF > /home /ubuntu/backup/backup_incremental.sh
#1/bin/bash

test -x $(which duplicity) | | exit 1
cd /home/ubuntu/backup

. duplicity.rc
$(which duplicity) --encrypt-sign-key=<YourKey> --exclude '/var/www /html/virtual-city-market /cache /**' --
include /var/www /html/virtual-city-market/ --exclude '/var/www /html| /**" /var/www /html/

swift:/ /VCM_files

$(which mysqldump) -u__DB_User__ -h__DB_Host__ -p___DB_Password__ --databases _ DB_Database__ --
add-drop-database --lock-tables > ./db /sql /virtual_city_market.sql

$(which duplicity) --encrypt-sign-key=<YourKey> /home /ubuntu/backup/db/sql/ swift://VCM_db

EOF
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sed -i 's/--encrypt-sign-key=<YourKey>/--encrypt-sign-key=__Encrypt_Sign_Key__/g'
/home /ubuntu /backup /backup_incremental.sh

sudo touch /var/spool/cron/crontabs/ubuntu

sudo sh - "echo \'00 03 * * 0  /home/ubuntu/backup/backup_full.sh ~ >>
/home /ubuntu/backup/backup.log\" >> /var/spool/cron/crontabs/ubuntu"

sudo sh -¢ "echo \"00 03 * * 1-6 /home/ubuntu/backup/backup_incrementalsh >>
/home /ubuntu/backup/backup.log\" >> /var/spool/cron/crontabs/ubuntu"

sudo chown ubuntu:crontab /var/spool/cron/crontabs/ubuntu

Table 20: backup_setup.sh

#1/bin/bash -ex
sudo touch /etc/ssl/certs/smartcity_thessaloniki_gr.crt
sudo chmod 0660 /etc/ssl/certs/smartcity_thessaloniki_gr.crt

sudo sh -c "echo \"-----BEGIN CERTIFICATE-----

MIIF6TCCBNGgAwIBAgIQYNuXeUW 2i/X3TzCOkmoSGDANBgkghkiG9wOBAQsFADCB
liEELMAKGATUEBhMCROIxXGzAZBgNVBAgTEkdyZWFOZXIgTWFuY 2hlc3RICEQMA4G
ATUEBxMHU2FsZm9yZDEaMBgGA1UEChMRQOPNTORPIENBIExpbWIOZWQxPDA6BgNV
BAMTMONPTUQETYBSUOEGT3JnYW 5pemFOaWQuIFZhbGIkYXRpb24gU2VidXJIIFNI
cnZIciBDQTAeFWOXNTAxMzAwWMDAwWMDBaFwOxNjAxMzAyMzU5NTIaMIHDMQswCQYD
VQQGEwWJHUIEOMAWGA 1 UEERMFNTQ2NDAXFTATBgNVBAgQTDFRoZXNzYW xvbmlraTEV
MBMGATUEBXxMMVGhIc3NhbGQuaWipMR8WHQYDVQQIJEXZWYXNpbGVvecyBHZW9yZ2Iv
dSAgQSAXxMRwwGgYDVQQKEXNEaW 1veyBUaGVzc2Fsb25pa2lzMRMWEQYDVQQLEwpQ
ecmVtaXViU TNMMSIwWIAYDVQQDExIzbWFydGNpdHkudGhlc3NhbGQuaWipLmdyMIIB
lANBgkghkiG9wOBAQEFAAOCAQ8AMIIBCgKCAQEABOLT5EXnwghsz8né6mEk8O2yq
0Z03q//adiéEwAIDpEqVIXmOW9SBjEdeaeHB+NrFOflyxxWVrNNI59UcF6+gdSfC
c34yPijinfhEAIZkiRmbhiCMn4KX6+GzRrO+23uXobBOelHceNFudO3INf1Ax1RpQ
LhKMGS6BD+WvAaY 1c4IVKJeZrI3nUBn5az2T+gnikQSCHcLWIBNISpIm4ANSTZWMM
iEH/MPAo /SbPn8UOPidde+fijgmnusOZji6KGJIWhOEZCdIhI5QdUXbZC8venCplph
GzpkGudIEv5Erbe7 q9h3Alelar kg1 MUV 8e2A9Pcxv7 OH45xALEyKEW GRvIsfQID
AQABOo4ICAJCCAf4wHWYDVROjBBgwFoAUmMmvMr2s+1T7YvuyplSCoStxtCwSQwHQYD
VROOBBYEFDQJjsTyPFRob2memIRKJ /CVrUjwMA4GA1UdDwWEB /wQEAWIFoDAMBgNV
HRMBAfS8EAJAAMBOGATUdJQQWMBQGCCsGAQUFBwMBBggrBgEFBQcDA[BQBgNVHSAE
STBHMDsGDCsGAQQBs|EBAgEDBDArMCkGCCsGAQUFBwIBFh1odHRwczovL3NIY3Vy
ZS5ib21vZG8uY29tLONQUzAIBgZngQwBAgIlwWgYDVROfBFMwUTBPoE2gS4ZJaHRO
cDovL2NybC5ib21vZG9jYS5ib20vQO9NTORPUINBT3InYW 5pemFOaWQuVmFsaWRh
dGIvbINIY3VyZVNIenZIckNBLmNybDCBiwYIKwYBBQUHAQEEfzB9MFUGCCsGAQUF
BzAChklodHRwQi8vY 3JOLmNvbW 9kb2NhLmNvbS?DTO 1 PREQSUOFPcmdhbmléYXRp
b25WYWxpZGFOaW9uU2VidXJIU2VydmVyQOEuY3JOMCQGCCsGAQUFBzABhhhodHRw
Oi8vb2NzcC5ijb21vZGiYS5b20wQwYDVRORBDwWwOolZc2 1henRjaXR5LnRoZXNz

YW xvbmlraS5ncoldd3d3LnNtYXJ0Y2l0eS50aGVzc2Fsb25pa2kuZ3IwDQY JKoZI
hveNAQELBQADggEBALHGTOUHfETgKvnMtcEYKemO07cgAQA5V052Y JCFXmjuGUJrg
CpmSudrJI3RS1wlpké6CVyWOwY 14P563yRUFfrSm8ZKLEIY 8zhGcfipcqlUQbN8cix
zVcE8FJdRmvdI6SLb419YKkT8nMGqZlaZNFg2Dge 342ukobz0OvolC23Eb+9Sqc8k)
6tUJNVeRglOls6cMJujARhkwxq8OvRkvzbnT8mWré63QSuPFDYEMno /kfGlIdgM2i
3P1516Pq6g40QZQCO8+aaq43mHQEM2slabDo+3sbz /niaShEnOiY WhKTUNhrWiwX
k5gn2s0SVX51M/vrBZR3cUrzXWL6Dzpk+pG4owQ=

----- END CERTIFICATE-----\" >> /etc/ssl/certs/smaricity_thessaloniki_gr.crt"

sudo touch /etc/ssl/certs/smartcity_thessaloniki_gr.ca-bundle
sudo chmod 0660 /etc/ssl/certs /smartcity_thessaloniki_gr.ca-bundle

sudo sh -c "echo \"-----BEGIN CERTIFICATE-----
MIIGD{CCA /agAwIBAgIQNoJef7 WkgZN+9tFza7k8pjANBgkqhkiG9wOBAQwWFADCB
hTELMAKGA1UEBhMCROIxGzAZBgNVBAgTEKdyZWFOZXIgTWFuY 2hlc3RIGEQMA4G
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ATUEBxMHU2FsZm9yZDEaMBgGA 1UEChMRQOPNTORPIENBIExpbWI0OZW QxKzApBgNV
BAMTIKNPTUQETYBSUOEgQ2VydGImaWNhdGlvbiBBdXRob3JpdHkwHhcNMTQwWM|Ey
MDAwWMDAWWhcNMjkwMExMiMTOTUS5W|CBIIEELMAKGA 1 UEBhMCROIxGzAZBgNVBAQT
EkdyZWFOZXIgTWFuY 2hlc3RIGGEQMA4GATUEBXMHU2FsZm9yZDEaMBgGA 1UEChMR
QO9NTORPIENBIExpbWIOZWQxPDA6BgNVBAMTMONPTUQETYBSUOEgT3JInYW 5pemFO
aWOUIFZhbGIkYXRpb24gU2VidXJIIFNIenZIciBDQTCCASIWDQY JKoZIhveNAQEB
BQADggEPADCCAQoCggEBALKU2YXyQURX /zBEHtw8RKMXuG4B+KNfwgkhHc529Ozz
iKkJMjyxi20OkPic284 /50GYuB5dBjOum3cNfnnM8580gDUP8MgXPwS51ZUgFOBOW
MW205cYy1Bu8n32W /JiXT/{OWFb440W +kRiC5lq+r81SN1GHTx6Xwegérvn/RuRl
Pz/DR4MvzLhCXil1+91porl1LwKY TIfWGo8hJi5hjYA3JIUjCkjBIRrFKGNQRCJX6t
pO5LEkAAechoXG+fob6R4ESGUPQsOvkUUI8 /rddf20PG8RW xevKEy7PNYeEloCzoB
dvDFoJ7BaXDejOumed /ydrbjDxN8GDuxUW xqlDnOnmkCAWEAAaOCAWUwggFhMB8G
A1TUdIwQYMBaAFLuvfgl9+qbxPISOre44mOzZMjLUMBOGA1UdDgQWBBSa8yvaz61P
ti+7KkhIKhK3GOLBJDAOBgNVHQ8BATSEBAMCAYYWEgYDVROTAQH /BAgwBgEB /wIB
ADAdBgNVHSUEF{AUBggrBgEFBQcDAQYIKwYBBQUHAWIwWGwYDVROgBBQWEAGBgRV
HSAAMAgGBmeBDAECABMBgNVHRBERTBDMEG gP6APhjtodHRWOIi8vY 3JsLmNvbW 9k
b2NhLmNvbS9DTO1PREQSUOFDZXJ0aWZpY2F0aWuQXV0aG9yaXR5LmNybDBxBggr
BgEFBQcBAQRIMGMwWOWYIKwYBBQUHMAKGL2hOdHA6LY9jenQuY29tb2RvY 2EuY 29t
LONPTUQET1JTQUFkZFRydXNOQOEuY 3JOMCQGCCsGAQUFBzABhhhodHRwQi8vb2Nz
cC5ib21vZG9jYS5ib20wDQY JKoZIhveNAQEMBQADggIBAGmMKNmiaH{tIC+B8z6ar
cTuvYaQ/5GQBSRDTHY /i1e1n055b17 1 CHgf50Ltt9zKVWilpYvgMnFIW JzaglhIR
+kfOUclZeylKpUg1fMWXZuAnJTsVejl1SpH7 pmue4IP6DYwT+yO4Cxlsru3bHUeQ
1dCTaXaROBUO1 xjqfrxrWN4qOZADRARKVtho5fV8aXéefVRLONIGq2dmE1 deiSoX
rS2uvUAOZu2K /1 SOWQHLgeBHuUhFhj62ulOgqxiV5iRxBBJXAEepXK9aOl/qx6RVi
7Epxd/3z0Zza9msAKcUy5 /pObrMapxiXHFinQjZf7BTP+HsO993MiBWamlzI8 SDH
OYZyoRebrrr+bKgyOQB2SXP3PyeHPLbJLfqqkJDJCgmfyWkfBxmpv966+AulgkQW
EH8HwWIAIX3+8MN66zQd5ZFbY //NPnDC7bh5RS+bNvRfExb /IP46xH4pGtwZDb2lt

21 GdRcgK6ROLwMeRvIu2+idKif7wndoTJilsBpA+ixOYoBnW 3dpKSH89D4mdJHIL
DntE/9Q2toN2I1iLFGy4XfdhbTI27d0SPWuHiJeRvsBGAh52HN22r1 xP9QDWnE2p
4)6ijvyxFnlcldNFgZoMOW xtKNclOrcRkND23m9e9Pqki2Z 3ci+bkEAsUhJg+f+1
cC6JmnkJiYEt7Fx4b4GH8fxV

MIIFdDCCBFygAwIBAgIQJ2buVut)846r13Ci/ITeljANBgkghkiG9wOBAQwFADBY
MQswCQYDVQQGEwWJTRTEUMBIGA 1UEChMLQWRKVHJ1c3QgQUIxJjAkBgNVBAsTHUFk
ZFRydXNOIEV4dGVybmFsIFRUUCBOZXR3b3JrMSIwlIAYDVQQDEXIBZGRUcnVzdCBF
eHRIem5hbCBDQSBSb290MB4XDTAWMDUzMDEWNDgzOFoXDTIwMDUzMDEwWNDgzOFow
gYUxCzAJBgNVBAYTAkdCMRswGQYDVQQIExJHcmVhdGVyIEThbmNoZXNOZXIXEDAO
BgNVBACTB 1 NhbGZvemQxGjAYBgNVBAoTEUNPTUPETYBDQSBMaW 1 pdGVkMSswKQYD
VQQDEyJDTO1PRE8gUINBIENIcnRpZmljYXRpb24gQXV0aG9yaXR5MIICIjANBgkq
hkiG9wWOBAQEFAAOCAg8AMIICCgKCAgEAkehUktIKVrGsDSTdxcQEZ3SZKzeif SNw
AHG8U9 /E+ioSj0t /EFa9n3Byt2F /yUsPFé6c947 AEYe7 /EZfHOIY +Cvo+XPmT5iR6
2RRr55yzhaCCenavcZDX7PON+pxs+t+wgvQUfvm+xKYvT3+Zf7X8ZONyvQwA1onr
ayzT7Y+YHBSrfuXjbvzYqOSSINpDa2K4Vf3qwbxstovzDo2a5 JtsaZn4eEgwRdW1
4Q08RWD8MpZRI7 xnw8outmvRsfHIKCxH2XeSAi6pE6p8oNGN4Tr6MyBSENNTnIq

m1y9TBsoilwie7 SrmNnu4FGDwwIGTmO+mfqVFOp8M1dBPITR7 Qu2XK8sYxrfV8g/
vOldxJuvRZnio1oktLgpVij3Pbér/SVi+8K/9LitéTf7uri0Czr56ENCHonYhMsT
8dm74YIgulwoVqwUHZwK53Hrzw7 dPamWoUi9PPeviQOiTMARgexWO /bToulbt7IE
IIKVgJNp6ISMZfGRAY 1 wdALqgi2cVKWISArvX31BqVUa/oKMoYX9wOMOigiwhgkfO
KJwGRXa/ghgntNWutMtQ5mvOTIZxMOmm3xaG4Nj/QN370EKIf6MzOi5cHKERgWPO
GHFrK+ymircxXDpgR+DDeVnWIBqv8mqYqnK8V0rSS527EPywTEHIZRO9XiidnMy /
s1HapOfIFMCAWEAAaOB9DCB8TAfBgNVHSMEGDAW gBStvZh6NLQmM9 /rEJITVA7 3g
JMtUGJAdBgNVHQ4EFgQUU69+Aj36pVvEBhI617iY7Nky MtQwDgYDVROPAQH /BAQD
AgGGMABGA1UJEWEB / wQFMAMBAf8WEQYDVROgBAowCDAGBgRVHSAAMEQGA 1UdHWQ9
MDswOaA30DWGM2h0dHAS6LY 9jemwud XNIenRydXNOLmNvbS9BZGRUenVzdEVAdGVy
bmFsQOFSb290LmNybDA1BggrBgEFBQcBAQQpMCewIJQYIKwYBBQUHMAGGGWhOdHAS
Ly9vY3NwLnVzZXJ0cnVzdC5jb20wDQY JKoZlhveNAQEMBQADggEBAGS /g /FfmoXQ
zbihKVeN6Fr30ek+8nYEbvFScLsePPINDXRqzIGCJdPDoCpdTPW6ib6FixFQIdcfj
Jw5dhHk3QBN39bSsHNAZ7 qxcS1u80GH4ré6XnTq1dFDK80+tDb5VCVilvfhVdpfZLY
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Uspzgb8c8+a4bmYRBbMelC1 /kZW SWFFMzqORcUx8Rww7Cxn20obFshj5cqsQugsv5
B5a6SE2Q8pTIgXOQibwZ7153eovNNVZ96YUWYGGiHXkBrl/V5eu+MtWult29G9Hvx
PUSE2JOAWVrgQSQdso8VYFhH2+9uRvOV 2dIfmrPb2LjkQLPNIzmuhbsdjrzch5vR
pu/x028QOG8=

----- END CERTIFICATE-----\" >> /etc/ssl/certs/smartcity_thessaloniki_gr.ca-bundle"

sudo touch /etc/ssl/private /smaricity.thessaloniki.gr.key
sudo chmod 0640 /etc/ssl/private /smartcity.thessaloniki.gr.key

sudo sh -c "echo \"-----BEGIN RSA PRIVATE KEY-----
MIIEpAIBAAKCAQEA8OLT5EXnwghsz8némEk8O2yqOZ03q//adi6EwAIDpEqQVIxmO
WOSBjEdeaeHB+NrFOflyxxWVrNNI5QUcF6+gdSfCc34yPiinfhEAIZktRmbhiCMn
4KX6+GzRrO+23uXobBOelHceNFudO3INf1 Ax1RpQLhKMGS6BD+WvAaY 1c4IVK]eZ
rI3nUBn5az2T+qnikQSCHcLWIBNJSpIm4N8TZWMMIEH /MPAo /SbPn8UOPidde+f
qmnusOZji6KGIWhOEZCdIh5QdUXbZC8venCpJphGzpkGudIlEv5Erbe7 q9h3Alel
arlkq1 MUV8e2A9Pcxv7 OH45x ALEyKEW GRvIsfQIDAQABAGIBAEROXN1FShYKmw 11
ZAxP+G9RZWeqq5mcezsVgK/J/IERCiNcvUveZoNjO1R1nkpx/J20uBMk/1BXpbqg7
RZZkxbUNFGdv409GqUh3IUziMuryOadVi8ziiS6+abSVrC2k+OjnC+FghrfZY 5gw
PiDRjX5iS+LI8G6rvAEVrGc5GDo0o+CtQbTkX6ekiviINs5qCDYZKYVvKHGCUdLapS
wV4DJzgYkU6FDCpJwAJsU3BOEuakil4Pjnfa6nQf+TxeRowJC1A/pRhv2Y4gmiI5H
IQ8RJBsKx 1f3tXQC5c2T8ING7 gla/sZja9ok9y8EnBG JF5Nvhetse 5XQYo050lary
JqyS6KECgYEA /3hLc5s2nEQTXF8O5mmWZAYb 1 xWrFOU39D5IQ3bUQA7HrD1ze3h
GJ4XUhhVoiB5n7Lxb0Z+h3Mt/6P20iDYAcHWhUMOna /VF4xls2bmJay431WRoylB
IkwyazZhEo/VsDPaREbcTHOy+rO2MK5p7KKZ /K8v8 /7 CSkTCFKkK4SsCgYEA88QM
MjwnOXWBI3ZKWOqcevVuY JEua30vxVpJEQQ5GP8Eu3avobfqYFOWx16x7VdmOKwg+t
2mCkaGkA3KVxa7ZLBjWshpw /WDwhuTSQi5benyinQcaaNWQOvDIkRAkSgwy 3DzMFx
T+4INBZkcuxup4rVXdzfGINrGXYd85CQxkQghPcCgYEAzwc3bgpcqSpp34SxGHx8
zMhQ5P4ZpzkPj4mUmPxPvUblokiaCjY6cmé7S2Y 5D2TISOWCaEDijPYEUuUXQgMe
id4XAoejMpgpv5mhWU+MNv/QGfOINWF588jwGv5lkHhLna2HtkkOglcyyAQXIOBU
ytXColl//OV50ilyffe3v10CgYAetGAQ59DgKmNTV7ZiilLJ60K|t7 4 /SDKTBAOCS
khg+XVsyJ2i80TH3qriDr/OVY|DLtuvgKPIskKViJZi+xxpoNMIdYLpG 1HolT3fx
1YtWBghB2IfPYsC9z0q8LWbOijvit1 jWIKugWwodOjod 1 pSAxHYQgoa+02I71cg06
XBR4iwKBgQCIWqA4)Y6ifMGUg67 ppTTOG 18uy8PItlJ6CkgKMx6mOzK7ljJkiUAV
6+4i8xKhFsGxwAHROUTSb1T7j2gi08uq4Ule//0SUONgMdZuqCpw8cHVe+d5gMpT
3d6iv03lwal7TZ33DwalfKIC4riwURZEq9SNKHWeB8I3bv7sfwKplw==

----- END RSA PRIVATE KEY-----\" >> /etc/ssl/private /smartcity.thessaloniki.gr.key"

sudo sed -i 's/Group ${APACHE_RUN_GROUP}/Group  ${APACHE_RUN_GROUP}\nServerName
smartcity.thessaloniki.gr/g' /etc/apache2/apache2.conf
sudo echo 'Header always append X-Frame-Options SAMEORIGIN' >> /etc/apache2/apache?2.conf

sudo rm -f /etc/apache?2/sites-available /000-default.conf
sudo touch /etc/apache?2/sites-available /000-default.conf
sudo chmod 0644 /etc/apache?2/sites-available /000-default.conf
sudo cat << EOF > /etc/apache?2/sites-available /000-default.conf
<VirtualHost *:80>
# The ServerName directive sets the request scheme, hostname and port that
# the server uses to identify itself. This is used when creating
# redirection URLs. In the context of virtual hosts, the ServerName
# specifies what hostname must appear in the request's Host: header to
# match this virtual host. For the default virtual host (this file) this
# value is not decisive as it is used as a last resort host regardless.
# However, you must set it for any further virtual host explicitly.
ServerName smartcity.thessaloniki.com

ServerAdmin webmaster@localhost
DocumentRoot /var/www /html
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#Redirect permanent / https://smartcity.thessaloniki.gr/

# Available loglevels: trace8, ..., trace1, debug, info, notice, warn,
# error, crit, alert, emerg.

# It is also possible to configure the loglevel for particular

# modules, e.g.

#Loglevel info ssl:warn

ErrorLog \${APACHE_LOG_DIR}/error.log
CustomLog \${APACHE_LOG_DIR}/access.log combined

# For most configuration files from conf-available/, which are
# enabled or disabled at a global level, it is possible to
# include a line for only one particular virtual host. For example the
# following line enables the CGI configuration for this host only
# after it has been globally disabled with \"a2disconf\".
#Include conf-available/serve-cgi-bin.conf
<Directory /var/www /html/virtual-city-market>
Options FollowSymlLinks
AllowOverride All
</Directory>
<Directory /var/www /html/crowd-funding>
Options FollowSymlLinks
AllowOverride All
</Directory>
</VirtualHost>

# vim: syntax=apache ts=4 sw=4 sts=4 sr noet
EOF

sudo rm -f /etc/apache2 /sites-available /vem-ssl.conf
sudo touch /etc/apache2 /sites-available /vem-ssl.conf
sudo chmod 0644 /etc/apache? /sites-available /vem-ssl.conf
sudo cat << EOF > /etc/apache?2/sites-available /vem-ssl.conf
<IfModule mod_ssl.c>
#LoadModule ssl_module modules/mod_ssl.so
<VirtualHost _default_:443>
# <VirtualHost *:443>
ServerAdmin webmaster@localhost
ServerName smartcity.thessaloniki.gr
DocumentRoot /var/www /html
ErrorLog \${APACHE_LOG_DIR}/vcm-ssl-error.log
CustomLog \${APACHE_LOG_DIR}/vcm-ssl-access.log combined

<Directory /var/www /html/virtual-city-market>
Options FollowSymlLinks

AllowOverride All

</Directory>

<Directory /var/www /html/crowd-funding>
Options FollowSymlLinks
AllowOverride All

</Directory>

SSLEngine on
SSLCertificateFile /etc/ssl/certs/smartcity_thessaloniki_gr.crt

SSLCertificateKeyFile /etc/ssl/private /smartcity.thessaloniki.gr.key
SSLCertificateChainFile /etc/ssl/certs/smartcity_thessaloniki_gr.ca-bundle
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#This is needed to guard against POODLE
SSLProtocol all -SSLv2 -SSLv3

# These are needed for Disabling TLS 1.0 Compression and Weak Ciphers
SSLHonorCipherOrder On
SSLCipherSuite
ECDH+AESGCM:DH+AESGCM:ECDH+AES256:DH+AES256:ECDH+AES1 28:DH+AES:ECDH+3DES:DH+3DES:
RSA+AESGCM:RSA+AES:RSA+3DES:IaNULL:IMD5
SSLCompression Off

BrowserMatch "MSIE [2-6]"
nokeepalive ssl-unclean-shutdown
downgrade-1.0 force-response-1.0
BrowserMatch "MSIE [17-9]" ssl-unclean-shutdown

</VirtualHost>
</IfModule>
EOF

# Create simlinks

#sudo In -sf /etc/apache?2/sites-available /000-default.conf /etc/apache2 /sites-enabled /000-default.conf
sudo In -sf /etc/apache?2 /sites-available /000-default.conf /etc/apache2 /sites-enabled /000-default.conf
sudo In -sf /etc/apache2 /sites-available /vem-ssl.conf /etc/apache?2 /sites-enabled /vem-ssl.conf

cd /etc/apache?2/sites-available

sudo a2ensite vem-ssl.conf

sudo a2enmod headers

# Restart ssh service

sudo restart ssh

# Restart apache

sudo service apache? restart

Table 21: cert_setup.sh
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