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Executive Summary 
Surfing Towards the Opportunity of Real Migration to Cloud-based public Services (STORM 

CLOUDS) is a project partially funded by the European Commission within the 7th Framework 

Program in the context of the CIP Programme (Grant Agreement No. 621089). 

The project aims to define useful guidelines on how to address the process of moving towards a 

cloud-based solution for Public Authorities and policy makers. These guidelines will be prepared 

based on direct experimentation in at least 4 European cities, creating a set of relevant use cases 

and best practices. 

Work Package 3 (WP3) of the STORM CLOUDS project aims to adapt the selected services and to 

integrate them to the STORM CLOUDS Platform (SCP) infrastructure created in WP2, while at the 

same time create the tools and procedures to facilitate services migration to the cloud. Once 

applications are successfully tested in the private cloud infrastructure they will be deployed in the 

pilot cities public cloud infrastructure. 

In this third iterative deliverable release, we address: 

 Deployment of services in the 3rd innovation/cloudification cycle. 

 Identified multilingual issues that resulted in services modifications. 

 A number of critical security issues that were identified during vulnerability analysis. 

Regarding data protection the procedure and tools presented in D3.1.2 were used resulting in the 

implementation of a backup scheme similar to the one already described and implemented in 

D3.1.2. 

Technical details regarding the adaptation of the services and integration to the cloud 

infrastructure are provided in the Annexes. 

The document is organized into the following sections: 

Section 2 – Multilingualism: it describes the tools and the procedure required to support 

multilingual content in the selected applications, offering a clear methodology on how interested 

cities can deploy selected services in their native language. 

Section 3 – Security: it describes the necessary modifications to the services in order to address a 

number of security vulnerabilities that were detected in the applications prior to cloudification, 

such as transport layer vulnerabilities, web applications authentication vulnerabilities and 

application specific security issues. 

Section 4 – Summary and conclusions 

At the time of writing, adaptation of new services and integration into the private cloud 

infrastructure (hosted on physical infrastructure housed at Hewlett Packard's premises used by 

project participants for development and testing purposes) used the same adaptation procedure 

and tools described in [2] section 2. Similarly, the same data protection and automation procedure 

and tools described in [3] section 3 and 4 respectively were used. 
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1 Introduction 
During the 3rd innovation cycle we have successfully cloudified the “TiMi” application from Miskolc 

that enables citizens to report local problems such as illegal trash dumping, non-working street 

lights, broken tiles on sidewalks and illegal advertising boards. 

At the same time applications cloudified during the previous innovation cycles, namely “Have Your 

Say” from Agueda, “Live the City” from Valladolid were updated in order to address issues related 

to multilingual content support. 

Meanwhile previsouly cloudified applications were launched in other municipalities: 

1. “Have Your Say” from Agueda was launched for Thessaloniki; 

2. “Live the City” from Valladolid was launched for Thessaloniki and  

3. “Virtual City Market” from Thessaloniki was launched for Valladolid.  

As a result applications have: 

 Updated installation/configuration scripts to include the necessary security modifications; 

 Updated configuration scripts to include the necessary software modules for supporting 

the backup strategy; 

 New deployment scripts that take advantage of the latest automation features that the SCP 

offers. 
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2 Multilingualism 
In order to enable service migration to other interested cities worldwide multilinguality is a critical 

feature of the STORM CLOUDS Platform (SCP).  

As the selected applications adhere to best practices in internationalising software our possibilities 

for creating a consolidated portfolio of validated cloud applications are increased.  

2.1 Procedure 

The main steps needed for translating the user interfaces of the services are presented below. 

Step 1: Ensure that applications use resource files. Before we start the translation process we must 

ensure that the translatable text is separated from the code. To achieve this, application 

developers should use resource files, like a ResW or ResJSON file, that take the text out of the 

code. 

Step 2: Provide required translations. In this step we update or create new resource files that 

contain the translatable texts in the targeted language. For this to be successful guidance from the 

application owner is required. Once the required UI elements are translated the files should be 

uploaded on the VM hosting the application.  

In case that the application is based on existing Context Management System (CMS) like Drupal, 

Wordpress or Joomla we should use the built-in functionallity for translating strings or the built-in 

functionallity for exporting/importing translation strings. Here we should note that the application 

should originally be created in English in order to provide the translation strings, otherwise prior 

to cloudification the application owner should translate it first to English, thus introducing an 

additional step. 

Additionally if the application uses template files for creating and sending email messages these 

should be translated as well. 

Step 3: Validation. Validation of the translation process in STORM CLOUDS is made in collaboration 

with the municipalities and the application owners and includes functional tests in order to ensure 

that the deployed application is displayed and performs as designed. 

2.2 Tools 

The tools needed in order to facilitate the automation procedure are: 

1. An OpenVPN client1 installed on the client machine used for the automation procedure, in 

order to access the cloud environment; 

2. Windows Notepad++2 (or any text processor) installed on the client machine used for 

translating the required strings. 

                                                

 

1 Available at https://openvpn.net/index.php/open-source/downloads.html  

https://openvpn.net/index.php/open-source/downloads.html
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Figure 1: Multilingualism tools 

 

                                                                                                                                                            

 

2 Available at https://notepad-plus-plus.org/download/v6.9.2.html  

https://notepad-plus-plus.org/download/v6.9.2.html
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3 Security 
The OWASP web application penetration testing methodology and the penetration testing tools 

already presented in [4] were used in order to identify critical security issues, resulting in services 

modifications in order to address them. 

3.1 Municipality of Thessaloniki 

3.1.1 Compliance at a Glance (City Branding) 

This section of the report is a summary and lists the number of alerts found according to 

individual compliance/risk categories: 

OWASP Security Risks Categories Total number of alerts 

A1-Injection  

1 (SQL Injection) 

7 (Buffer Overflow) 

5 (Format String Error) 

A2-Broken Authentication and Session 

Management  

58 (Cookie set without HttpOnly flag) 

90 (Cookie set without secure flag) 

2 (Password Autocomplete in browser) 

124 (Incomplete or No Cache-control and 

Pragma HTTP Header Set) 

A3-Cross-Site Scripting (XSS) 

2 (Cross Site Scripting (Reflected)) 

20 (Cross-Domain JavaScript Source File 

Inclusion) 

135 (Web Browser XSS Protection Not Enabled) 

A4-Insecure Direct Object References 4 (Directory listing) 

A5-Security Misconfiguration 135 (X-Content-Type-Options Header Missing) 

A6-Sensitive Data Exposure 93 (Private IP Disclosure) 

A7-Missing Function Level Access Control  No alerts in this category 

A8-Cross-Site Request Forgery (CSRF)  No alerts in this category 

A9-Using Components with Known 

Vulnerabilities 
 No alerts in this category 

A10-Unvalidated Redirects and Forward 135 (X-Frame-Options Header Not Set) 

Table 3-1: Thessaloniki (City Branding) Compliance at a Glance 
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Figure 3-1: OWASP ZAP Compliance at a Glance – Thessaloniki (City Branding) 

 

Figure 3-2: Vega Compliance at a Glance – Thessaloniki (City Branding) 

 



D3.1.3 - Deployment of the services in the Cloud Infrastructure Version 1.0 

© STORM CLOUDS 2016  Page 15 of 119 

 

 

 

Figure 3-3: Qualys Secure Seal – Thessaloniki (City Branding) 

3.1.2 Compliance According to Categories: A Detailed Report (City Branding) 

3.1.2.1 (A1) Injection 

Total number of alerts in this category: 13 

Alerts in this category 

SQL Injection 

Risk: High 

Injection flaws, such as SQL, OS, and LDAP injection occur when untrusted data is sent to an 

interpreter as part of a command or query. The attacker's hostile data can trick the interpreter 

into executing unintended commands or accessing data without proper authorization. 

 

Reference: https://www.owasp.org/index.php/SQL_Injection  

https://www.owasp.org/index.php/SQL_Injection_Prevention_Cheat_Sheet  

https://www.owasp.org/index.php/Top_10_2013-A1-Injection  

Buffer Overflow 

Risk: Low 

Buffer overflow errors are characterized by the overwriting of memory spaces of the background 

web process, which should have never been modified intentionally or unintentionally. 

Overwriting values of the IP (Instruction Pointer), BP (Base Pointer) and other registers causes 

exceptions, segmentation faults, and other process errors to occur. Usually these errors end 

execution of the application in an unexpected way. 

 

Solution: Rewrite the background program using proper return length checking.  This will 

require a recompile of the background executable. 

 

Reference: https://www.owasp.org/index.php/Buffer_overflow_attack  

Format String Error 

https://www.owasp.org/index.php/SQL_Injection
https://www.owasp.org/index.php/SQL_Injection_Prevention_Cheat_Sheet
https://www.owasp.org/index.php/Top_10_2013-A1-Injection
https://www.owasp.org/index.php/Buffer_overflow_attack
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Risk: Low 

A Format String error occurs when the submitted data of an input string is evaluated as a 

command by the application. 

 

Solution: Rewrite the background program using proper deletion of bad character strings.  This 

will require a recompile of the background executable. 

 

Reference: https://www.owasp.org/index.php/Format_string_attack   

 

3.1.2.2 (A2) Broken Authentication and Session Management 

Total number of alerts in this category: 274 

Alerts in this category 

Cookie set without HttpOnly flag 

Risk: Low 

A cookie has been set without the HttpOnly flag, which means that the cookie can be accessed 

by JavaScript. If a malicious script can be run on this page then the cookie will be accessible and 

can be transmitted to another site. If this is a session cookie then session hijacking may be 

possible. 

 

Solution: Ensure that the HttpOnly flag is set for all cookies. 

 

Reference: https://www.owasp.org/index.php/HttpOnly  

Cookie set without secure flag 

Risk: Low 

A cookie has been set without the secure flag, which means that the cookie can be accessed via 

unencrypted connections. 

 

Solution: Whenever a cookie contains sensitive information or is a session token, then it should 

always be passed using an encrypted tunnel. Ensure that the secure flag is set for cookies 

containing such sensitive information. 

 

Reference: https://www.owasp.org/index.php/Testing_for_cookies_attributes_(OTG-SESS-002)  

Password Autocomplete in browser 

Risk: Low 

AUTOCOMPLETE attribute is not disabled in HTML FORM/INPUT element containing password 

type input.  Passwords may be stored in browsers and retrieved. 

 

Solution: Turn off AUTOCOMPLETE attribute in form or individual input elements containing 

https://www.owasp.org/index.php/Format_string_attack
https://www.owasp.org/index.php/HttpOnly
https://www.owasp.org/index.php/Testing_for_cookies_attributes_(OTG-SESS-002)
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password by using AUTOCOMPLETE='OFF'. 

 

Reference: 

https://www.owasp.org/index.php/Testing_for_Vulnerable_Remember_Password_(OTG-AUTHN-

005)  

Incomplete or No Cache-control and Pragma HTTP Header Set 

Risk: Low 

The cache-control and pragma HTTP header have not been set properly or are missing allowing 

the browser and proxies to cache content. 

 

Solution: Whenever possible ensure the cache-control HTTP header is set with no-cache, no-

store, must-revalidate, private; and that the pragma HTTP header is set with no-cache. 

 

Reference: 

https://www.owasp.org/index.php/Session_Management_Cheat_Sheet#Web_Content_Caching  

https://www.owasp.org/index.php/Testing_for_Browser_cache_weakness_(OTG-AUTHN-006)  

 

 

 

 

3.1.2.3 (A3) Cross-Site Scripting (XSS) 

Total number of alerts in this category: 157 

Alerts in this category 

Cross Site Scripting (Reflected) 

Risk: High 

Cross site scripting (also referred to as XSS) is a vulnerability that allows an attacker to send 

malicious code (usually in the form of JavaScript) to another user. Because a browser cannot 

know if the script should be trusted or not, it will execute the script in the user context allowing 

the attacker to access any cookies or session tokens retained by the browser. 

 

Solution: Use a vetted library or framework, such as Microsoft's Anti-XSS library, the OWASP 

ESAPI Encoding module, and Apache Wicket, that does not allow this weakness to occur or 

provides constructs that make this weakness easier to avoid. 

For every page generated, use and specify a character encoding such as ISO-8859-1 or UTF-8. 

When performing input validation, consider all potentially relevant properties, including length, 

type of input, the full range of acceptable values, missing or extra inputs, syntax, consistency 

across related fields, and conformance to business rules. 

 

Reference: 

https://www.owasp.org/index.php/Testing_for_Vulnerable_Remember_Password_(OTG-AUTHN-005)
https://www.owasp.org/index.php/Testing_for_Vulnerable_Remember_Password_(OTG-AUTHN-005)
https://www.owasp.org/index.php/Session_Management_Cheat_Sheet#Web_Content_Caching
https://www.owasp.org/index.php/Testing_for_Browser_cache_weakness_(OTG-AUTHN-006)
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https://www.owasp.org/index.php/Testing_for_Reflected_Cross_site_scripting_(OTG-INPVAL-

001) 

https://www.owasp.org/index.php/Cross-site_Scripting_(XSS)  

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Cheat_Sheet  

 

NOTE: Municipality has confirmed that appropriate source code modifications were successfully 

performed and the risk was removed. 

Cross-Domain JavaScript Source File Inclusion 

Risk: Low 

Pages include one or more script files from a third-party domain. 

 

Solution: Ensure JavaScript source files are loaded from only trusted sources, and the sources 

can't be controlled by end users of the application.  

Web Browser XSS Protection Not Enabled 

Risk: Low 

Web Browser XSS Protection is not enabled, or is disabled by the configuration of the 'X-XSS-

Protection' HTTP response header on the web server. 

 

Solution: Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-Protection 

HTTP response header to '1'. 

 

Reference: 

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Cheat_Sheet   

 

 

 

 

 

 

 

 

3.1.2.4 (A4) Insecure Direct Object References 

Total number of alerts in this category: 4 

Alerts in this category 

Directory listing 

Risk: Medium 

It is possible to view the directory listing.  Directory listing may reveal hidden scripts, include 

https://www.owasp.org/index.php/Testing_for_Reflected_Cross_site_scripting_(OTG-INPVAL-001)
https://www.owasp.org/index.php/Testing_for_Reflected_Cross_site_scripting_(OTG-INPVAL-001)
https://www.owasp.org/index.php/Cross-site_Scripting_(XSS)
https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Cheat_Sheet
https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Cheat_Sheet
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files, backup source files etc. which be accessed to read sensitive information. 

 

Solution: Disable directory browsing.  If this is required, make sure the listed files does not 

induce risks. 

 

Reference: https://www.owasp.org/index.php/Top_10_2013-A5-Security_Misconfiguration  

http://www.thesitewizard.com/apache/prevent-directory-listing-htaccess.shtml  

http://httpd.apache.org/docs/current/mod/core.html#options  

https://wiki.apache.org/httpd/DirectoryListings  

http://www.linuxscrew.com/2008/06/03/faq-how-to-disable-directory-browsing-in-

apachehttpd/  

 

NOTE: Municipality has confirmed that relevant modification to the Apache configuration was 

successfully performed and the risk was removed. 

3.1.2.5 (A5) Security Misconfiguration 

Total number of alerts in this category: 135 

Alerts in this category 

X-Content-Type-Options Header Missing 

Risk: Low 

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to 'nosniff'. This allows 

older versions of Internet Explorer and Chrome to perform MIME-sniffing on the response body, 

potentially causing the response body to be interpreted and displayed as a content type other 

than the declared content type. Current (early 2014) and legacy versions of Firefox will use the 

declared content type (if one is set), rather than performing MIME-sniffing. 

 

Solution: Ensure that the application/web server sets the Content-Type header appropriately, 

and that it sets the X-Content-Type-Options header to 'nosniff' for all web pages. 

 

Reference: https://www.owasp.org/index.php/List_of_useful_HTTP_headers  

https://msdn.microsoft.com/library/gg622941(v=vs.85).aspx  

3.1.2.6 (A6) Sensitive Data Exposure 

Total number of alerts in this category: 93 

Alerts in this category 

Private IP Disclosure 

Risk: Low 

Private IP 10.15.5.226 has been found in the HTTP response body. This information might be 

helpful for further attacks targeting internal systems. 

https://www.owasp.org/index.php/Top_10_2013-A5-Security_Misconfiguration
http://www.thesitewizard.com/apache/prevent-directory-listing-htaccess.shtml
http://httpd.apache.org/docs/current/mod/core.html#options
https://wiki.apache.org/httpd/DirectoryListings
http://www.linuxscrew.com/2008/06/03/faq-how-to-disable-directory-browsing-in-apachehttpd/
http://www.linuxscrew.com/2008/06/03/faq-how-to-disable-directory-browsing-in-apachehttpd/
https://www.owasp.org/index.php/List_of_useful_HTTP_headers
https://msdn.microsoft.com/library/gg622941(v=vs.85).aspx
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Solution: Remove the private IP address from the HTTP response body.  For comments, use 

JSP/ASP comment instead of HTML/JavaScript comment which can be seen by client browsers.  

3.1.2.7 (A7) Missing Function Level Access Control 

No alerts in this category. 

3.1.2.8 (A8) Cross-Site Request Forgery (CSRF) 

No alerts in this category. 

3.1.2.9 (A9) Using Components with Known Vulnerabilities 

No alerts in this category. 

3.1.2.10 (A10) Unvalidated Redirects and Forward 

Total number of alerts in this category: 135 

Alerts in this category 

X-Frame-Options Header Not Set 

Risk: Medium 

X-Frame-Options header is not included in the HTTP response to protect against 'ClickJacking' 

attacks. 

 

Solution: Ensure that the X-Frame-Options HTTP header is set on all web pages returned by the 

application. Since we don't expect the page to be framed by other servers, we should use DENY. 

 

Reference: https://www.owasp.org/index.php/Clickjacking_Defense_Cheat_Sheet  

https://www.owasp.org/index.php/Clickjacking  

https://www.owasp.org/index.php/List_of_useful_HTTP_headers   

https://developer.mozilla.org/en-US/docs/Web/HTTP/X-Frame-Options  

 

NOTE: Municipality has confirmed that site configuration was successfully updated by adding: 

Header always append X-Frame-Options SAMEORIGIN and the risk was removed. 

3.2 Ayuntamiento de Valladolid 

3.2.1 Compliance at a Glance (Live the City) 

This section of the report is a summary and lists the number of alerts found according to 

individual compliance/risk categories: 

OWASP Security Risks Categories Total number of alerts 

A1-Injection  1 (Remote OS Command Injection) 

A2-Broken Authentication and Session 63 (Incomplete or No Cache-control and 

https://www.owasp.org/index.php/Clickjacking_Defense_Cheat_Sheet
https://www.owasp.org/index.php/Clickjacking
https://www.owasp.org/index.php/List_of_useful_HTTP_headers
https://developer.mozilla.org/en-US/docs/Web/HTTP/X-Frame-Options
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Management  Pragma HTTP Header Set) 

4 (Password Autocomplete in browser) 

A3-Cross-Site Scripting (XSS) 

50 (Cross-Domain JavaScript Source File 

Inclusion) 

63 (Web Browser XSS Protection Not Enabled) 

A4-Insecure Direct Object References  No alerts in this category 

A5-Security Misconfiguration 63 (X-Content-Type-Options Header Missing) 

A6-Sensitive Data Exposure 26 (Private IP Disclosure) 

A7-Missing Function Level Access Control  No alerts in this category 

A8-Cross-Site Request Forgery (CSRF)  No alerts in this category 

A9-Using Components with Known 

Vulnerabilities 
 No alerts in this category 

A10-Unvalidated Redirects and Forward 63 (X-Frame-Options Header Not Set) 

Table 3-2: Valladolid (Live the City) Compliance at a Glance 

 

Figure 3-4: OWASP ZAP Compliance at a Glance – Valladolid (Live the City) 
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Figure 3-5: Vega Compliance at a Glance – Valladolid (Live the City) 

 

Figure 3-6: Qualys Secure Seal – Valladolid (Live the City) 

3.2.2 Compliance According to Categories: A Detailed Report (Live the City) 

3.2.2.1 (A1) Injection 

Total number of alerts in this category: 1 

Alerts in this category 

Remote OS Command Injection 

Risk: High 

Attack technique used for unauthorized execution of operating system commands. This attack is 

possible when an application accepts untrusted input to build operating system commands in an 

insecure manner involving improper data sanitization, and/or improper calling of external 

programs. 

 

Solution: If at all possible, use library calls rather than external processes to recreate the desired 

functionality. 
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Run your code in a "jail" or similar sandbox environment that enforces strict boundaries between 

the process and the operating system. This may effectively restrict which files can be accessed 

in a particular directory or which commands can be executed by your software. 

 

OS-level examples include the Unix chroot jail, AppArmor, and SELinux. In general, managed 

code may provide some protection. For example, java.io.FilePermission in the Java 

SecurityManager allows you to specify restrictions on file operations. 

 

This may not be a feasible solution, and it only limits the impact to the operating system; the 

rest of your application may still be subject to compromise. 

 

For any data that will be used to generate a command to be executed, keep as much of that data 

out of external control as possible. For example, in web applications, this may require storing 

the command locally in the session's state instead of sending it out to the client in a hidden 

form field. 

 

Use a vetted library or framework that does not allow this weakness to occur or provides 

constructs that make this weakness easier to avoid. 

 

For example, consider using the ESAPI Encoding control or a similar tool, library, or framework. 

These will help the programmer encode outputs in a manner less prone to error. 

 

If you need to use dynamically-generated query strings or commands in spite of the risk, 

properly quote arguments and escape any special characters within those arguments. The most 

conservative approach is to escape or filter all characters that do not pass an extremely strict 

whitelist (such as everything that is not alphanumeric or white space). If some special characters 

are still needed, such as white space, wrap each argument in quotes after the escaping/filtering 

step. Be careful of argument injection. 

 

If the program to be executed allows arguments to be specified within an input file or from 

standard input, then consider using that mode to pass arguments instead of the command line. 

 

If available, use structured mechanisms that automatically enforce the separation between data 

and code. These mechanisms may be able to provide the relevant quoting, encoding, and 

validation automatically, instead of relying on the developer to provide this capability at every 

point where output is generated. 

 

Some languages offer multiple functions that can be used to invoke commands. Where possible, 

identify any function that invokes a command shell using a single string, and replace it with a 

function that requires individual arguments. These functions typically perform appropriate 

quoting and filtering of arguments. For example, in C, the system() function accepts a string 

that contains the entire command to be executed, whereas execl(), execve(), and others require 

an array of strings, one for each argument. In Windows, CreateProcess() only accepts one 



Version 1.0  D3.1.3 - Deployment of the services in the Cloud Infrastructure  

Page 24 of 119  © STORM CLOUDS 2016 

 

command at a time. In Perl, if system() is provided with an array of arguments, then it will quote 

each of the arguments. 

 

Assume all input is malicious. Use an "accept known good" input validation strategy, i.e., use a 

whitelist of acceptable inputs that strictly conform to specifications. Reject any input that does 

not strictly conform to specifications, or transform it into something that does. Do not rely 

exclusively on looking for malicious or malformed inputs (i.e., do not rely on a blacklist). 

However, blacklists can be useful for detecting potential attacks or determining which inputs are 

so malformed that they should be rejected outright. 

 

When performing input validation, consider all potentially relevant properties, including length, 

type of input, the full range of acceptable values, missing or extra inputs, syntax, consistency 

across related fields, and conformance to business rules. As an example of business rule logic, 

"boat" may be syntactically valid because it only contains alphanumeric characters, but it is not 

valid if you are expecting colours such as "red" or "blue." 

 

When constructing OS command strings, use stringent whitelists that limit the character set 

based on the expected value of the parameter in the request. This will indirectly limit the scope 

of an attack, but this technique is less important than proper output encoding and escaping. 

 

Note that proper output encoding, escaping, and quoting is the most effective solution for 

preventing OS command injection, although input validation may provide some defence-in-

depth. This is because it effectively limits what will appear in output. Input validation will not 

always prevent OS command injection, especially if you are required to support free-form text 

fields that could contain arbitrary characters. For example, when invoking a mail program, you 

might need to allow the subject field to contain otherwise-dangerous inputs like ";" and ">" 

characters, which would need to be escaped or otherwise handled. In this case, stripping the 

character might reduce the risk of OS command injection, but it would produce incorrect 

behaviour because the subject field would not be recorded as the user intended. This might 

seem to be a minor inconvenience, but it could be more important when the program relies on 

well-structured subject lines in order to pass messages to other components. 

 

Even if you make a mistake in your validation (such as forgetting one out of 100 input fields), 

appropriate encoding is still likely to protect you from injection-based attacks. As long as it is 

not done in isolation, input validation is still a useful technique, since it may significantly reduce 

your attack surface, allow you to detect some attacks, and provide other security benefits that 

proper encoding does not address. 

 

Reference: http://cwe.mitre.org/data/definitions/78.html  

https://www.owasp.org/index.php/Command_Injection   

 

http://cwe.mitre.org/data/definitions/78.html
https://www.owasp.org/index.php/Command_Injection
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3.2.2.2 (A2) Broken Authentication and Session Management 

Total number of alerts in this category: 67 

Alerts in this category 

Password Autocomplete in browser 

Risk: Low 

AUTOCOMPLETE attribute is not disabled in HTML FORM/INPUT element containing password 

type input.  Passwords may be stored in browsers and retrieved. 

 

Solution: Turn off AUTOCOMPLETE attribute in form or individual input elements containing 

password by using AUTOCOMPLETE='OFF'. 

 

Reference: 

https://www.owasp.org/index.php/Testing_for_Vulnerable_Remember_Password_(OTG-AUTHN-

005)  

Incomplete or No Cache-control and Pragma HTTP Header Set 

Risk: Low 

The cache-control and pragma HTTP header have not been set properly or are missing allowing 

the browser and proxies to cache content. 

 

Solution: Whenever possible ensure the cache-control HTTP header is set with no-cache, no-

store, must-revalidate, private; and that the pragma HTTP header is set with no-cache. 

 

Reference: 

https://www.owasp.org/index.php/Session_Management_Cheat_Sheet#Web_Content_Caching  

https://www.owasp.org/index.php/Testing_for_Browser_cache_weakness_(OTG-AUTHN-006)  

3.2.2.3 (A3) Cross-Site Scripting (XSS) 

Total number of alerts in this category: 113 

Alerts in this category 

Cross-Domain JavaScript Source File Inclusion 

Risk: Low 

Pages include one or more script files from a third-party domain. 

 

Solution: Ensure JavaScript source files are loaded from only trusted sources, and the sources 

can't be controlled by end users of the application.  

Web Browser XSS Protection Not Enabled 

Risk: Low 

Web Browser XSS Protection is not enabled, or is disabled by the configuration of the 'X-XSS-

https://www.owasp.org/index.php/Testing_for_Vulnerable_Remember_Password_(OTG-AUTHN-005)
https://www.owasp.org/index.php/Testing_for_Vulnerable_Remember_Password_(OTG-AUTHN-005)
https://www.owasp.org/index.php/Session_Management_Cheat_Sheet#Web_Content_Caching
https://www.owasp.org/index.php/Testing_for_Browser_cache_weakness_(OTG-AUTHN-006)
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Protection' HTTP response header on the web server. 

 

Solution: Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-Protection 

HTTP response header to '1'. 

 

Reference: 

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Cheat_Sheet   

 

3.2.2.4 (A4) Insecure Direct Object References 

No alerts in this category. 

3.2.2.5 (A5) Security Misconfiguration 

Total number of alerts in this category: 63 

Alerts in this category 

X-Content-Type-Options Header Missing 

Risk: Low 

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to 'nosniff'. This allows 

older versions of Internet Explorer and Chrome to perform MIME-sniffing on the response body, 

potentially causing the response body to be interpreted and displayed as a content type other 

than the declared content type. Current (early 2014) and legacy versions of Firefox will use the 

declared content type (if one is set), rather than performing MIME-sniffing. 

 

Solution: Ensure that the application/web server sets the Content-Type header appropriately, 

and that it sets the X-Content-Type-Options header to 'nosniff' for all web pages. 

 

Reference: https://www.owasp.org/index.php/List_of_useful_HTTP_headers  

https://msdn.microsoft.com/library/gg622941(v=vs.85).aspx  

3.2.2.6 (A6) Sensitive Data Exposure 

Total number of alerts in this category: 26 

Alerts in this category 

Private IP Disclosure 

Risk: Low 

Private IP 10.15.5.226 has been found in the HTTP response body. This information might be 

helpful for further attacks targeting internal systems. 

 

Solution: Remove the private IP address from the HTTP response body.  For comments, use 

JSP/ASP comment instead of HTML/JavaScript comment which can be seen by client browsers.  

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Cheat_Sheet
https://www.owasp.org/index.php/List_of_useful_HTTP_headers
https://msdn.microsoft.com/library/gg622941(v=vs.85).aspx
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3.2.2.7 (A7) Missing Function Level Access Control 

No alerts in this category. 

3.2.2.8 (A8) Cross-Site Request Forgery (CSRF) 

No alerts in this category. 

3.2.2.9 (A9) Using Components with Known Vulnerabilities 

No alerts in this category. 

3.2.2.10 (A10) Unvalidated Redirects and Forward 

Total number of alerts in this category: 63 

Alerts in this category 

X-Frame-Options Header Not Set 

Risk: Medium 

X-Frame-Options header is not included in the HTTP response to protect against 'ClickJacking' 

attacks. 

 

Solution: Ensure that the X-Frame-Options HTTP header is set on all web pages returned by the 

application. Since we don't expect the page to be framed by other servers, we should use DENY. 

 

Reference: https://www.owasp.org/index.php/Clickjacking_Defense_Cheat_Sheet  

https://www.owasp.org/index.php/Clickjacking  

https://www.owasp.org/index.php/List_of_useful_HTTP_headers   

https://developer.mozilla.org/en-US/docs/Web/HTTP/X-Frame-Options  

 

NOTE: Municipality has confirmed that site configuration was successfully updated by adding: 

Header always append X-Frame-Options SAMEORIGIN and the risk was removed. 

 

 

 

 

 

 

3.3 City of Miskolc 

3.3.1 Compliance at a Glance (TiMi) 

This section of the report is a summary and lists the number of alerts found according to 

individual compliance/risk categories: 

https://www.owasp.org/index.php/Clickjacking_Defense_Cheat_Sheet
https://www.owasp.org/index.php/Clickjacking
https://www.owasp.org/index.php/List_of_useful_HTTP_headers
https://developer.mozilla.org/en-US/docs/Web/HTTP/X-Frame-Options
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OWASP Security Risks Categories Total number of alerts 

A1-Injection  

114 (SQL Injection - Oracle) 

124 (Buffer Overflow) 

124 (Format String Error) 

A2-Broken Authentication and Session 

Management  
74 (Password Autocomplete in browser) 

A3-Cross-Site Scripting (XSS) 

16 (Cross-Domain JavaScript Source File 

Inclusion) 

176 (Web Browser XSS Protection Not Enabled) 

A4-Insecure Direct Object References  No alerts in this category 

A5-Security Misconfiguration  No alerts in this category 

A6-Sensitive Data Exposure 82 (Private IP Disclosure) 

A7-Missing Function Level Access Control  No alerts in this category 

A8-Cross-Site Request Forgery (CSRF)  No alerts in this category 

A9-Using Components with Known 

Vulnerabilities 
 No alerts in this category 

A10-Unvalidated Redirects and Forward 176 (X-Frame-Options Header Not Set) 

Table 3-3: Miskolc (TiMi) Compliance at a Glance 

 

Figure 3-7: OWASP ZAP Compliance at a Glance – Miskolc (TiMi) 
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Figure 3-8: Vega Compliance at a Glance – Miskolc (TiMi) 

 

Figure 3-9: Qualys Secure Seal – Miskolc (TiMi) 
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3.3.2 Compliance According to Categories: A Detailed Report (TiMi) 

3.3.2.1 (A1) Injection 

Total number of alerts in this category: 362 

Alerts in this category 

SQL Injection - Oracle 

Risk: High 

Injection flaws, such as SQL, OS, and LDAP injection occur when untrusted data is sent to an 

interpreter as part of a command or query. The attacker's hostile data can trick the interpreter 

into executing unintended commands or accessing data without proper authorization. 

 

Reference: https://www.owasp.org/index.php/SQL_Injection  

https://www.owasp.org/index.php/SQL_Injection_Prevention_Cheat_Sheet  

https://www.owasp.org/index.php/Top_10_2013-A1-Injection  

Buffer Overflow 

Risk: Low 

Buffer overflow errors are characterized by the overwriting of memory spaces of the background 

web process, which should have never been modified intentionally or unintentionally. 

Overwriting values of the IP (Instruction Pointer), BP (Base Pointer) and other registers causes 

exceptions, segmentation faults, and other process errors to occur. Usually these errors end 

execution of the application in an unexpected way. 

 

Solution: Rewrite the background program using proper return length checking.  This will 

require a recompile of the background executable. 

 

Reference: https://www.owasp.org/index.php/Buffer_overflow_attack  

Format String Error 

Risk: Low 

A Format String error occurs when the submitted data of an input string is evaluated as a 

command by the application. 

 

Solution: Rewrite the background program using proper deletion of bad character strings.  This 

will require a recompile of the background executable. 

 

Reference: https://www.owasp.org/index.php/Format_string_attack   

3.3.2.2 (A2) Broken Authentication and Session Management 

Total number of alerts in this category: 74 

Alerts in this category 

https://www.owasp.org/index.php/SQL_Injection
https://www.owasp.org/index.php/SQL_Injection_Prevention_Cheat_Sheet
https://www.owasp.org/index.php/Top_10_2013-A1-Injection
https://www.owasp.org/index.php/Buffer_overflow_attack
https://www.owasp.org/index.php/Format_string_attack
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Password Autocomplete in browser 

Risk: Low 

AUTOCOMPLETE attribute is not disabled in HTML FORM/INPUT element containing password 

type input.  Passwords may be stored in browsers and retrieved. 

 

Solution: Turn off AUTOCOMPLETE attribute in form or individual input elements containing 

password by using AUTOCOMPLETE='OFF'. 

 

Reference: 

https://www.owasp.org/index.php/Testing_for_Vulnerable_Remember_Password_(OTG-AUTHN-

005)  

3.3.2.3 (A3) Cross-Site Scripting (XSS) 

Total number of alerts in this category: 192 

Alerts in this category 

Cross-Domain JavaScript Source File Inclusion 

Risk: Low 

Pages include one or more script files from a third-party domain. 

 

Solution: Ensure JavaScript source files are loaded from only trusted sources, and the sources 

can't be controlled by end users of the application.  

Web Browser XSS Protection Not Enabled 

Risk: Low 

Web Browser XSS Protection is not enabled, or is disabled by the configuration of the 'X-XSS-

Protection' HTTP response header on the web server. 

 

Solution: Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-Protection 

HTTP response header to '1'. 

 

Reference: 

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Cheat_Sheet   

 

3.3.2.4 (A4) Insecure Direct Object References 

No alerts in this category. 

3.3.2.5 (A5) Security Misconfiguration 

No alerts in this category. 

https://www.owasp.org/index.php/Testing_for_Vulnerable_Remember_Password_(OTG-AUTHN-005)
https://www.owasp.org/index.php/Testing_for_Vulnerable_Remember_Password_(OTG-AUTHN-005)
https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Cheat_Sheet
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3.3.2.6 (A6) Sensitive Data Exposure 

Total number of alerts in this category: 82 

Alerts in this category 

Private IP Disclosure 

Risk: Low 

Private IP 10.15.5.226 has been found in the HTTP response body. This information might be 

helpful for further attacks targeting internal systems. 

 

Solution: Remove the private IP address from the HTTP response body.  For comments, use 

JSP/ASP comment instead of HTML/JavaScript comment which can be seen by client browsers.  

3.3.2.7 (A7) Missing Function Level Access Control 

No alerts in this category. 

3.3.2.8 (A8) Cross-Site Request Forgery (CSRF) 

No alerts in this category. 

3.3.2.9 (A9) Using Components with Known Vulnerabilities 

No alerts in this category. 

3.3.2.10 (A10) Unvalidated Redirects and Forward 

Total number of alerts in this category: 176 

Alerts in this category 

X-Frame-Options Header Not Set 

Risk: Medium 

X-Frame-Options header is not included in the HTTP response to protect against 'ClickJacking' 

attacks. 

 

Solution: Ensure that the X-Frame-Options HTTP header is set on all web pages returned by the 

application. Since we don't expect the page to be framed by other servers, we should use DENY. 

 

Reference: https://www.owasp.org/index.php/Clickjacking_Defense_Cheat_Sheet  

https://www.owasp.org/index.php/Clickjacking  

https://www.owasp.org/index.php/List_of_useful_HTTP_headers   

https://developer.mozilla.org/en-US/docs/Web/HTTP/X-Frame-Options  

 

NOTE: Municipality has confirmed that site configuration was successfully updated by adding: 

Header always append X-Frame-Options SAMEORIGIN and the risk was removed. 

 

https://www.owasp.org/index.php/Clickjacking_Defense_Cheat_Sheet
https://www.owasp.org/index.php/Clickjacking
https://www.owasp.org/index.php/List_of_useful_HTTP_headers
https://developer.mozilla.org/en-US/docs/Web/HTTP/X-Frame-Options
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4 Summary and Conclusions 
This document has described the deployment of new services to the cloud infrastructure for 

customization and testing as well as the necessary modifications to the services in order to 

address a number of security vulnerabilities detected in the applications prior to cloudification. In 

addition, we describe the actions performed to safeguard against vulnerabilities coming from 

virtualization technologies. 

The procedure and the tools for operational data backup, required to safeguard important 

information from corruption and/or loss, have also been presented. Using duplicity, the OpenStack 

CLI keystone and OpenStack Swift, we have successfully implemented the designed backup 

strategy.  

Another implemented feature is the automatic transferability of the services to the cloud. Both the 

procedure and the tools required have been discussed in this document, thus constituting a clear 

methodology on how interested cities can automatically deploy selected services and how 

municipalities can re-deploy their services in another CSP. 

For the newly cloudified applications we have described how to use the newly developed SCP 

Database Layer that supports the Active-Passive Cluster high availability database deployment 

model. 

The document is the second of a four issues series aimed describing the steps needed to adapt 

services to the cloud paradigm and the steps needed for replicating these services in the cloud 

infrastructure of the pilot cities. What we have presented in this issue is procedures and 

supporting tools to enable the creation of a generic cloud-based services portfolio. 

In the next release, we will continue with more aspects of the development of the “production 

ready environment” for all cloudified applications. The purpose is that they can all benefit from the 

inclusion of High Availability (Database Clustering) and Monitoring (Zabbix) in the SCP platform. 

Any modifications made to the applications to support new SCP features will also be documented 

including any code refactoring for improving the modularity and reusability of the offered tools. In 

this way, the technical evolution of the tools can be tracked, while, at the same time, capturing the 

“lessons learned” during the cloudification process, which is one of the main objectives of the 

project. 
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Annex A Services Deployment  

A.1 City Of Miskolc 

A.1.1 “TiMi” Application 

A.1.1.1 Installation and configuration commands list 

After installing the VM and configuring the network access (see D3.1.1) we used Putty and issued 

the following list of commands to install and configure the application on the cloud infrastructure: 

$ sudo su 

$ vi /etc/hostname 

and replace with the name of the application, i.e. TiMi 

$vi /etc/hosts 

Here update line 1 with 127.0.0.1 TiMi 

 

$ vi /etc/resolv.conf 

Here update to allow traffic to pass through DNS server with nameserver 10.15.5.22 

$ reboot 

$ apt-get update 

Install all necessary packages: 

$ apt-get install –y apache2 

$ apt-get install php5 -y 

$ apt-get install libapache2-mod-php5 -y 

$ apt-get install php5-mcrypt -y 

$ apt-get install php5-mysql -y 

$ apt-get install php5-cli -y 

$ apt-get install php5-gd -y 

$ apt-get install php5-curl -y 

$ apt-get install libssh2-php -y 

$ apt-get install unzip -y 

$ apt-get install drush -y 

Install MySQL version 5.0 or greater and  

$ apt-get install mysql-server 

During the installation process you will be prompted to enter a password for the MySQL 

root user. Type “mysqlM1sk0lc” for example but make a note on the password as it will 

be needed later.  

If debconf-get-selections isn’t installed install it: 

$ apt-get install debconf-utils 
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otherwise type:  

$ debconf-get-selections | grep mysql-server 

Create the database and the database user on the remote host 

$ mysql -uroot –pmysqlM1sk0lc -e "DROP DATABASE IF EXISTS timi;" 

$ mysql -uroot –pmysqlM1sk0lc -e "CREATE DATABASE timi;" 

$ mysql -uroot –pmysqlM1sk0lc -e "DROP USER timi@'%';" 

$ mysql -uroot –pmysqlM1sk0lc -e "FLUSH PRIVILEGES;" 

$ mysql -uroot –pmysqlM1sk0lc -e "CREATE USER timi@'%' IDENTIFIED BY 'F4UXoIm1yGUHxTIv';" 

$ mysql -uroot –pmysqlM1sk0lc -e "GRANT 

SELECT,INSERT,UPDATE,DELETE,CREATE,DROP,INDEX,ALTER,CREATE TEMPORARY TABLES,LOCK 

TABLES ON $DATABASE_NAME.* TO timi @'%';" 

$ mysql -uroot –pmysqlM1sk0lc -e "FLUSH PRIVILEGES;" 

Update php.ini 

sed -i '/memory_limit/c\memory_limit = 256M' /etc/php5/apache2/php.ini 

sed -i '/max_execution_time/c\max_execution_time = 300' /etc/php5/apache2/php.ini 

sed -i '/post_max_size/c\post_max_size = 16M' /etc/php5/apache2/php.ini 

sed -i '/upload_max_filesize/c\upload_max_filesize = 16M' /etc/php5/apache2/php.ini 

Apache rewrite enable 

$ a2enmod rewrite 

Create the directory structure 

$ mkdir -p /var/www/timi/public_html 

$ chown -R root:root /var/www/timi/public_html 

$ chmod -R 755 /var/www/timi 

Create and enable Virtual Host 

$ cp /etc/apache2/sites-available/000-default.conf /etc/apache2/sites-available/timi.conf 

echo " 

<VirtualHost *:80> 

 ServerAdmin admin@test.com 

 ServerName  timi.miskolc.hu 

 ServerAlias www.timi.miskolc.hu 

 DocumentRoot /var/www/timi/public_html 

 <Directory /var/www/timi/public_html > 

  AllowOverride All 

 </Directory> 

  

 ErrorLog ${APACHE_LOG_DIR}/timi-error.log 

 CustomLog ${APACHE_LOG_DIR}/timi-access.log combined 

</VirtualHost> 
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Enable the newly created Virtual host 

$ a2ensite timi.conf 

Restart apache: $ service apache2 restart 

Git clone the application source files 

$ mkdir /var/www/timi/github 

$ cd /var/www/timi/github 

 

Download the application files from github to the github subfolder (temporary folder) 

$ wget https://github.com/holding-it/timi/archive/master.zip 

 

Download the latest Drupal 7 core files in the Drupal subfolder (temporary folder) with drush 

(Drush is a command-line shell and scripting interface for Drupal) 

$ cd /var/www/timi 

$drush dl drupal-7 --drupal-project-rename=drupal 

 

Copy all filed from Drupal subfolder to the application final folder (public_html)  

$ cp -avr /var/www/timi/drupal/* /var/www/timi/public_html 

$ cp -avr /var/www/timi/drupal/.htaccess /var/www/timi/public_html 

$ cp -avr /var/www/timi/drupal/.gitignore /var/www/timi/public_html 

$ cd /var/www/timi/public_html 

Install the new Drupal 7 and create the database connection (with the specified parameters) 

automatically with drush (Drush is a command-line shell and scripting interface for Drupal 

https://github.com/drush-ops/drush) 

$ drush site-install standard --db-url='mysql://root:mysqlM1sk0lc@localhost:80/timi' --site-

name=Timi --yes 

Remove unnecessary files and folders 

$ rm -rf /var/www/timi/public_html/sites/default/files 

rm -rf /var/www/timi/public_html/sites/all 

Drop all tables from the newly created Drupal database which is currently empty. This step is 

necessary to be able to safely import the application database 

$ drush sql-drop --database=default --yes 

Unzip and copy to their final location the application files and folders. Then clean up 

unnecessary files 

$ cd /var/www/timi/github 

$ unzip /var/www/timi/github/master.zip 

$ mysql -uroot -p mysqlM1sk0lc timi < /var/www/timi/github/timi-master/db/timi.sql 

$ cp -avr /var/www/timi/github/timi-master/all /var/www/timi/public_html/sites 

$ unzip /var/www/timi/public_html/sites/all/libraries.zip -d 

/var/www/timi/public_html/sites/all 

https://github.com/holding-it/timi/archive/master.zip
https://github.com/drush-ops/drush
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$ rm /var/www/timi/public_html/sites/all/libraries.zip 

$ unzip /var/www/timi/public_html/sites/all/modules.zip -d 

/var/www/timi/public_html/sites/all 

$ rm /var/www/timi/public_html/sites/all/modules.zip 

$ unzip /var/www/timi/public_html/sites/all/themes.zip -d 

/var/www/timi/public_html/sites/all 

$ rm /var/www/timi/public_html/sites/all/themes.zip 

$ cp -avr /var/www/timi/github/timi-master/files /var/www/timi/public_html/sites/default 

$ unzip /var/www/timi/public_html/sites/default/files/files.zip -d 

/var/www/timi/public_html/sites/default 

$ rm /var/www/timi/public_html/sites/default/files/files.zip 

$ cp -avr /var/www/timi/github/timi-master/mob /var/www/timi/public_html 

 

$ rm -rf /var/www/timi/github 

$ rm -rf /var/www/timi /var/www/timi/drupal 

Set the necessary folder and file permissions 

$ chmod 644 /var/www/timi/public_html/sites/default/settings.php 

$ chown -R :www-data /var/www/timi/public_html/sites/default/files 

$ chmod -R 775 /var/www/timi/public_html/sites/default/files 

Update the application database and truncate the cache tables with drush 

$ cd /var/www/timi/public_html 

drush updb --yes 

 

Turn off the application maintenance mode with drush 

$ drush vset maintenance_mode 0 --yes 

Table A-1: TiMi Application Deployment 

A.1.1.2 Backup Setup 

A.1.1.2.1 MySQL Database Backup 

Using mysqldump and duplicity we can perform a full back using the following list of commands 

(backup_full.sh). 

#!/bin/bash 

source /home/ubuntu/backup/SCP_duplicity.rc 

 

if [ ! -d /home/ubuntu/backup ]; then 

    mkdir -p /home/ubuntu/backup 

fi 

 

if [ ! -d /home/ubuntu/backup/db ]; then 

    mkdir -p /home/ubuntu/backup/db 
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fi 

 

if [ ! -d /home/ubuntu/backup/db/sql ]; then 

    mkdir -p /home/ubuntu/backup/db/sql 

fi 

cd /home/ubuntu/backup 

 

$(which mysqldump) -uroot -pmysql timi --add-drop-database --lock-tables > 

/home/ubuntu/backup/db/sql/timi.sql 

$(which duplicity) full --encrypt-sign-key=DE6877E3 /home/ubuntu/backup/db/sql/ 

swift://Timi_db 

$(which duplicity) remove-all-but-n-full 3 --force swift://Timi_db 

 

To perform the incremental backup we issue the following list of commands 

(backup_incremental.sh). 

#!/bin/bash 

source /home/ubuntu/backup/SCP_duplicity.rc 

 

if [ ! -d /home/ubuntu/backup ]; then 

    mkdir -p /home/ubuntu/backup 

fi 

 

if [ ! -d /home/ubuntu/backup/db ]; then 

    mkdir -p /home/ubuntu/backup/db 

fi 

 

if [ ! -d /home/ubuntu/backup/db/sql ]; then 

    mkdir -p /home/ubuntu/backup/db/sql 

fi 

cd /home/ubuntu/backup 

 

$(which mysqldump) -uroot -pmysql timi --add-drop-database --lock-tables > 

/home/ubuntu/backup/db/sql/timi.sql 

$(which duplicity) --encrypt-sign-key= DE6877E3 /home/ubuntu/backup/db/sql/ 

swift://Timi_db 

 

To program these two jobs so that we have a full back every Sunday at 04:00 am and incremental 

ones daily at 04:00am we edit crontab: 

$ crontab –e 

And on the editor add: 

00 04 * * 0 /home/ubuntu/backup/backup_full.sh >> /home/ubuntu/backup/backup.log 
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00 04 * * 1-6 /home/ubuntu/backup/backup_incremental.sh >> 

/home/ubuntu/backup/backup.log 

To verify that cron jobs were updated we issue the same list of commands as the one presented in 

A.1.1.2.2 of D3.1.2 

A.1.1.2.2 Application Folders Backup 

The following the list of commands for backing up application specific folders using duplicity. 

$ sudo mkdir /home/ubuntu/backup 

$ cd /home/ubuntu/backup 

$ source /home/ubuntu/backup/SCP_duplicity.rc 

$(which duplicity) --encrypt-sign-key=DE6877E3 /var/www/timi/public_html/sites/default/files / 

swift://Timi_files 
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Annex B Services Validation 

B.1 Ayuntamiento de Valladolid – “Virtual City Market” Application 

Accessing the main page is possible through the private IP at https://10.15.5.213/virtual-city-

market/en/index.html  

 

Figure B-1: Ayuntamiento de Valladolid – Virtual City Market (Spanish version) 

 

Creation of a new user is possible by clicking on the “New user registration” button (red circle): 

 

https://10.15.5.213/virtual-city-market/en/index.html
https://10.15.5.213/virtual-city-market/en/index.html
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Figure B-2: Ayuntamiento de Valladolid – Virtual City Market (Registration page #1) 

 

Figure B-3: Ayuntamiento de Valladolid – Virtual City Market (Registration page #2) 

When a new account is created we are directed to the next screen: 
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Figure B-4: Ayuntamiento de Valladolid – Virtual City Market (Registration Confirmation) 

Activation of a new user account is possible through the link received at the confirmation e-mail 

we have received at the e-mail account entered during registration. 

 

Figure B-5: Ayuntamiento de Valladolid – Virtual City Market (Registration confirmation email) 
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Clicking on the hyperlink results in the next screen. 

 

Figure B-6: Ayuntamiento de Valladolid – Virtual City Market (Account activation page) 

 

Accessing a user’s space is possible after logging in with the provided credentials, as shown 

below. 

 

Figure B-7: Ayuntamiento de Valladolid – Virtual City Market (User home page) 
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B.2 Municipalilty of Thessaloniki – “Live the city” Application 

Accessing the main page is possible through the private IP at http://10.15.5.214 

 

Figure B-8: Municipality of Thessaloniki – Live the city (Greek version) 

Creation of a new user is possible through the registration page shown below: 

 

 

Figure B-9: Municipality of Thessaloniki – Live the city (Registration page) 

When we create a new account we are directed to the next screen 

http://10.15.5.214/ViveValladolid
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Figure B-10: Municipality of Thessaloniki – Live the city (Registration Confirmation) 

Activation of the new user account is possible through the link found at the confirmation e-mail 

received at the e-mail account entered during registration. 
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Figure B-11: Municipality of Thessaloniki – Live the city (Registration confirmation email) 

Clicking on the activation link brings us here: 

 

Figure B-12: Municipality of Thessaloniki – Live the city (Password re-setting) 
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Figure B-13: Municipality of Thessaloniki – Live the city (Password re-setting) 

After successfully setting the login credentials we are presented with the following page 

 

Figure B-14: Municipality of Thessaloniki – Live the city (User home page) 

Selecting an event to see is quite. By clicking on the icons presented on the screen we are re-

directed to the relevant event, as shown below: 

 

Figure B-15: Municipality of Thessaloniki – Live the city (Event details) 
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B.3 Municipalilty of Thessaloniki – “Have Your Say” Application 

Accessing the main page is possible through the private IP at http://10.15.5.215/haveyoursay/ 

 

Figure B-16: Municipality of Thessaloniki – Have Your Say (Main Page) 

Clicking on the “Εκκίνηση συνεδρίας” button leads us to the next screen where the user is prompted to 

enter her/his credentials: 

 

Figure B-17: Municipality of Thessaloniki – Have Your Say (Login Page) 

http://10.15.5.215/haveyoursay/
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Once the right credentials are given the user is presented with the next screen: 

 

Figure B-18: Municipality of Thessaloniki – Have Your Say (Plans under discussion) 

Clicking on the “Είσοδος” button we are dirrected to the next screen, where we see the plan under 

discussion description: 
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Figure B-19: Municipality of Thessaloniki – Have Your Say (Plan under discussion) 

 

Clicking on the “Κανόνες συμμετοχής” button we are dirrected to the next screen, where we see the 

plan under discussion participation rules: 

 

Figure B-20: Municipality of Thessaloniki – Have Your Say (Plan under discussion – Participation 

Rules) 

Clicking on the “Συζητήστε τι σχέδιο” button leads us to the next screen: 

 

Figure B-21: Municipality of Thessaloniki – Have Your Say (Details of the plan under discussion) 
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From the project main screen a user can create/request for a new account by clicking on the “Νέος 

χρήστης” button as shown bellow: 

 

Figure B-22: Municipality of Thessaloniki – Have Your Say (Create new user, main page option) 

 

Clicking on the “Νέος χρήστης” button leads us to the next screen, where users are requested to add 

their email, name/surname and password: 

 

Figure B-23: Municipality of Thessaloniki – Have Your Say (Registration) 

After pressing the “Εγγραφή” button we see a confirmation message of our newly created account. 
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Figure B-24: Municipality of Thessaloniki – Have Your Say (Registration Confirmation) 

If we then open our email client we will see that we have received an e-mail confirmation message 

from the application, prompting us to click to the email hypelink in order to activate our account.  

Clicking on the “Εκκίνηση συνεδρίας” button from the main screen leads us to the next screen where 

we can login to our newly created account. Here we put our e-mail and password and press 

“Σύνδεση” button. 
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Figure B-25: Municipality of Thessaloniki – Have Your Say (User Login) 

The default home screen after logging in is as follows: 

 

Figure B-26: Municipality of Thessaloniki – Have Your Say (User Account Page) 

As before user navigates to the available plans under discussion and selects the one of interest. 
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Figure B-27: Municipality of Thessaloniki – Have Your Say (Details of the plan under discussion) 

Pressing the drop down arrow on the top-right of the screen next to the user name (Alkis in this 

example) presents us with the following options. 

 

 

Figure B-28: Municipality of Thessaloniki – Have Your Say (User Account Options) 

Clicking on the “Τελευταία πρόσβαση” brings us to the next screen with information on when we last 

accessed the application. 

 

Figure B-29: Municipality of Thessaloniki – Have Your Say (User Account Options – Last Access) 

Clicking on the “Προφίλ” brings us to the next screen where the account personal information is 

displayed. 
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Figure B-30: Municipality of Thessaloniki – Have Your Say (User Account Options – Profile 

information) 

If our account is an administration account we can see the user account options have more entries, 

for managing users and groups, GIS layers and plans under discussion: 

 

Figure B-31: Municipality of Thessaloniki – Have Your Say (Administrator User Account Options) 

Clicking on the “Θέματα και προωθητές” shows tha current plans under discussion, as shown bello: 
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Figure B-32: Municipality of Thessaloniki – Have Your Say (Organizations and plans under 

discussion) 

 

B.4 City of Miskolc – TiMi Application 

Accessing the main page is possible through the private IP at http://10.15.5.216 

 

Figure B-33: City of Miskolc – TiMi (Main page) 

If we don’t have an account we are ale to create one by clicking on the “Join” menu option that 

leads us to the next screen: 

http://10.15.5.216/
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Figure B-34: City of Miskolc – TiMi (Create new account) 

As soon as we provide the required information the account is created and we are logged in, as 

the next screen illustrates: 

 

Figure B-35: City of Miskolc – TiMi (User main page) 

 

Login to the application is also possible by clicking on the “Enter” menu option that leads us to the 

next screen: 
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Figure B-36: City of Miskolc – TiMi (Login page) 

After providing the required information we are forwarded to the user main page, as shown in 

Figure B-35. 

Users can report new issues (tickets) from the main page by clicking on the “New announcement” 

button that brings us to the next screen (Figure B-37). Once the ticket is created we are directed 

to Figure B-38.  
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Figure B-37: City of Miskolc – TiMi (Create ticket page) 
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Figure B-38: City of Miskolc – TiMi (Create ticket validation page) 
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However, for the ticket to become visible it is up to the platform administrator to change its status 

from “New issue” to “wait”, “processing” or “solved”. Once this is done we can see the new ticket 

from the “Announcements” page by clicking the relevant menu item, as shown below: 

 

Figure B-39: City of Miskolc – TiMi (list of tickets) 

 

 

 

 

 

 

 

 

 

 

 

 



D3.1.3 - Deployment of the services in the Cloud Infrastructure Version 1.0 

© STORM CLOUDS 2016  Page 65 of 119 

 

 



Version 1.0  D3.1.3 - Deployment of the services in the Cloud Infrastructure  

Page 66 of 119  © STORM CLOUDS 2016 

 

Annex C Services Automation (OpenStack Heat Templates 

SCP v2.0) 

The following scripts take advantage of the high availability database cluster. The difference to the 

scripts presented in the previous section is that we don’t deploy the application databases on the 

same virtual machine where applications are installed. Instead we use the DB made available as a 

‘shared service’ at a well-known IP address, that we can obtain by asking the SCP administrator. 

(in the private cloud infrastructure SCP@HP it is found at 10.0.0.10). 

Moreover, in order to re-use software as much as possible we have used a series of bash script 

files that are re-used across different applications. 

C.1 Municipality of Thessaloniki 

C.1.1 City Branding 

This section describes a heat stack for deploying City Branding in SCP v2.0. 

The following files are involved in the stack creation: 

1. CityBrandingFEESingleNode.yaml, that is responsible for creating the stack containing the 

VM; 

2. CityBrandingFEESingleNode.env, that defines or overrides Heat stack parameters; 

3. CityBranding_setup.sh, this is the main bash shell script for install and configuring the 

application; 

4. apache_setup.sh, that is responsible for installing Apache HTTP Server version 2.x, creating 

the /etc/apache2/sites-available/citybranding.conf file and enabling it, installing the SSL 

certificates and configuring the SSL engine in order for the application to be accessible via 

secure HTTPS links; 

5. mysqldump_prepare-script.sh, that is responsible for executing the backup strategy; 

6. duplicity_setup.sh, that is responsible for configuring the backup environment; 

7. backup_setup.sh, that is responsible for implementing the backup strategy; 

 

heat_template_version: 2013-05-23 

 

description: > 

  Heat template to deploy City Branding on an Ubuntu instance using Heat's software orchestration 

feature. 

 

parameter_groups: 

- label: Mail_Parameters 

  description: 

  parameters: 
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  - SMTP_Host 

  - SMTP_From 

  - SMTP_From_Name 

  - SMTP_User 

  - SMTP_Password 

   

- label: Duplicity_Parameters 

  description: 

  parameters: 

  - KeyPairPassphrase 

  - KeyPairEmail 

  - Encrypt_Sign_Key 

   

parameters: 

# The stacks must receive the name of the municipality as a parameter.  

# It is used as the activation key name and as a part of the shared volume name. 

  FQDN_or_IP: 

    type: string 

    description : Leave default value if the application is deployed behind a proxy 

    default: "" 

     

  Municipality: 

    type: string 

    description : Name of a key pair to enable SSH access to instances. 

     

  Appl_Name: 

    type: string 

    description : Name of the application. 

    default: "citybranding" 

 

  Server_Name: 

    type: string 

    description: the name of the server 

  Image: 

    type: string 

    description: the name of the boot image 

    default: trusty-server-cloudimg-amd64-heat-hook 

  Flavor: 

    type: string 

    description: Flavor to use for the WordPress server. 

    constraints: 

      - custom_constraint: nova.flavor 

       

  Network_Id: 

    type: string 
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  Subnet_Id: 

    type: string 

  IP_Address: 

    type: string 

 

  DB_Database: 

    type: string 

    description: name of the DB 

  DB_User: 

    type: string 

    description: name of the DB User 

    hidden: true 

  DB_Password: 

    type: string 

    description: name of the DB Password 

    hidden: true 

  DB_Dump_Script: 

    type: string 

    description: Name of the DB dump (for backup) 

    default: "dumpmysqldb.sh" 

  DB_Dump_File: 

    type: string 

    description: Name of the DB dump file (for backup) 

   

  SMTP_Host: 

    type: string 

    description: Email SMTP Host address (Outgoing server) 

  SMTP_From: 

    type: string 

    description: Email SMTP Host address (Return path) 

  SMTP_From_Name: 

    type: string 

    description: Name to appear in the from field of email clients 

  SMTP_User: 

    type: string 

    description: SMTP user name 

  SMTP_Password: 

    type: string 

    description: Password of SMTP user. 

    hidden: true 

     

  KeyPairPassphrase: 

    type: string 

    description: Private key passphrase required to use the key 

    hidden: true 
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  KeyPairEmail: 

    type: string 

    description: E-mail of the loaded key 

   

  Encrypt_Sign_Key: 

    type: string 

    description: Private key ID 

    hidden: true 

     

resources: 

 

  CityBranding_setup: 

    type: OS::Heat::SoftwareConfig 

    properties: 

      group: script 

      config:  

        str_replace: 

          template: { get_file: fragments/CityBranding_setup.sh } 

          params: 

            __MUNICIPALITY__:   {get_param: Municipality} 

            __Appl_Name__:      {get_param: Appl_Name} 

            __DB_Database__:    {get_param: DB_Database} 

            __DB_User__:        {get_param: DB_User} 

            __DB_Password__:    {get_param: DB_Password} 

            __SMTP_Host__:      {get_param: SMTP_Host} 

            __SMTP_From__:      {get_param: SMTP_From} 

            __SMTP_From_Name__: {get_param: SMTP_From_Name} 

            __SMTP_User__:      {get_param: SMTP_User} 

            __SMTP_Password__:  {get_param: SMTP_Password} 

 

  apache_setup: 

    type: OS::Heat::SoftwareConfig 

    properties: 

      group: script 

      config: 

        str_replace: 

          template: {get_file: ../../application-common/heat/fragments/apache_setup.sh} 

          params: 

            __MUNICIPALITY__:  {get_param: Municipality} 

            __FQDN_or_IP__:    {get_param: FQDN_or_IP} 

            __SERVER_NAME__:   {get_param: Server_Name} 

            __ADMIN_EMAIL__:   {get_param: SMTP_From} 

            __APP_NAME__:      {get_param: Appl_Name} 

            __APP_DIRECTORY__: "citybranding" 
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  mysqldump_prepare-script: 

    type: OS::Heat::SoftwareConfig 

    properties: 

      group: script 

      config: 

        str_replace: 

          template: {get_file: ../../application-common/heat/fragments/mysqldump_prepare-

script.sh} 

          params: 

            __DB_Host__:        "MySQLDB" 

            __DB_User__:        {get_param: DB_User} 

            __DB_Password__:    {get_param: DB_Password} 

            __DB_Database__:    {get_param: DB_Database} 

            __DB_Dump_Script__: {get_param: DB_Dump_Script} 

            __DB_Dump_File__:   {get_param: DB_Dump_File} 

 

  duplicity_setup: 

    type: OS::Heat::SoftwareConfig 

    properties: 

      group: script 

      config: 

        str_replace: 

          template: {get_file: ../../application-common/heat/fragments/duplicity_setup.sh} 

          params: 

            __KeyPairPassphrase__: {get_param: KeyPairPassphrase} 

            __Encrypt_Sign_Key__:   {get_param: Encrypt_Sign_Key} 

             

  backup_setup: 

    type: OS::Heat::SoftwareConfig 

    properties: 

      group: script 

      config: 

        str_replace: 

          template: {get_file: ../../application-common/heat/fragments/backup_setup.sh} 

          params: 

            __MUNICIPALITY__:       {get_param: Municipality} 

            __Appl_Name__:          {get_param: Appl_Name} 

            __Encrypt_Sign_Key__:   {get_param: Encrypt_Sign_Key} 

            __Full_Backup_Script__: {get_param: DB_Dump_Script} 

            __Incremental_Backup_Script__: {get_param: DB_Dump_Script} 

             

  CityBranding_config: 

    type: OS::Heat::MultipartMime 
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    properties: 

      parts: 

      - config: {SCP-get_shellout: "heat stack-show SCP-Common | awk -F '\042' 

'/\042output_value\042:/ {print $4}'"} 

      - config: {get_resource: apache_setup} 

      - config: {get_resource: CityBranding_setup} 

      - config: {get_resource: duplicity_setup} 

      - config: {get_resource: mysqldump_prepare-script} 

      - config: {get_resource: backup_setup} 

       

  CityBranding_node_port: 

    type: OS::Neutron::Port 

    properties: 

      network_id: {get_param: Network_Id} 

      fixed_ips: 

      - subnet_id: {get_param: Subnet_Id} 

        ip_address: {get_param: IP_Address} 

      security_groups: [ 

        SSH_Security_Group, 

        Zabbix_Security_Group, 

        WebFEE_Security_Group 

      ] 

 

  CityBranding_instance: 

    type: OS::Nova::Server 

    properties: 

      name:       {get_param: Server_Name} 

      image:      {get_param: Image} 

      flavor:     {get_param: Flavor} 

      key_name:   {get_param: Municipality } 

      networks: 

        - port: {get_resource: CityBranding_node_port} 

      admin_user: ubuntu 

      user_data_format: RAW 

      user_data: {get_resource: CityBranding_config} 

 

outputs: 

  instance_ip: 

    description: The internal IP address of the deployed instance 

    value: { get_attr: [CityBranding_instance, first_address] } 

Table C-2: CityBrandingFEESingleNode.yaml 

 

parameters: 

  Municipality:         thessaloniki 
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  Appl_Name:            citybranding 

  Server_Name:          thessaloniki-citybranding 

  Flavor:               e1standard.x2 

  Network_Id:           {SCP-get_shellout: "neutron net-list | awk '/SCP-Network/ {print $2}'"} 

  Subnet_Id:            {SCP-get_shellout: "neutron subnet-list | awk '/SCP-Subnet/ {print $2}'"} 

  IP_Address:           "10.20.1.10" 

  DB_Database:          citybranding 

  DB_User:         thessaloniki 

  DB_Password:          rZLcZtHGewtqRTth 

  DB_Dump_File:         "/thessaloniki-citybranding/mysqldump.sql" 

  SMTP_Host:            mail.thessaloniki.gr 

  SMTP_From:            smartcity@thessaloniki.gr 

  SMTP_From_Name:       City Branding 

  SMTP_User:            smartcity 

  SMTP_Password:        thestorm 

  KeyPairPassphrase:    5t0rmC10ud5 

  KeyPairEmail:         Alkiviadis.Giannakoulias@eurodyn.com 

  Encrypt_Sign_Key:     "D4185B7D" 

  FQDN_or_IP:           "" 

Table C-3: CityBrandingFEESingleNode.env 

 

#!/bin/bash -ex 

sudo su 

cd / 

source SCP_Environment.sh 

 

export DBHOST=$SCP_MySQL_Host 

export DBUSER=__DB_User__ 

export DBPASS=__DB_Password__ 

export NameDB=__DB_Database__ 

export bckqqt=`echo -e '\x60'` 

export DBNAME="${DBUSER}_...${NameDB}" 

export FULLDBNAME="$bckqqt${DBNAME}$bckqqt" 

export DBCOLLATION=$bckqqt'utf8_general_ci'$bckqqt 

 

apt-get -y install mysql-client  

apt-get -y install unzip 

 

#drop database as it will be created latter from composer 

mysql -u$DBUSER -p$DBPASS -h$DBHOST << EOF 

DROP DATABASE IF EXISTS $FULLDBNAME; 

COMMIT; 

QUIT 

EOF 
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# 1. install composer 

curl -sS https://getcomposer.org/installer | sudo php -- --install-dir=/usr/local/bin --

filename=composer 

export COMPOSER_HOME="/usr/local/bin/composer" 

 

# Install automation script using Composer: 

sudo composer global require joomlatools/joomla-console 

 

# 2. Tell your system where to find the executable of joomla-console by adding the composer 

directory to your PATH.  

# Add the following line to your shell configuration file called either .profile, .bash_profile, 

.bash_aliases, or .bashrc.  

# This file is located in your home folder. 

export PATH="$PATH:~/.composer/vendor/bin" 

 

# 3. Verify the installation 

joomla --version 

 

# 4. create the new citybranding site with the latest available Joomla version 

joomla site:create __Appl_Name__ --www=/var/www/html --mysql-login=$DBUSER:$DBPASS --

mysql-host=$DBHOST --mysql-database=$DBNAME 

 

# 5. install extra languages (greek) 

wget -O /tmp/greek.zip http://joomlacode.org/gf/download/frsrelease/18750/162390/el-

GR_joomla_lang_full_3.4.2v1.zip && joomla extension:installfile --www=/var/www/html 

__Appl_Name__ /tmp/greek.zip 

 

# 6. get and install the latest citybranding extension 

wget -O /tmp/com_citybranding.zip https://github.com/icos-

urenio/citybranding/archive/master.zip && joomla extension:installfile --www=/var/www/html 

__Appl_Name__ /tmp/com_citybranding.zip 

 

# 7. get and install the latest citybranding theme template 

wget -O /tmp/tpl_city.zip https://github.com/icos-urenio/tpl_city/archive/master.zip && joomla 

extension:installfile --www=/var/www/html __Appl_Name__ /tmp/tpl_city.zip 

 

# 8. get and install sample database 

wget -O /tmp/cb_sample_data.sql https://raw.githubusercontent.com/icos-

urenio/sampledata_citybranding/master/cb_sample_data.sql && joomla database:install --

www=/var/www/html --mysql-login=$DBUSER:$DBPASS --mysql-host=$DBHOST --mysql-

database=$DBNAME --sql-dumps /tmp/cb_sample_data.sql -e citybranding 

# 9. get the sample media (images and panorama) 

# make sure you set the correct path to the images /var/www/html/citybranding/images 

wget -O /tmp/cb_sample_images.zip https://github.com/icos-
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urenio/sampledata_citybranding/raw/master/sample_images.zip && sudo unzip 

/tmp/cb_sample_images.zip -d /var/www/html/citybranding/images 

 

#Update configuration.php 

# Remove debug console 

sed -i 's/public $debug = '\''1'\'';/public $debug = '"'0'"';/g' 

/var/www/html/citybranding/configuration.php 

 

sed -i 's/public $sitename = '\''citybranding'\'';/public $sitename = 

'"'"'__SMTP_From_Name__'"'"';/g' /var/www/html/citybranding/configuration.php 

sed -i 's/public $smtphost = '\''localhost'\'';/public $smtphost = '"'"'__SMTP_Host__'"'"';/g' 

/var/www/html/citybranding/configuration.php 

sed -i 's/public $smtpuser = '\'''\'';/public $smtpuser = '"'"'__SMTP_User__'"'"';/g' 

/var/www/html/citybranding/configuration.php 

sed -i 's/public $smtppass = '\'''\'';/public $smtppass = '"'"'__SMTP_Password__'"'"';/g' 

/var/www/html/citybranding/configuration.php 

 

sed -i 's/public $mailfrom = '\''admin@example.com'\'';/public $mailfrom = 

'"'"'__SMTP_From__'"'"';/g' /var/www/html/citybranding/configuration.php 

sed -i 's/public $fromname = '\''citybranding'\'';/public $fromname = 

'"'"'__SMTP_From_Name__'"'"';/g' /var/www/html/citybranding/configuration.php 

sed -i 's/public $MetaDesc = '\''Joomla! - the dynamic portal engine and content management 

system'\'';/public $MetaDesc = '"'"''"'"';/g' /var/www/html/citybranding/configuration.php 

sed -i 's/public $MetaKeys = '\''joomla, Joomla'\'';/public $MetaKeys = '"'"''"'"';/g' 

/var/www/html/citybranding/configuration.php 

 

# Disable the deafult site, standard site is fine  

a2dissite 1-citybranding.conf 

service apache2 restart 

 

 

# Change the ssh configuration to enable password authentication 

sed -i 's/.*PasswordAuthentication.*/PasswordAuthentication yes/g' /etc/ssh/sshd_config 

# Restart ssh service 

restart ssh 

 

sed -i 's/.*error_reporting.*/error_reporting = E_ALL \& ~E_WARNING \& ~E_DEPRECATED | 

E_STRICT/g' /etc/php5/apache2/php.ini 

 

#  GlusterFS Volume for municipalityx 

scpvolumemount.sh __MUNICIPALITY__ __Appl_Name__ 

virt_vol=__MUNICIPALITY__'-'__Appl_Name__ 

 

if [ ! -d /$virt_vol/images ]; then 

    mkdir -p /$virt_vol/images 
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fi 

 

#clear contents 

rm -rf /$virt_vol/images/* 

 

# move initial contents  

cp -a /var/www/html/citybranding/images/. /$virt_vol/images/ 

# Remove images folder 

rm -rf /var/www/html/citybranding/images 

# create symbolic link 

ln -s /$virt_vol/images /var/www/html/citybranding/images 

# Change owner of images directory to www-data 

chown -R www-data.www-data /$virt_vol/images 

 

# Now give appropriate permissions in the directory 

chown -R www-data.www-data /var/www/html/citybranding 

chmod -R 755 /var/www/html/citybranding 

Table C-4: CityBranding_setup.sh 

 

#!/bin/bash -ex 

sudo su 

 

# Install Apache HTTP Server version 2.x 

apt-get -y install apache2 

apt-get -y install php5 libapache2-mod-php5 php5-mcrypt php5-common php5-mysql php5-cli 

php5-gd 

 

 

# disable all enbled-sites 

find /etc/apache2/sites-enabled/* -exec rm "{}" \; 

a2enmod headers 

a2enmod ssl 

a2enmod rewrite 

 

cat << EOF > /etc/apache2/sites-available/__APP_NAME__.conf 

<VirtualHost *:80> 

        # The ServerName directive sets the request scheme, hostname and port that 

        # the server uses to identify itself. This is used when creating 

        # redirection URLs. In the context of virtual hosts, the ServerName 

        # specifies what hostname must appear in the request's Host: header to 

        # match this virtual host. For the default virtual host (this file) this 

        # value is not decisive as it is used as a last resort host regardless. 

        # However, you must set it for any further virtual host explicitly. 

        #ServerName www.example.com 
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        ServerAdmin __ADMIN_EMAIL__ 

        ServerName __SERVER_NAME__ 

 

        ErrorLog \${APACHE_LOG_DIR}/__APP_NAME__-error.log 

        CustomLog \${APACHE_LOG_DIR}/__APP_NAME__-access.log combined 

 

        DocumentRoot /var/www/html 

        <Directory /var/www/html/__APP_DIRECTORY__> 

           Options FollowSymLinks 

           AllowOverride All 

        </Directory> 

        RedirectMatch ^/$ /__APP_DIRECTORY__ 

</VirtualHost> 

 

# vim: syntax=apache ts=4 sw=4 sts=4 sr noet 

EOF 

 

########################### 

# Configuration for HTTPS # 

########################### 

 

# Generate default key and self-signed crtificate 

mkdir /etc/apache2/ssl 

openssl req -x509 -nodes -newkey rsa:2048 -out /etc/apache2/ssl/STORM-default.crt -keyout 

/etc/apache2/ssl/STORM-default.key \ 

            -subj "/C=/ST=/L=/O=/OU=/CN=__SERVER_NAME__/emailAddress=__ADMIN_EMAIL__/" 

 

#Redirect all HTTP requests to HTTPS 

cat << EOF > /etc/apache2/sites-available/__APP_NAME__-redirect2ssl.conf 

<VirtualHost *:80> 

        ServerAdmin __ADMIN_EMAIL__ 

        ServerName __SERVER_NAME__ 

        <IfModule mod_rewrite.c> 

           RewriteEngine On 

           RewriteCond %{HTTPS} off 

           RewriteRule (.*) https://__FQDN_or_IP__%{REQUEST_URI} 

        </IfModule> 

 

        <IfModule !mod_rewrite.c> 

           RedirectPermanent / https://__FQDN_or_IP__ 

        </IfModule> 

</VirtualHost> 

 

# vim: syntax=apache ts=4 sw=4 sts=4 sr noet 
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EOF 

cat << EOF > /etc/apache2/sites-available/__APP_NAME__-ssl.conf 

<IfModule mod_ssl.c> 

#LoadModule ssl_module modules/mod_ssl.so 

        <VirtualHost _default_:443> 

           ServerAdmin __ADMIN_EMAIL__ 

           ServerName __SERVER_NAME__ 

 

           ErrorLog \${APACHE_LOG_DIR}/__APP_NAME__-ssl-error.log 

           CustomLog \${APACHE_LOG_DIR}/__APP_NAME__-ssl-access.log combined 

 

           DocumentRoot /var/www/html 

           <Directory /var/www/html/__APP_DIRECTORY__> 

              Options FollowSymLinks 

              AllowOverride All 

           </Directory> 

           RedirectMatch ^/$ /__APP_DIRECTORY__ 

 

           SSLEngine on 

# Configure the following 3 lines with your own credentials 

           SSLCertificateFile    /etc/apache2/ssl/STORM-default.crt 

           SSLCertificateKeyFile /etc/apache2/ssl/STORM-default.key 

#          SSLCertificateChainFile /etc/ssl/certs/<YourOwnBundle>.ca-bundle 

# End 

           #This is needed to guard against POODLE 

           SSLProtocol all -SSLv2 -SSLv3 

           Header add Strict-Transport-Security "max-age=15768000" 

 

           # These are needed for Disabling TLS 1.0 Compression and Weak Ciphers 

           SSLHonorCipherOrder On 

           SSLCipherSuite 

ECDH+AESGCM:DH+AESGCM:ECDH+AES256:DH+AES256:ECDH+AES128:DH+AES:ECDH+3DES:DH

+3DES:RSA+AESGCM:RSA+AES:RSA+3DES:!aNULL:!MD5 

           SSLCompression Off 

 

           BrowserMatch "MSIE [2-6]" /\ 

              nokeepalive ssl-unclean-shutdown /\ 

              downgrade-1.0 force-response-1.0 

           BrowserMatch "MSIE [17-9]" ssl-unclean-shutdown 

 

        </VirtualHost> 

</IfModule> 

EOF 

 

FQDN=__FQDN_or_IP__ 
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if [ -z "$FQDN" ]; then 

  # If the sites is NOT exposed to Internet, use plain HTTP 

  a2ensite __APP_NAME__.conf 

else 

  # If the sites is exposed to Internet, we need HTTPs 

  # sed -i 's/Group ${APACHE_RUN_GROUP}/Group ${APACHE_RUN_GROUP}\nServerName 

__SERVER_NAME__/g' /etc/apache2/apache2.conf 

  # echo 'Header always append X-Frame-Options SAMEORIGIN' >> /etc/apache2/apache2.conf 

  a2ensite __APP_NAME__-redirect2ssl.conf 

  a2ensite __APP_NAME__-ssl.conf 

fi 

 

service apache2 restart 

Table C-5: apache_setup.sh 

 

#!/bin/bash -ex 

sudo su 

export FULLDBNAME=__DB_User__'_...'__DB_Database__ 

cat << EOF > ~/backup/__DB_Dump_Script__ 

#!/bin/bash 

$(which mysqldump) -u__DB_User__ -h__DB_Host__ -p__DB_Password__ --databases 

$FULLDBNAME --add-drop-database --lock-tables > __DB_Dump_File__ 

EOF 

chmod +x ~/backup/__DB_Dump_Script__ 

Table C-6: mysqldump_prepare-script.sh 

 

#!/bin/bash -ex 

sudo su 

 

if [ ! -d ~/backup ]; then 

    mkdir -p ~/backup 

fi 

 

touch ~/backup/duplicityKey.asc 

chmod 0664 ~/backup/duplicityKey.asc 

sh -c "echo \"-----BEGIN PGP PRIVATE KEY BLOCK----- 

Version: GnuPG v2 

 

lQO+BFZ7qX0BCADK1D2FwOGZW1OYxQNM3XWuDMxRwGzCEt1P4NvzCHTO9XOa0A0f 

plun5VIqqbnB6BPT0qelLRGlTiMktqAH+YXdxDE9MV9XqdPXN8L+itTFjG4aWRQa 

fUZaG/Oy9yLFpfV6QmI5E4aWlVDMSDFi7No2e1rEAqYj067eQwwDYsz8yuHsn9lV 

OElml3XFQcEuBMDBURVMGn1Np8Hu1f/xBPa1Y5VZ/91Bqo5DLMwIJG4wPpvMGzOw 

Qr0kBcZV9RI6oQY8LeoYUP93BFuePAkzqPqy5KvyaAgFm0/OOFr0TO8sDe6O2Brz 

V/Rti004jFCg9CxXGBal8nVx/kAiFmnqbYE9ABEBAAH+AwMCfaIy3Oryc3K+ed/I 
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vgboCe+p3ifEoHcVZCO0lYPozQ6OaBhJMPwDsAmoVfpr4L7hFamaZJ9Gd4HhenFP 

+v1n9Z4pweEgmtqaedbt34AeuSc4yibQE8a+XmMxdTfjix+BwlxEvG8YIc6vJRNb 

x0dyDrzWcHnKlOrqtBUIBYcZIwiiY8stPCtiodaqbEH+tI+rYYmOFtfODtPDbSgo 

w1W4+dkDuv/SuG3XS/QE1nirJURPk4V0tCDOegUi+v9jHcRUZJjEfNlPUI16RHE8 

pMmQGApy7LLYFTtjb6Hy6XJwawcWPKiE8bfidWY1JRD/fxumpDS8eHYot/h+jN1c 

s01lPUIV3NJmVy0wvpucCjsSY1i4d5ktgtfXvWEgNK/RVEvbl9XwjoTbgMCwtXG8 

K/S/uvMEIqE0bPh94EU9JtUdBTlauCh+aSwkTRDBgznptry4KWJ627CgqmXGLotE 

OERgHEI3DZu8kbEv2HPXxXUSLmQIRjZmkadB/S7LAAOUL3d3VlI/7pffBE2iCvp0 

PygTk5+oiWOyrYpdF6wlEQ14leEddKxRBqCFq0xz+Ntw4EWr6HYYQH8BVZMlCuYy 

2Ay9LK9uMD91nbSrc1Fxq37u54zDgvK5uwX7ZuMaW1ylnYswFDPCkUqjyW9ybB/P 

0WtOCAsr/s0zjS1o4pq94U5CvN1j0pH+LFNPxgW9vd37S74RllmtW4hOAvZKYly/ 

av/hGJct0JM7ITuKeaE1pQ1bI7WfhC8aHGQmHHERdD94Zrwey//VzUinUKX6Uw7/ 

bLwO+SGZb3LyceI12ibxawEIUq66x2TLUzhlngSj0wb6aRYlS6EDdy0ph6tgG/vE 

YXwD2+qCdumIAFXLvgKUnc92fUuBzsHThf6RPrnlSHAfhqafeBNJpaZdrEj8UCYL 

47R8QWxraXZpYWRpcyBHaWFubmFrb3VsaWFzIChDb252ZW5pZW5jZSBrZXkgZm9y 

IGFsbCBTVE9STSBDTE9VRFMgYXBwbGljYXRpb24gaW5zdGFuY2VzKSA8QWxraXZp 

YWRpcy5HaWFubmFrb3VsaWFzQGV1cm9keW4uY29tPokBOQQTAQgAIwUCVnupfQIb 

DwcLCQgHAwIBBhUIAgkKCwQWAgMBAh4BAheAAAoJEJB41JbUGFt9yYkH/ihZu3NR 

1m3cEpfc9s6QbGTzCX6VyeXsl//QcQgy3bDq3hfS3utlFNTGFxNiRs1tk2vnlD2P 

mkdH2JEtqyYHV7MiU/i2kbGvFmq8sTOlljUm4Ipb3nRgY9O66ckM42/NK1A/2Hms 

uTBomcdH2kUqCtYmamXD1haPasND9bQEBp+yFNpU+/dxUlO/b3HflsBaBw9U9fQ+ 

EInbMaXMf8qrD26m/zm0mxd8ZRuqfxVmXNzZee3WxvdTmzqupothLehbvDRjGL26 

1xzwMSCy6bP+iuJa+oNPyuCwN64ys4EbiZ3fFKRgDsysssL/zP5kyNRFaYlOMy+7 

eazgaz7U1dYaCd8= 

=s81l 

-----END PGP PRIVATE KEY BLOCK-----\" >> /root/backup/duplicityKey.asc" 

 

# run the import as ubuntu user 

gpg --import ~/backup/duplicityKey.asc 

 

#Install expect: 

apt-get -y install expect 

 

#Create expect script 

touch ~/backup/set-trust.exp 

cat << EOF > ~/backup/set-trust.exp 

#!/usr/bin/expect 

  

set timeout 10 

  

spawn /usr/bin/gpg --edit-key \$argv 0 --yes trust quit 

  

expect "Your decision? " { send "5\r" } 

expect "Do you really want to set this key to ultimate trust? (y/N) " { send "y\r" } 
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interact 

EOF 

chmod 0755 ~/backup/set-trust.exp 

~/backup/set-trust.exp __Encrypt_Sign_Key__ 

 

apt-get -y install gnupg2 

apt-get -y install duplicity 

 

mv ~/duplicity.rc ~/backup/duplicity.rc 

sed -i '/export PASSPHRASE=/c\export PASSPHRASE='"'__KeyPairPassphrase__'"'' 

~/backup/duplicity.rc 

sed -i '/export SIGN_PASSPHRASE=/c\export SIGN_PASSPHRASE='"'__KeyPairPassphrase__'"'' 

~/backup/duplicity.rc 

 

chmod 0775 ~/backup 

exit 

Table C-7: duplicity_setup.sh 

 

 

#!/bin/bash -ex 

sudo su 

 

if [ ! -d ~/backup ]; then 

    mkdir -p ~/backup 

fi 

 

# Precondition: the virtual volume of the application is expected to be already mounted 

export VirtualVolume='/'__MUNICIPALITY__'-'__Appl_Name__ 

export BackupContainer=__MUNICIPALITY__'_'__Appl_Name__ 

export BackupScriptDir='/root/backup' 

 

cat << EOF > $BackupScriptDir/backup_full.sh 

#!/bin/bash 

cd $BackupScriptDir 

.  duplicity.rc 

# Backup data preparation down here: data are expected to be in $VirtualVolume 

./__Full_Backup_Script__ 

$(which duplicity) full --encrypt-sign-key=__Encrypt_Sign_Key__ $VirtualVolume 

swift://$BackupContainer 

$(which duplicity) remove-all-but-n-full 3 --force swift://$BackupContainer 

EOF 

chmod +x $BackupScriptDir/backup_full.sh 

 

cat << EOF > $BackupScriptDir/backup_incremental.sh 
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#!/bin/bash 

cd $BackupScriptDir 

.  duplicity.rc 

# Backup data preparation down here: data are expected to be in $VirtualVolume 

./__Incremental_Backup_Script__ 

$(which duplicity) --encrypt-sign-key=__Encrypt_Sign_Key__ $VirtualVolume 

swift://$BackupContainer 

$(which duplicity) remove-all-inc-of-but-n-full 3 --force swift://$BackupContainer 

EOF 

chmod +x $BackupScriptDir/backup_incremental.sh  

 

echo "00 04 * * 0   $BackupScriptDir/backup_full.sh        >> $BackupScriptDir/backup.log" >> 

/var/spool/cron/crontabs/root 

echo "00 04 * * 1-6 $BackupScriptDir/backup_incremental.sh >> $BackupScriptDir/backup.log" 

>> /var/spool/cron/crontabs/root 

chown root:crontab /var/spool/cron/crontabs/root 

 

# Perform a full backup for testing 

$BackupScriptDir/backup_full.sh >> $BackupScriptDir/backup.log 

Table C-8: backup_setup.sh 

C.1.2 Cloud Funding 

This section describes a heat stack for deploying Cloud Funding in SCP v2.0. 

The following files are involved in the stack creation: 

1. CloudFundingFEESingleNode.yaml, that is responsible for creating the stack containing the 

VM; 

2. CloudFundingFEESingleNode.env, that defines or overrides Heat stack parameters; 

3. CloudFunding_setup.sh, this is the main bash shell script for install and configuring the 

application; 

4. apache_setup.sh, that is responsible for installing Apache HTTP Server version 2.x, creating 

the /etc/apache2/sites-available/citybranding.conf file and enabling it, installing the SSL 

certificates and configuring the SSL engine in order for the application to be accessible via 

secure HTTPS links (Same as Table C-5); 

5. mysqldump_prepare-script.sh, that is responsible for executing the backup strategy (Same 

as Table C-6); 

6. duplicity_setup.sh, that is responsible for configuring the backup environment (Same as 

Table C-7); 

7. backup_setup.sh, that is responsible for implementing the backup strategy (Same as Table 

C-8); 

 

heat_template_version: 2013-05-23 
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description: > 

  Heat template to deploy CloudFunding on an Ubuntu instance using Heat's 

  software orchestration feature. 

 

parameter_groups: 

- label: Duplicity_Parameters 

  description: 

  parameters: 

  - KeyPairPassphrase 

  - KeyPairEmail 

  - Encrypt_Sign_Key 

   

parameters: 

# The stacks must receive the name of the municipality as a parameter.  

# It is used as the activation key name and as a part of the shared volume name. 

  FQDN_or_IP: 

    type: string 

    description : Leave default value if the application is deployed behind a proxy 

    default: "" 

     

  Municipality: 

    type: string 

    description : Name of a key pair to enable SSH access to instances. 

     

  Appl_Name: 

    type: string 

    description : Name of the application. 

    default: "crowdfunding" 

 

  Server_Name: 

    type: string 

    description: the name of the server 

  Admin_Email: 

    type: string 

    description: Email SMTP Host address (Return path) 

  Image: 

    type: string 

    description: the name of the boot image 

    default: trusty-server-cloudimg-amd64-heat-hook 

  Flavor: 

    type: string 

    description: Flavor to use for the Goteo server. 

    constraints: 

      - custom_constraint: nova.flavor 
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  Network_Id: 

    type: string 

  Subnet_Id: 

    type: string 

  IP_Address: 

    type: string 

       

  DB_Database: 

    type: string 

    description: name of the DB 

  DB_User: 

    type: string 

    description: name of the DB User 

    hidden: true 

  DB_Password: 

    type: string 

    description: DB Password 

    hidden: true 

  DB_Dump_Script: 

    type: string 

    description: Name of the DB dump (for backup) 

    default: "dumpmysqldb.sh" 

  DB_Dump_File: 

    type: string 

    description: Name of the DB dump file (for backup) 

     

  Git_User: 

    type: string 

    description: name of the Git User for connecting to private account 

    hidden: true 

  Git_Password: 

    type: string 

    description: Git Password 

    hidden: true 

   

  KeyPairPassphrase: 

    type: string 

    description: Private key passphrase required to use the key 

    hidden: true 

     

  KeyPairEmail: 

    type: string 

    description: E-mail of the loaded key 
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  Encrypt_Sign_Key: 

    type: string 

    description: Private key ID 

    hidden: true 

     

resources: 

 

  CloudFunding_setup: 

    type: OS::Heat::SoftwareConfig 

    properties: 

      group: script 

      config:  

        str_replace: 

          template: { get_file: fragments/CloudFunding_setup.sh } 

          params: 

            __MUNICIPALITY__:   {get_param: Municipality} 

            __Appl_Name__:      {get_param: Appl_Name} 

            __DB_Database__:    {get_param: DB_Database} 

            __DB_User__:        {get_param: DB_User} 

            __DB_Password__:    {get_param: DB_Password} 

            __Git_User__:       {get_param: Git_User} 

            __Git_Password__:   {get_param: Git_Password} 

 

  apache_setup: 

    type: OS::Heat::SoftwareConfig 

    properties: 

      group: script 

      config: 

        str_replace: 

          template: {get_file: ../../application-common/heat/fragments/apache_setup.sh} 

          params: 

            __MUNICIPALITY__:  {get_param: Municipality} 

            __FQDN_or_IP__:    {get_param: FQDN_or_IP} 

            __SERVER_NAME__:   {get_param: Server_Name} 

            __ADMIN_EMAIL__:   {get_param: Admin_Email} 

            __APP_NAME__:      {get_param: Appl_Name} 

            __APP_DIRECTORY__: "crowd-funding" 

   

  mysqldump_prepare-script: 

    type: OS::Heat::SoftwareConfig 

    properties: 

      group: script 

      config: 

        str_replace: 

          template: {get_file: ../../application-common/heat/fragments/mysqldump_prepare-
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script.sh} 

          params: 

            __DB_Host__:        "MySQLDB" 

            __DB_User__:        {get_param: DB_User} 

            __DB_Password__:    {get_param: DB_Password} 

            __DB_Database__:    {get_param: DB_Database} 

            __DB_Dump_Script__: {get_param: DB_Dump_Script} 

            __DB_Dump_File__:   {get_param: DB_Dump_File} 

             

  duplicity_setup: 

    type: OS::Heat::SoftwareConfig 

    properties: 

      group: script 

      config: 

        str_replace: 

          template: {get_file: ../../application-common/heat/fragments/duplicity_setup.sh} 

          params: 

            __KeyPairPassphrase__: {get_param: KeyPairPassphrase} 

            __Encrypt_Sign_Key__:   {get_param: Encrypt_Sign_Key} 

             

  backup_setup: 

    type: OS::Heat::SoftwareConfig 

    properties: 

      group: script 

      config: 

        str_replace: 

          template: {get_file: ../../application-common/heat/fragments/backup_setup.sh} 

          params: 

            __MUNICIPALITY__:       {get_param: Municipality} 

            __Appl_Name__:          {get_param: Appl_Name} 

            __Encrypt_Sign_Key__:   {get_param: Encrypt_Sign_Key} 

            __Full_Backup_Script__: {get_param: DB_Dump_Script} 

            __Incremental_Backup_Script__: {get_param: DB_Dump_Script} 

 

  CloudFunding_config: 

    type: OS::Heat::MultipartMime 

    properties: 

      parts: 

      - config: {SCP-get_shellout: "heat stack-show SCP-Common | awk -F '\042' 

'/\042output_value\042:/ {print $4}'"} 

      - config: {get_resource: apache_setup} 

      - config: {get_resource: CloudFunding_setup} 

      - config: {get_resource: duplicity_setup} 

      - config: {get_resource: mysqldump_prepare-script} 

      - config: {get_resource: backup_setup} 
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  CloudFunding_node_port: 

    type: OS::Neutron::Port 

    properties: 

      network_id: {get_param: Network_Id} 

      fixed_ips: 

      - subnet_id: {get_param: Subnet_Id} 

        ip_address: {get_param: IP_Address} 

      security_groups: [ 

        SSH_Security_Group, 

        Zabbix_Security_Group, 

        WebFEE_Security_Group 

      ] 

   

  CloudFunding_instance: 

    type: OS::Nova::Server 

    properties: 

      name:       {get_param: Server_Name} 

      image:      {get_param: Image} 

      flavor:     {get_param: Flavor} 

      key_name:   {get_param: Municipality } 

      networks: 

        - port: {get_resource: CloudFunding_node_port} 

      admin_user: ubuntu 

      user_data_format: RAW 

      user_data: {get_resource: CloudFunding_config} 

 

outputs: 

  instance_ip: 

    description: The internal IP address of the deployed instance 

    value: { get_attr: [CloudFunding_instance, first_address] } 

Table C-9: CloudFundingFEESingleNode.yaml 

 

parameters: 

  Municipality:         thessaloniki 

  Appl_Name:            cloudfunding 

  Server_Name:          thessaloniki-cloudfunding 

  Admin_Email:          smartcity@thessaloniki.gr 

  Flavor:               e1standard.x2 

  Network_Id:           {SCP-get_shellout: "neutron net-list | awk '/SCP-Network/ {print $2}'"} 

  Subnet_Id:            {SCP-get_shellout: "neutron subnet-list | awk '/SCP-Subnet/ {print $2}'"} 

  IP_Address:           "10.20.1.20" 

  DB_Database:          cloudfunding 

  DB_User:              thessaloniki 
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  DB_Password:          rZLcZtHGewtqRTth 

  DB_Dump_File:         "/thessaloniki-cloudfunding/mysqldump.sql" 

  Git_User:             ayian2004 

  Git_Password:         9Wy%GraFZ9rqfonM 

  KeyPairPassphrase:    5t0rmC10ud5 

  KeyPairEmail:         Alkiviadis.Giannakoulias@eurodyn.com 

  Encrypt_Sign_Key:     "D4185B7D" 

  FQDN_or_IP:           "" 

Table C-10: CloudFundingFEESingleNode.env 

 

#!/bin/bash -ex 

sudo su 

cd / 

source SCP_Environment.sh 

 

export DBHOST=$SCP_MySQL_Host 

export DBUSER=__DB_User__ 

export DBPASS=__DB_Password__ 

export NameDB=__DB_Database__ 

export bckqqt=`echo -e '\x60'` 

export DBNAME="${DBUSER}_...${NameDB}" 

export FULLDBNAME="$bckqqt${DBNAME}$bckqqt" 

export DBCOLLATION=$bckqqt'utf8_general_ci'$bckqqt 

 

#DEBIAN_FRONTEND=noninteractive apt-get -y -o Dpkg::Options::="--force-confdef" -o 

Dpkg::Options::="--force-confold" dist-upgrade 

 

# Install debconf-get-selections  

apt-get -y install debconf-utils mysql-client  

 

# 1. Git clone the application source files 

cd /var/www/html 

git clone https://__Git_User__:__Git_Password__@github.com/STORM-CLOUDS/Cloud-Funding.git 

# this line assumes that the SSH key of console is added on Github 

# git clone git@github.com:STORM-CLOUDS/crowd-funding.git 

 

# rename folder 

mv /var/www/html/Cloud-Funding /var/www/html/crowd-funding 

 

# Now give appropriate permissions in the directory 

chown -R www-data.www-data /var/www/html/crowd-funding 

chmod -R 755 /var/www/html/crowd-funding 

 

# prepare  database  
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mysql -u$DBUSER -p$DBPASS -h$DBHOST << EOF 

DROP DATABASE IF EXISTS $FULLDBNAME; 

CREATE DATABASE $FULLDBNAME COLLATE $DBCOLLATION; 

COMMIT; 

QUIT 

EOF 

mysql -u$DBUSER -h$DBHOST -p$DBPASS $DBNAME < /var/www/html/crowd-funding/db/cloud-

funding.sql 

 

# 4. Edit local-settings.php and add your mysql connection and other details 

# PATH 

sed -i 's/define('\''PATH'\'', '\''/cloud-funding'\'');/define('\''PATH'\'', '\''/crowd-funding'\'');/g' 

/var/www/html/crowd-funding/local-settings.php 

# Metadata 

sed -i 's/define('\''GOTEO_SITE_NAME'\'', '\''CityName'\'');/define('\''GOTEO_SITE_NAME'\'', 

'"'Municipality of __MUNICIPALITY__'"');/g' /var/www/html/crowd-funding/local-settings.php 

# Database 

sed -i 's/define('\''GOTEO_DB_HOST'\'', '\''localhost'\'');/define('\''GOTEO_DB_HOST'\'', 

'"'$DBHOST'"');/g' /var/www/html/crowd-funding/local-settings.php 

sed -i 's/define('\''GOTEO_DB_SCHEMA'\'', '\''cloud-funding'\'');/define('\''GOTEO_DB_SCHEMA'\'', 

'"'$DBNAME'"');/g' /var/www/html/crowd-funding/local-settings.php 

sed -i 's/define('\''GOTEO_DB_USERNAME'\'', '\''root'\'');/define('\''GOTEO_DB_USERNAME'\'', 

'"'$DBUSER'"');/g' /var/www/html/crowd-funding/local-settings.php 

sed -i 's/define('\''GOTEO_DB_PASSWORD'\'', '\'''\'');/define('\''GOTEO_DB_PASSWORD'\'', 

'"'$DBPASS'"');/g' /var/www/html/crowd-funding/local-settings.php 

 

# 4. Edit .htaccess 

sed -i 's/cloud-funding/crowd-funding/g' /var/www/html/crowd-funding/.htaccess 

 

# Change the ssh configuration to enable password authentication 

sed -i 's/.*PasswordAuthentication.*/PasswordAuthentication yes/g' /etc/ssh/sshd_config 

restart ssh 

 

sed -i 's/.*error_reporting.*/error_reporting = E_ALL \& ~E_WARNING \& ~E_DEPRECATED | 

E_STRICT/g' /etc/php5/apache2/php.ini 

 

#  GlusterFS Volume for municipalityx 

scpvolumemount.sh __MUNICIPALITY__ __Appl_Name__ 

virt_vol=__MUNICIPALITY__'-'__Appl_Name__ 

 

if [ ! -d /$virt_vol/data ]; then 

    mkdir -p /$virt_vol/data 

fi 

 

#clear contents 
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rm -rf /$virt_vol/data/* 

 

# move initial contents  

cp -a /var/www/html/crowd-funding/data/. /$virt_vol/data/ 

# Remove data folder 

rm -rf /var/www/html/crowd-funding/data/ 

# create symbolic link 

ln -s /$virt_vol/data /var/www/html/crowd-funding/data 

Table C-11: CloudFunding_setup.sh 

 

C.2 Ayuntamiento de Valladolid 

C.2.1 Live the City (Vive) 

This section describes a heat stack for deploying Live the City in SCP v2.0. 

The following files are involved in the stack creation: 

1. ViveFEESingleNode.yaml, that is responsible for creating the stack containing the VM; 

2. ViveFEESingleNode.env, that defines or overrides Heat stack parameters; 

3. vive_setup.sh, this is the main bash shell script for install and configuring the application; 

4. apache_setup.sh, that is responsible for installing Apache HTTP Server version 2.x, creating 

the /etc/apache2/sites-available/citybranding.conf file and enabling it, installing the SSL 

certificates and configuring the SSL engine in order for the application to be accessible via 

secure HTTPS links (Same as Table C-5); 

5. mysqldump_prepare-script.sh, that is responsible for executing the backup strategy (Same 

as Table C-6); 

6. duplicity_setup.sh, that is responsible for configuring the backup environment (Same as 

Table C-7); 

7. backup_setup.sh, that is responsible for implementing the backup strategy (Same as Table 

C-8); 

 

heat_template_version: 2013-05-23 

 

description: > 

  Heat ViveValladolid template to deploy Drupal on an Ubuntu instance using Heat's software 

orchestration feature. 

 

parameter_groups: 

- label: Duplicity_Parameters 

  description: 

  parameters: 
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  - KeyPairPassphrase 

  - KeyPairEmail 

  - Encrypt_Sign_Key 

   

parameters: 

# The stacks must receive the name of the municipality as a parameter.  

# It is used as the activation key name and as a part of the shared volume name. 

  FQDN_or_IP: 

    type: string 

    description : Leave default value if the application is deployed behind a proxy 

    default: "" 

     

  Municipality: 

    type: string 

    description : Name of a key pair to enable SSH access to instances. 

     

  Appl_Name: 

    type: string 

    description : Name of the application. 

     

  Appl_Directory: 

    type: string 

    description : Application installation path/directory. 

 

  Server_Name: 

    type: string 

    description: the name of the server 

  Admin_Email: 

    type: string 

    description: Email SMTP Host address (Return path) 

  Image: 

    type: string 

    description: the name of the boot image 

    default: trusty-server-cloudimg-amd64-heat-hook 

  Flavor: 

    type: string 

    description: Flavor to use for the WordPress server. 

    constraints: 

      - custom_constraint: nova.flavor 

 

  Network_Id: 

    type: string 

  Subnet_Id: 

    type: string 

  IP_Address: 
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    type: string 

 

  DB_Database: 

    type: string 

    description: name of the DB 

  DB_User: 

    type: string 

    description: name of the DB User 

    hidden: true 

  DB_Password: 

    type: string 

    description: name of the DB Password 

    hidden: true 

  DB_Dump_Script: 

    type: string 

    description: Name of the DB dump (for backup) 

    default: "dumpmysqldb.sh" 

  DB_Dump_File: 

    type: string 

    description: Name of the DB dump file (for backup) 

     

  KeyPairPassphrase: 

    type: string 

    description: Private key passphrase required to use the key 

    hidden: true 

     

  KeyPairEmail: 

    type: string 

    description: E-mail of the loaded key 

   

  Encrypt_Sign_Key: 

    type: string 

    description: Private key ID 

    hidden: true 

     

  Git_User: 

    type: string 

    description: name of the Git User for connecting to private account 

    hidden: true 

  Git_Password: 

    type: string 

    description: Git Password 

    hidden: true 

     

resources: 
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  vive_setup: 

    type: OS::Heat::SoftwareConfig 

    properties: 

      group: script 

      config:  

        str_replace: 

          template: { get_file: fragments/vive_setup.sh } 

          params: 

            __MUNICIPALITY__:   {get_param: Municipality} 

            __Appl_Name__:      {get_param: Appl_Name} 

            __APP_DIRECTORY__:  {get_param: Appl_Directory} 

            __DB_Database__:    {get_param: DB_Database} 

            __DB_User__:        {get_param: DB_User} 

            __DB_Password__:    {get_param: DB_Password} 

            __Git_User__:       {get_param: Git_User} 

            __Git_Password__:   {get_param: Git_Password} 

 

  apache_setup: 

    type: OS::Heat::SoftwareConfig 

    properties: 

      group: script 

      config: 

        str_replace: 

          template: {get_file: ../../application-common/heat/fragments/apache_setup.sh} 

          params: 

            __MUNICIPALITY__:  {get_param: Municipality} 

            __FQDN_or_IP__:    {get_param: FQDN_or_IP} 

            __SERVER_NAME__:   {get_param: Server_Name} 

            __ADMIN_EMAIL__:   {get_param: Admin_Email} 

            __APP_NAME__:      {get_param: Appl_Name} 

            #__APP_DIRECTORY__: {get_param: Appl_Directory} 

            # Replace line bellow, once all yaml files are updated to allow application's installation 

path to be Municipality specific and not application specific 

            __APP_DIRECTORY__: "vive" 

   

  mysqldump_prepare-script: 

    type: OS::Heat::SoftwareConfig 

    properties: 

      group: script 

      config: 

        str_replace: 

          template: {get_file: ../../application-common/heat/fragments/mysqldump_prepare-

script.sh} 

          params: 

            __DB_Host__:        "MySQLDB" 
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            __DB_User__:        {get_param: DB_User} 

            __DB_Password__:    {get_param: DB_Password} 

            __DB_Database__:    {get_param: DB_Database} 

            __DB_Dump_Script__: {get_param: DB_Dump_Script} 

            __DB_Dump_File__:   {get_param: DB_Dump_File} 

             

  duplicity_setup: 

    type: OS::Heat::SoftwareConfig 

    properties: 

      group: script 

      config: 

        str_replace: 

          template: {get_file: ../../application-common/heat/fragments/duplicity_setup.sh} 

          params: 

            __KeyPairPassphrase__: {get_param: KeyPairPassphrase} 

            __Encrypt_Sign_Key__:   {get_param: Encrypt_Sign_Key} 

             

  backup_setup: 

    type: OS::Heat::SoftwareConfig 

    properties: 

      group: script 

      config: 

        str_replace: 

          template: {get_file: ../../application-common/heat/fragments/backup_setup.sh} 

          params: 

            __MUNICIPALITY__:       {get_param: Municipality} 

            __Appl_Name__:          {get_param: Appl_Name} 

            __Encrypt_Sign_Key__:   {get_param: Encrypt_Sign_Key} 

            __Full_Backup_Script__: {get_param: DB_Dump_Script} 

            __Incremental_Backup_Script__: {get_param: DB_Dump_Script} 

 

  vive_config: 

    type: OS::Heat::MultipartMime 

    properties: 

      parts: 

      - config: {SCP-get_shellout: "heat stack-show SCP-Common | awk -F '\042' 

'/\042output_value\042:/ {print $4}'"} 

      - config: {get_resource: apache_setup} 

      - config: {get_resource: vive_setup} 

      - config: {get_resource: duplicity_setup} 

      - config: {get_resource: mysqldump_prepare-script} 

      - config: {get_resource: backup_setup} 

 

  vive_node_port: 

    type: OS::Neutron::Port 
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    properties: 

      network_id: {get_param: Network_Id} 

      fixed_ips: 

      - subnet_id: {get_param: Subnet_Id} 

        ip_address: {get_param: IP_Address} 

      security_groups: [ 

        SSH_Security_Group, 

        Zabbix_Security_Group, 

        WebFEE_Security_Group 

      ] 

       

  vive_instance: 

    type: OS::Nova::Server 

    properties: 

      name:       {get_param: Server_Name} 

      image:      {get_param: Image} 

      flavor:     {get_param: Flavor} 

      key_name:   {get_param: Municipality } 

      networks: 

        - port: {get_resource: vive_node_port} 

      admin_user: ubuntu 

      user_data_format: RAW 

      user_data: {get_resource: vive_config} 

 

outputs: 

  instance_ip: 

    description: The internal IP address of the deployed instance 

    value: { get_attr: [vive_instance, first_address] } 

Table C-12: ViveFEESingleNode.yaml 

 

parameters: 

  Municipality:         thessaloniki 

  Appl_Name:            vive 

  Appl_Directory:       "/var/www/html/vive" 

  Server_Name:          thessaloniki-vive 

  Admin_Email:          smartcity@thessaloniki.gr 

  Flavor:               e1standard.x2 

  Network_Id:           {SCP-get_shellout: "neutron net-list | awk '/SCP-Network/ {print $2}'"} 

  Subnet_Id:            {SCP-get_shellout: "neutron subnet-list | awk '/SCP-Subnet/ {print $2}'"} 

  IP_Address:           "10.20.1.50" 

  DB_Database:          vive 

  DB_User:             thessaloniki 

  DB_Password:          rZLcZtHGewtqRTth 

  Git_User:             ayian2004 
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  Git_Password:         9Wy%GraFZ9rqfonM 

  DB_Dump_File:         "/thessaloniki-vive/mysqldump.sql" 

  KeyPairPassphrase:    5t0rmC10ud5 

  KeyPairEmail:         Alkiviadis.Giannakoulias@eurodyn.com 

  Encrypt_Sign_Key:     "D4185B7D" 

  FQDN_or_IP:           "" 

Table C-13: ViveFEESingleNode.env 

 

#!/bin/bash -ex 

sudo su 

cd / 

source SCP_Environment.sh 

 

export DBHOST=$SCP_MySQL_Host 

export DBUSER=__DB_User__ 

export DBPASS=__DB_Password__ 

export NameDB=__DB_Database__ 

export bckqqt=`echo -e '\x60'` 

export DBNAME="${DBUSER}_...${NameDB}" 

export FULLDBNAME="$bckqqt${DBNAME}$bckqqt" 

export DBCOLLATION=$bckqqt'utf8_general_ci'$bckqqt 

 

apt-get -y install mysql-client-core-5.6 mysql-client-5.6 

apt-get -y install unzip 

 

######################################################################### 

# Commented following lines as source code has been moved to github 

######################################################################### 

#cd /tmp/ 

#wget http://gimli.asi-soft.com/ViveValladolid.zip 

#unzip ViveValladolid.zip -d /var/www/html 

#mv /var/www/html/viveValladolid /var/www/html/vive 

#rm -f ViveValladolid.zip 

######################################################################### 

 

# 1. Git clone the application source files 

cd /var/www/html 

git clone https://__Git_User__:__Git_Password__@github.com/STORM-CLOUDS/Vive.git 

mv /var/www/html/Vive __APP_DIRECTORY__ 

 

# These lines should be un=commented only when deployed in public cloud @ Enter 

# Google Analytics support 

#echo "<script> 

#  (function(i,s,o,g,r,a,m){i['GoogleAnalyticsObject']=r;i[r]=i[r]||function(){ 
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#  (i[r].q=i[r].q||[]).push(arguments)},i[r].l=1*new Date();a=s.createElement(o), 

#  m=s.getElementsByTagName(o)[0];a.async=1;a.src=g;m.parentNode.insertBefore(a,m) 

#  })(window,document,'script','//www.google-analytics.com/analytics.js','ga'); 

 

#  ga('create', 'UA-67737651-2', 'auto'); 

#  ga('send', 'pageview'); 

 

#</script>" >> /var/www/html/vive/index.php 

 

######################################################################### 

# Commented following lines as source code has been moved to github 

######################################################################### 

#wget http://gimli.asi-soft.com/db_vive_valladolid.sql.zip 

#unzip db_vive_valladolid.sql.zip -d /var/www/db 

#rm -f db_vive_valladolid.sql.zip 

######################################################################### 

unzip __APP_DIRECTORY__/db_vive_bk.sql.zip -d /var/www/db 

 

 

# Required to fix error messages 

mkdir /var/www/html/tmp 

chown -R www-data.www-data __APP_DIRECTORY__ 

chown www-data:www-data /var/www/html/tmp 

# chmod -R 755 /var/www/html/vive 

chown -R www-data.www-data /var/www/db 

 

sed -i 's/'\''database'\'' => '\''db_vive_valladolid'\'',/'\''database'\'' => '"'$DBNAME'"',/g' 

__APP_DIRECTORY__/sites/default/settings.php 

sed -i 's/'\''username'\'' => '\''root'\'',/'\''username'\'' => '"'$DBUSER'"',/g' 

__APP_DIRECTORY__/sites/default/settings.php 

sed -i 's/'\''password'\'' => '\''mysql@R1adna'\'',/'\''password'\'' => '"'$DBPASS'"',/g' 

__APP_DIRECTORY__/sites/default/settings.php 

sed -i 's/'\''host'\'' => '\''localhost'\'',/'\''host'\'' => '"'$DBHOST'"',/g' 

__APP_DIRECTORY__/sites/default/settings.php 

 

# Added to support HTTPS 

# echo '$conf['https'] = TRUE;' >> __APP_DIRECTORY__/sites/default/settings.php 

echo '$_SERVER['\''HTTPS'\''] = '\''on'\'';' >> __APP_DIRECTORY__/sites/default/settings.php 

 

 

#create database 

mysql -u$DBUSER -p$DBPASS -h$DBHOST << EOF 

DROP DATABASE IF EXISTS $FULLDBNAME; 

CREATE DATABASE $FULLDBNAME COLLATE $DBCOLLATION; 

COMMIT; 
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QUIT 

EOF 

 

#populate database 

mysql -u$DBUSER  -h$DBHOST -p$DBPASS $DBNAME < /var/www/db/db_vive_bk.sql 

rm -rf /var/www/db 

 

# Mount GlusterFS Volume for municipalityx 

scpvolumemount.sh __MUNICIPALITY__ __Appl_Name__ 

virt_vol=__MUNICIPALITY__'-'__Appl_Name__ 

 

# Clean volume 

rm -rf /$virt_vol/* 

 

if [ ! -d /$virt_vol/sites/default/files ]; then 

    mkdir -p /$virt_vol/sites/default/files 

fi 

 

# Change owner of sites directory to www-data 

#chown -R www-data.www-data /$virt_vol/sites 

 

# move initial contents  

cp -a __APP_DIRECTORY__/sites/default/files/. /$virt_vol/sites/default/files/ 

# Remove files folder 

rm -rf __APP_DIRECTORY__/sites/default/files/ 

# create symbolic link 

ln -s /$virt_vol/sites/default/files/ __APP_DIRECTORY__/sites/default/files 

Table C-14: vive_setup.sh 

 

C.3 Municipio de Águeda 

C.3.1 Have Your Say (PPGIS) 

This section describes a heat stack for deploying Have Your Say in SCP v2.0. 

The following files are involved in the stack creation: 

1. PPGISFEESingleNode.yaml, that is responsible for creating the stack containing the VM; 

2. PPGISFEESingleNode.env, that defines or overrides Heat stack parameters; 

3. ppgis_setup.sh, this is the main bash shell script for install and configuring the application; 

4. apache_setup.sh, that is responsible for installing Apache HTTP Server version 2.x, creating 

the /etc/apache2/sites-available/citybranding.conf file and enabling it, installing the SSL 

certificates and configuring the SSL engine in order for the application to be accessible via 

secure HTTPS links(Same as Table C-5); 
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5. postgresqldump_prepare-script.sh, that is responsible for executing the backup strategy; 

8. duplicity_setup.sh, that is responsible for configuring the backup environment (Same as 

Table C-7); 

9. backup_setup.sh, that is responsible for implementing the backup strategy (Same as Table 

C-8); 

 

heat_template_version: 2013-05-23 

 

description: > 

  Heat template to deploy Have Your Say on an Ubuntu instance using Heat's software 

orchestration feature. 

 

parameter_groups: 

- label: Mail_Parameters 

  description: 

  parameters: 

  - Support_Email 

  - SMTP_Host 

  - SMTP_Port 

  - SMTP_From 

  - SMTP_User 

  - SMTP_Password 

  - SMTP_Secure 

   

- label: Duplicity_Parameters 

  description: 

  parameters: 

  - KeyPairPassphrase 

  - KeyPairEmail 

  - Encrypt_Sign_Key 

   

parameters: 

# The stacks must receive the name of the municipality as a parameter.  

# It is used as the activation key name and as a part of the shared volume name. 

  Municipality: 

    type: string 

    description : Name of a key pair to enable SSH access to instances. 

     

  Appl_Name: 

    type: string 

    description : Name of the application. 

  Server_Name: 

    type: string 

    description: the name of the server 
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  Image: 

    type: string 

    description: the name of the boot image 

    default: trusty-server-cloudimg-amd64-heat-hook 

  Flavor: 

    type: string 

    description: Flavor to use for the WordPress server. 

    constraints: 

      - custom_constraint: nova.flavor 

       

  Host_URL: 

    type: string 

    description: Path of the host URL 

 

  Network_Id: 

    type: string 

  Subnet_Id: 

    type: string 

  IP_Address: 

    type: string 

 

  DB_Database: 

    type: string 

    description: name of the DB 

  DB_User: 

    type: string 

    description: name of the DB User 

    hidden: true 

  DB_Password: 

    type: string 

    description: name of the DB Password 

    hidden: true 

  DB_Dump_Script: 

    type: string 

    description: Name of the DB dump (for backup) 

    default: "dumppostgresqldb.sh" 

  DB_Dump_File: 

    type: string 

    description: Name of the DB dump file (for backup) 

     

  Support_Email: 

    type: string 

    description: Support email for the application 

  SMTP_Host: 

    type: string 
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    description: Email SMTP Host address (Outgoing server) 

  SMTP_Port: 

    type: string 

    description: SMTP Host Port 

  SMTP_From: 

    type: string 

    description: Email SMTP Host address (Return path) 

  SMTP_User: 

    type: string 

    description: SMTP user name 

  SMTP_Password: 

    type: string 

    description: Password of SMTP user. 

    hidden: true 

  SMTP_Secure: 

    type: string 

    description: SMTP secure flag. 

    hidden: false 

     

  KeyPairPassphrase: 

    type: string 

    description: Private key passphrase required to use the key 

    hidden: true 

     

  KeyPairEmail: 

    type: string 

    description: E-mail of the loaded key 

   

  Encrypt_Sign_Key: 

    type: string 

    description: Private key ID 

    hidden: true 

     

resources: 

  ppgis_setup: 

    type: OS::Heat::SoftwareConfig 

    properties: 

      group: script 

      config:  

        str_replace: 

          template: { get_file: fragments/ppgis_setup.sh } 

          params: 

            __MUNICIPALITY__:   {get_param: Municipality} 

            __Appl_Name__:      {get_param: Appl_Name} 

            __Host_URL__:       {get_param: Host_URL} 
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            __DB_Database__:    {get_param: DB_Database} 

            __DB_User__:        {get_param: DB_User} 

            __DB_Password__:    {get_param: DB_Password} 

            __Support_Email__:  {get_param: Support_Email} 

            __SMTP_Host__:      {get_param: SMTP_Host} 

            __SMTP_Port__:      {get_param: SMTP_Port} 

            __SMTP_From__:      {get_param: SMTP_From} 

            __SMTP_User__:      {get_param: SMTP_User} 

            __SMTP_Password__:  {get_param: SMTP_Password} 

            __SMTP_Secure__:    {get_param: SMTP_Secure} 

   

  postgresqldump_prepare-script: 

    type: OS::Heat::SoftwareConfig 

    properties: 

      group: script 

      config: 

        str_replace: 

          template: {get_file: fragments/postgresqldump_prepare-script.sh} 

          params: 

            __DB_Host__:        "PostgreSQLDB" 

            __DB_User__:        {get_param: DB_User} 

            __DB_Password__:    {get_param: DB_Password} 

            __DB_Database__:    {get_param: DB_Database} 

            __DB_Dump_Script__: {get_param: DB_Dump_Script} 

            __DB_Dump_File__:   {get_param: DB_Dump_File} 

 

  duplicity_setup: 

    type: OS::Heat::SoftwareConfig 

    properties: 

      group: script 

      config: 

        str_replace: 

          template: {get_file: ../../application-common/heat/fragments/duplicity_setup.sh} 

          params: 

            __KeyPairPassphrase__: {get_param: KeyPairPassphrase} 

            __Encrypt_Sign_Key__:   {get_param: Encrypt_Sign_Key} 

             

             

  backup_setup: 

    type: OS::Heat::SoftwareConfig 

    properties: 

      group: script 

      config: 

        str_replace: 

          template: {get_file: ../../application-common/heat/fragments/backup_setup.sh} 
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          params: 

            __MUNICIPALITY__:   {get_param: Municipality} 

            __Appl_Name__:      {get_param: Appl_Name} 

            __KeyPairPassphrase__: {get_param: KeyPairPassphrase} 

            __Encrypt_Sign_Key__:   {get_param: Encrypt_Sign_Key} 

            __Full_Backup_Script__: {get_param: DB_Dump_Script} 

            __Incremental_Backup_Script__: {get_param: DB_Dump_Script} 

 

  ppgis_config: 

    type: OS::Heat::MultipartMime 

    properties: 

      parts: 

      - config: {SCP-get_shellout: "heat stack-show SCP-Common | awk -F '\042' 

'/\042output_value\042:/ {print $4}'"} 

      - config: {get_resource: ppgis_setup} 

      - config: {get_resource: duplicity_setup} 

      - config: {get_resource: postgresqldump_prepare-script} 

      - config: {get_resource: backup_setup} 

       

  ppgis_node_port: 

    type: OS::Neutron::Port 

    properties: 

      network_id: {get_param: Network_Id} 

      fixed_ips: 

      - subnet_id: {get_param: Subnet_Id} 

        ip_address: {get_param: IP_Address} 

      security_groups: [ 

        SSH_Security_Group, 

        Zabbix_Security_Group, 

        WebFEE_Security_Group 

      ] 

 

  ppgis_instance: 

    type: OS::Nova::Server 

    properties: 

      name:       {get_param: Server_Name} 

      image:      {get_param: Image} 

      flavor:     {get_param: Flavor} 

      key_name:   {get_param: Municipality } 

      networks: 

        - port: {get_resource: ppgis_node_port} 

      admin_user: ubuntu 

      user_data_format: RAW 

      user_data: {get_resource: ppgis_config} 
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outputs: 

  instance_ip: 

    description: The internal IP address of the deployed instance 

    value: { get_attr: [ppgis_instance, first_address] } 

Table C-15: PPGISFEESingleNode.yaml 

 

parameters: 

  Municipality:         thessaloniki 

  Appl_Name:            haveyoursay 

  Server_Name:          thessaloniki-haveyoursay 

  Flavor:               e1standard.x2 

  Network_Id:           {SCP-get_shellout: "neutron net-list | awk '/SCP-Network/ {print $2}'"} 

  Subnet_Id:            {SCP-get_shellout: "neutron subnet-list | awk '/SCP-Subnet/ {print $2}'"} 

  IP_Address:           "10.20.1.40" 

   

  DB_Database:          haveyoursay 

  DB_User:             thessaloniki 

  DB_Password:          rZLcZtHGewtqRTth 

  DB_Dump_File:         "/thessaloniki-haveyoursay/postgresql.dmp" 

   

  Support_Email:        smartcity@thessaloniki.gr 

  SMTP_Host:            mail.thessaloniki.gr 

  SMTP_Port:            25 

  SMTP_From:            smartcity@thessaloniki.gr 

  SMTP_User:            "" 

  SMTP_Password:        "" 

  SMTP_Secure:          false 

   

  Host_URL:             smartcity.thessaloniki.gr 

   

  KeyPairPassphrase:    5t0rmC10ud5 

  KeyPairEmail:         Alkiviadis.Giannakoulias@eurodyn.com 

  Encrypt_Sign_Key:     "D4185B7D" 

Table C-16: PPGISFEESingleNode.env 

 

 

 

#!/bin/bash -ex 

cd / 

source SCP_Environment.sh 

 

export DBHOST=$SCP_MySQL_Host 

export DBUSER=__DB_User__ 
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export DBPASS=__DB_Password__ 

export NameDB=__DB_Database__ 

export DBNAME="${DBUSER}_...${NameDB}" 

 

#export DBUSER=geobox 

#export DBPASS=geobox 

#export DBNAME=geopublic 

 

DEBIAN_FRONTEND=noninteractive apt-get -y -o Dpkg::Options::="--force-confdef" -o 

Dpkg::Options::="--force-confold" install redis-server build-essential subversion graphicsmagick 

 

# install at least one language package  

DEBIAN_FRONTEND=noninteractive apt-get -y -o Dpkg::Options::="--force-confdef" -o 

Dpkg::Options::="--force-confold" install language-pack-pt 

 

# Create pgpass file for accessing psql from command line 

touch /root/.pgpass 

chmod 0600 /root/.pgpass 

cat << EOF > /root/.pgpass 

hostname:5432:*:db_username:db_password 

hostname:5432:*:stormjanitor:yIemacamRHmWOTG+ 

EOF 

sed -i 's/hostname/'$DBHOST'/g' /root/.pgpass 

#sed -i 's/database/'$DBNAME'/g' /root/.pgpass 

sed -i 's/db_username/'$DBUSER'/g' /root/.pgpass 

sed -i 's/db_password/'$DBPASS'/g' /root/.pgpass 

 

# Revoke any access to the DB and drop the DB 

if psql -h $DBHOST -d postgres -U stormjanitor -w -lqt | cut -d \| -f 1 | grep -w $DBNAME; then 

    psql -h $DBHOST -d postgres -U stormjanitor -w << EOF 

    REVOKE CONNECT ON DATABASE "$DBNAME" FROM public; 

    SELECT pg_terminate_backend(pg_stat_activity.pid) 

    FROM pg_stat_activity 

    WHERE pg_stat_activity.datname = '$DBNAME'; 

     

    DROP DATABASE IF EXISTS "$DBNAME"; 

    \q 

EOF 

fi 

 

# Create new role 

psql -h $DBHOST -d postgres -U stormjanitor -w << EOF 

DROP ROLE IF EXISTS "$DBUSER"; 

CREATE ROLE "$DBUSER" LOGIN PASSWORD '$DBPASS' SUPERUSER INHERIT CREATEDB CREATEROLE 

REPLICATION; 
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\q 

EOF 

 

# Create new database  

psql -h $DBHOST -d postgres -U $DBUSER -w << EOF 

CREATE DATABASE "$DBNAME" WITH TEMPLATE = template0 ENCODING = 'UTF8' OWNER 

$DBUSER; 

\connect "$DBNAME" 

CREATE EXTENSION adminpack; 

CREATE EXTENSION postgis; 

CREATE EXTENSION hstore; 

CREATE EXTENSION pgcrypto; 

\q 

EOF 

 

su ubuntu -c ' 

cd /home/ubuntu/ 

 

# Install node.js 

sudo apt-add-repository ppa:chris-lea/node.js -y 

sudo DEBIAN_FRONTEND=noninteractive apt-get -y update 

sudo DEBIAN_FRONTEND=noninteractive apt-get -y install nodejs 

sudo npm install -g forever 

sudo npm install -g forever-service 

sudo chown -R $USER:$USER ~/.npm 

 

# Install the PPGIS application 

if [ ! -d /home/ubuntu/public_html ]; then 

    mkdir -p /home/ubuntu/public_html 

fi 

cd public_html/ 

svn checkout --force https://github.com/jgrocha/geopublic/trunk/server . 

svn revert -R . 

cp server-config-template.json server-config.json 

# port where the server run. Port 80 maybe taken by Apache 

sed -i "s/\""port\"": [0-9]\+/\""port\"": 80/" server-config.json 

# full address 

sed -i "s/localhost/__Host_URL__/" server-config.json 

# smtps host 

sed -i "/\""smtphost\""/c\    \""smtphost\"": \""__SMTP_Host__\""," server-config.json 

sed -i "/\""smtpport\""/c\    \""smtpport\"": __SMTP_Port__," server-config.json 

sed -i "/\""smtpfrom\""/c\    \""smtpfrom\"": \""__SMTP_From__\""," server-config.json 

sed -i "/\""smtpuser\""/c\    \""smtpuser\"": \""__SMTP_User__\""," server-config.json 

sed -i "/\""smtppass\""/c\    \""smtppass\"": \""__SMTP_Password__\""" server-config.json 

' 
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# update server-db.js 

cd /home/ubuntu/public_html 

sed -i 's#conString = "postgres://geobox:geobox@localhost:5432/geopublic";#conString = 

"postgres://'$DBUSER':'$DBPASS'@'$DBHOST':5432/'$DBNAME'";#' server-db.js 

sed -i 's#conString = "postgres://geobox:geobox@localhost/geopublic";#conString = 

"postgres://'$DBUSER':'$DBPASS'@'$DBHOST'/'$DBNAME'";#' server-db.js 

 

su ubuntu -c ' 

cd /home/ubuntu/public_html 

npm update 

svn checkout --force 

https://github.com/jgrocha/geopublic/trunk/client/GeoPublic/build/production/GeoPublic public 

svn revert -R public 

 

mkdir -p uploads 

if [ ! -d /home/ubuntu/public_html/public/participation_data ]; then 

    mkdir -p /home/ubuntu/public_html/public/participation_data 

fi 

if [ ! -d /home/ubuntu/public_html/public/uploaded_images ]; then 

    mkdir -p /home/ubuntu/public_html/public/uploaded_images 

fi 

 

# Populate supporting tables 

wget https://raw.githubusercontent.com/jgrocha/geopublic/master/geopublic-20160115-all.sql 

wget https://raw.githubusercontent.com/jgrocha/geopublic/master/geopublic-20160115-

data.sql 

' 

 

cd /home/ubuntu/public_html 

 

# Populate supporting tables 

psql -h $DBHOST -U $DBUSER $DBNAME -f geopublic-20160115-all.sql 

psql -h $DBHOST -U $DBUSER $DBNAME -f geopublic-20160115-data.sql 

rm geopublic-20160115-all.sql 

rm geopublic-20160115-data.sql 

 

# initial user; 

psql -h $DBHOST -U $DBUSER $DBNAME -c "insert into utilizador (idgrupo, email, password, 

nome, emailconfirmacao) values(1, 'alkiviadis.giannakoulias@eurodyn.com', 

encode(digest('pa55word', 'sha1'), 'hex'), 'Administrator', true);" 

 

#  GlusterFS Volume for municipalityx 

scpvolumemount.sh __MUNICIPALITY__ __Appl_Name__ 

virt_vol=__MUNICIPALITY__'-'__Appl_Name__ 
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if [ ! -d /$virt_vol/public ]; then 

    mkdir -p /$virt_vol/public 

fi 

 

#clear contents 

rm -rf /$virt_vol/public/* 

 

# move initial contents  

cp -a /home/ubuntu/public_html/public/. /$virt_vol/public/ 

# Remove public folder 

rm -rf /home/ubuntu/public_html/public 

# create symbolic link 

ln -s /$virt_vol/public /home/ubuntu/public_html/public 

# Change owner of images directory to www-data 

chown -R ubuntu.ubuntu /$virt_vol/public 

 

# This is required to allow the application to run 

mkdir -p /home/ubuntu/public_html/__Appl_Name__ 

cd  /home/ubuntu/public_html/__Appl_Name__ 

ln -s /home/ubuntu/public_html/directppgis . 

 

su ubuntu -c ' 

# Create the service for the application 

cd ~/public_html/ 

sudo forever-service install -e "NODE_ENV=production" ppgis --script server.js 

 

# Start the application 

sudo start ppgis 

' 

Table C-17: ppgis_setup.sh 

 

#!/bin/bash -ex 

cd / 

source SCP_Environment.sh 

 

export DBHOST=$SCP_MySQL_Host 

export DBUSER=__DB_User__ 

export DBPASS=__DB_Password__ 

export NameDB=__DB_Database__ 

export DBNAME="${DBUSER}_...${NameDB}" 

 

#export DBUSER=geobox 

#export DBPASS=geobox 
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#export DBNAME=geopublic 

 

cat << EOF > ~/backup/__DB_Dump_Script__ 

#!/bin/bash 

 

# Database 

bds=$DBNAME 

# export FULLDBNAME=__DB_User__'_...'__DB_Database__ 

 

for bd in <bds> 

do 

     echo Processing postgres backup. File to generate : <bd>.dmp 

     echo Initializing export. 

 

     pg_dump -h $DBHOST -p 5432 -U $DBUSER -w -F c -O -v -f __DB_Dump_File__ <bd> >> 

~/backup/pg_dump.log 2>&1 

done 

EOF 

 

sed -i 's/<bds>/$bds/g' ~/backup/__DB_Dump_Script__ 

sed -i 's/<bd>/$bd/g' ~/backup/__DB_Dump_Script__ 

 

chmod +x ~/backup/__DB_Dump_Script__ 

Table C-18: postgresqldump_prepare-script.sh 

C.4 City of Miskolc 

C.4.1 TiMi  

This section describes a heat stack for deploying TiMi in SCP v2.0. 

The following files are involved in the stack creation: 

1. TiMiFEESingleNode.yaml, that is responsible for creating the stack containing the VM; 

2. TiMiFEESingleNode.env, that defines or overrides Heat stack parameters; 

3. TiMi_setup.sh, this is the main bash shell script for install and configuring the application; 

4. apache_setup.sh, that is responsible for installing Apache HTTP Server version 2.x, creating 

the /etc/apache2/sites-available/citybranding.conf file and enabling it, installing the SSL 

certificates and configuring the SSL engine in order for the application to be accessible via 

secure HTTPS links (Same as Table C-5); 

5. mysqldump_prepare-script.sh, that is responsible for executing the backup strategy (Same 

as Table C-6); 

6. duplicity_setup.sh, that is responsible for configuring the backup environment (Same as 

Table C-7); 
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7. backup_setup.sh, that is responsible for implementing the backup strategy (Same as Table 

C-8); 

 

heat_template_version: 2013-05-23 

 

description: > 

  Heat template to deploy TiMi public place issue Report on an Ubuntu instance using Heat's 

software orchestration feature. 

 

parameter_groups: 

- label: Duplicity_Parameters 

  description: 

  parameters: 

  - KeyPairPassphrase 

  - KeyPairEmail 

  - Encrypt_Sign_Key 

   

parameters: 

# The stacks must receive the name of the municipality as a parameter.  

# It is used as the activation key name and as a part of the shared volume name. 

  FQDN_or_IP: 

    type: string 

    description : Leave default value if the application is deployed behind a proxy 

    default: "" 

     

  Municipality: 

    type: string 

    description : Name of a key pair to enable SSH access to instances. 

     

  Appl_Name: 

    type: string 

    description : Name of the application. 

    default: "TiMi" 

     

  Server_Name: 

    type: string 

    description: the name of the server 

  Admin_Email: 

    type: string 

    description: Email SMTP Host address (Return path) 

  Image: 

    type: string 

    description: the name of the boot image 

    default: trusty-server-cloudimg-amd64-heat-hook 
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  Flavor: 

    type: string 

    description: Flavor to use for the Ubuntu server. 

    constraints: 

      - custom_constraint: nova.flavor 

       

  Network_Id: 

    type: string 

  Subnet_Id: 

    type: string 

  IP_Address: 

    type: string 

 

  DB_Database: 

    type: string 

    description: name of the DB 

  DB_User: 

    type: string 

    description: name of the DB User 

    hidden: true 

  DB_Password: 

    type: string 

    description: name of the DB Password 

    hidden: true 

  DB_Dump_Script: 

    type: string 

    description: Name of the DB dump (for backup) 

    default: "dumpmysqldb.sh" 

  DB_Dump_File: 

    type: string 

    description: Name of the DB dump file (for backup) 

     

  Git_User: 

    type: string 

    description: name of the Git User for connecting to private account 

    hidden: true 

  Git_Password: 

    type: string 

    description: Git Password 

    hidden: true 

     

  KeyPairPassphrase: 

    type: string 

    description: Private key passphrase required to use the key 

    hidden: true 
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  KeyPairEmail: 

    type: string 

    description: E-mail of the loaded key 

   

  Encrypt_Sign_Key: 

    type: string 

    description: Private key ID 

    hidden: true 

     

resources: 

  timi_setup: 

    type: OS::Heat::SoftwareConfig 

    properties: 

      group: script 

      config:  

        str_replace: 

          template: { get_file: fragments/TiMi_setup.sh } 

          params: 

            __MUNICIPALITY__:   {get_param: Municipality} 

            __Appl_Name__:      {get_param: Appl_Name} 

            __DB_Database__:    {get_param: DB_Database} 

            __DB_User__:        {get_param: DB_User} 

            __DB_Password__:    {get_param: DB_Password} 

            __Git_User__:       {get_param: Git_User} 

            __Git_Password__:   {get_param: Git_Password} 

             

  apache_setup: 

    type: OS::Heat::SoftwareConfig 

    properties: 

      group: script 

      config: 

        str_replace: 

          template: {get_file: ../../application-common/heat/fragments/apache_setup.sh} 

          params: 

            __MUNICIPALITY__:  {get_param: Municipality} 

            __FQDN_or_IP__:    {get_param: FQDN_or_IP} 

            __SERVER_NAME__:   {get_param: Server_Name} 

            __ADMIN_EMAIL__:   {get_param: Admin_Email} 

            __APP_NAME__:      {get_param: Appl_Name} 

            __APP_DIRECTORY__: "timi" 

       

  mysqldump_prepare-script: 

    type: OS::Heat::SoftwareConfig 

    properties: 
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      group: script 

      config: 

        str_replace: 

          template: {get_file: ../../application-common/heat/fragments/mysqldump_prepare-

script.sh} 

          params: 

            __DB_Host__:        "MySQLDB" 

            __DB_User__:        {get_param: DB_User} 

            __DB_Password__:    {get_param: DB_Password} 

            __DB_Database__:    {get_param: DB_Database} 

            __DB_Dump_Script__: {get_param: DB_Dump_Script} 

            __DB_Dump_File__:   {get_param: DB_Dump_File} 

             

  duplicity_setup: 

    type: OS::Heat::SoftwareConfig 

    properties: 

      group: script 

      config: 

        str_replace: 

          template: {get_file: ../../application-common/heat/fragments/duplicity_setup.sh} 

          params: 

            __KeyPairPassphrase__: {get_param: KeyPairPassphrase} 

            __Encrypt_Sign_Key__:   {get_param: Encrypt_Sign_Key} 

             

  backup_setup: 

    type: OS::Heat::SoftwareConfig 

    properties: 

      group: script 

      config: 

        str_replace: 

          template: {get_file: ../../application-common/heat/fragments/backup_setup.sh} 

          params: 

            __MUNICIPALITY__:       {get_param: Municipality} 

            __Appl_Name__:          {get_param: Appl_Name} 

            __Encrypt_Sign_Key__:   {get_param: Encrypt_Sign_Key} 

            __Full_Backup_Script__: {get_param: DB_Dump_Script} 

            __Incremental_Backup_Script__: {get_param: DB_Dump_Script} 

 

  timi_config: 

    type: OS::Heat::MultipartMime 

    properties: 

      parts: 

      - config: {SCP-get_shellout: "heat stack-show SCP-Common | awk -F '\042' 

'/\042output_value\042:/ {print $4}'"} 

      - config: {get_resource: apache_setup} 
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      - config: {get_resource: timi_setup} 

      - config: {get_resource: duplicity_setup} 

      - config: {get_resource: mysqldump_prepare-script} 

      - config: {get_resource: backup_setup} 

       

  timi_node_port: 

    type: OS::Neutron::Port 

    properties: 

      network_id: {get_param: Network_Id} 

      fixed_ips: 

      - subnet_id: {get_param: Subnet_Id} 

        ip_address: {get_param: IP_Address} 

      security_groups: [ 

        SSH_Security_Group, 

        Zabbix_Security_Group, 

        WebFEE_Security_Group 

      ] 

 

  timi_instance: 

    type: OS::Nova::Server 

    properties: 

      name:       {get_param: Server_Name} 

      image:      {get_param: Image} 

      flavor:     {get_param: Flavor} 

      key_name:   {get_param: Municipality } 

      networks: 

        - port: {get_resource: timi_node_port} 

      admin_user: ubuntu 

      user_data_format: RAW 

      user_data: {get_resource: timi_config} 

 

outputs: 

  instance_ip: 

    description: The internal IP address of the deployed instance 

    value: { get_attr: [timi_instance, first_address] } 

Table C-19: TiMiFEESingleNode.yaml 

 

parameters: 

  Municipality:         miskolc 

  Appl_Name:            timi 

  Server_Name:          miskolc-timi 

  Admin_Email:          admin@test.com 

   

  Flavor:               e1standard.x3 
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  Network_Id:           {SCP-get_shellout: "neutron net-list | awk '/SCP-Network/ {print $2}'"} 

  Subnet_Id:            {SCP-get_shellout: "neutron subnet-list | awk '/SCP-Subnet/ {print $2}'"} 

  IP_Address:           "10.20.4.10" 

   

  DB_Database:          timi 

  DB_User:             miskolc 

  DB_Password:          F4UXoIm1yGUHxTIv 

   

  DB_Dump_File:         "/miskolc-timi/mysqldump.sql" 

   

  Git_User:             ayian2004 

  Git_Password:         9Wy%GraFZ9rqfonM 

   

  KeyPairPassphrase:    5t0rmC10ud5 

  KeyPairEmail:         Alkiviadis.Giannakoulias@eurodyn.com 

  Encrypt_Sign_Key:     "D4185B7D" 

  FQDN_or_IP:           "" 

Table C-20: TiMiFEESingleNode.env 

 

 

 

 

 

#!/bin/bash -ex 

sudo su 

cd / 

source SCP_Environment.sh 

 

export DBHOST=$SCP_MySQL_Host 

export DBUSER=__DB_User__ 

export DBPASS=__DB_Password__ 

export NameDB=__DB_Database__ 

export bckqqt=`echo -e '\x60'` 

export DBNAME="${DBUSER}_...${NameDB}" 

export FULLDBNAME="$bckqqt${DBNAME}$bckqqt" 

export DBCOLLATION=$bckqqt'utf8_general_ci'$bckqqt 

export APPLICATION_DIRECTORY=/var/www/__Appl_Name__ 

 

#apt-get -y install mysql-client-core-5.6 mysql-client-5.6 

apt-get -y install php5-curl 

apt-get -y install libssh2-php 

apt-get -y install unzip 

apt-get -y install drush 
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# 1. Create database 

mysql -u$DBUSER -p$DBPASS -h$DBHOST << EOF 

DROP DATABASE IF EXISTS $FULLDBNAME; 

CREATE DATABASE $FULLDBNAME COLLATE $DBCOLLATION; 

COMMIT; 

QUIT 

EOF 

 

# 2. Update php.ini file 

# sed -i '/expose_php/c\expose_php = Off' /etc/php5/apache2/php.ini 

# sed -i '/allow_url_fopen/c\allow_url_fopen = Off' /etc/php5/apache2/php.ini 

# sed -i '/max_execution_time/c\max_execution_time = 300' /etc/php5/apache2/php.ini 

# sed -i '/memory_limit/c\memory_limit = 256M' /etc/php5/apache2/php.ini 

# sed -i '/display_errors/c\display_errors = Off' /etc/php5/apache2/php.ini 

# sed -i '/session.cache_limiter/c\session.cache_limiter = nocache' /etc/php5/apache2/php.ini 

# sed -i '/session.auto_start/c\session.auto_start = 0' /etc/php5/apache2/php.ini 

# echo 'magic_quotes_gpc = off' >> /etc/php5/apache2/php.ini 

# echo 'register_globals = off' >> /etc/php5/apache2/php.ini 

PHP_MEMORY_LIMIT="$(sed -ne '/^memory_limit/s/[^0-9]//gp' /etc/php5/apache2/php.ini)" 

PHP_MAX_EXECUTION_TIME="$(sed -ne '/^max_execution_time/s/[^0-9]//gp' 

/etc/php5/apache2/php.ini)" 

if [ "$PHP_MEMORY_LIMIT" -lt 256 ]; then 

sed -i '/memory_limit/c\memory_limit = 256M' /etc/php5/apache2/php.ini 

fi 

 

if [ "$PHP_MAX_EXECUTION_TIME" -lt 300 ]; then 

sed -i '/max_execution_time/c\max_execution_time = 300' /etc/php5/apache2/php.ini  

fi 

 

# 3. Update Virtual Host 

sed -i '/DocumentRoot/c\        DocumentRoot /var/www/'__Appl_Name__'/public_html' 

/etc/apache2/sites-available/__Appl_Name__.conf 

sed -i '/<Directory/c\        <Directory /var/www/'__Appl_Name__'/public_html>' 

/etc/apache2/sites-available/__Appl_Name__.conf 

sed -i 's/RedirectMatch/#RedirectMatch/g' /etc/apache2/sites-available/__Appl_Name__.conf 

service apache2 restart 

 

# 4. Create the Directory Structure 

mkdir -p $APPLICATION_DIRECTORY/public_html 

chown -R $USER:$USER $APPLICATION_DIRECTORY/public_html  

chmod -R 755 $APPLICATION_DIRECTORY 

 

# 5. Git clone the application source files 
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mkdir -p $APPLICATION_DIRECTORY/github 

cd $APPLICATION_DIRECTORY/github 

wget https://github.com/holding-it/timi/archive/master.zip 

cd $APPLICATION_DIRECTORY 

drush dl drupal-7 --drupal-project-rename=drupal 

if [ -d $APPLICATION_DIRECTORY/public_html ]; then 

    mkdir -p $APPLICATION_DIRECTORY/public_html 

fi 

 

cp -avr $APPLICATION_DIRECTORY/drupal/* $APPLICATION_DIRECTORY/public_html 

cp -avr $APPLICATION_DIRECTORY/drupal/.htaccess $APPLICATION_DIRECTORY/public_html 

cp -avr $APPLICATION_DIRECTORY/drupal/.gitignore $APPLICATION_DIRECTORY/public_html 

 

cd $APPLICATION_DIRECTORY/public_html 

drush site-install standard --db-url='mysql://'$DBUSER':'$DBPASS'@'$DBHOST'/'$DBNAME'' --

site-name=__Appl_Name__ --yes 

 

if [ -d $APPLICATION_DIRECTORY/public_html/sites/default/files ]; then 

    rm -rf $APPLICATION_DIRECTORY/public_html/sites/default/files 

fi 

 

if [ -d $APPLICATION_DIRECTORY/public_html/sites/all ]; then 

    rm -rf $APPLICATION_DIRECTORY/public_html/sites/all 

fi 

 

# 6. Populate database 

drush sql-drop --database=default --yes 

cd $APPLICATION_DIRECTORY/github 

unzip $APPLICATION_DIRECTORY/github/master.zip 

mysql -u$DBUSER -h$DBHOST -p$DBPASS $DBNAME < $APPLICATION_DIRECTORY/github/timi-

master/db/timi.sql  

 

# 7. Move contents 

cp -avr $APPLICATION_DIRECTORY/github/timi-master/all 

$APPLICATION_DIRECTORY/public_html/sites 

unzip $APPLICATION_DIRECTORY/public_html/sites/all/libraries.zip -d 

$APPLICATION_DIRECTORY/public_html/sites/all 

rm $APPLICATION_DIRECTORY/public_html/sites/all/libraries.zip 

unzip $APPLICATION_DIRECTORY/public_html/sites/all/modules.zip -d 

$APPLICATION_DIRECTORY/public_html/sites/all 

rm $APPLICATION_DIRECTORY/public_html/sites/all/modules.zip 

unzip $APPLICATION_DIRECTORY/public_html/sites/all/themes.zip -d 

$APPLICATION_DIRECTORY/public_html/sites/all 

rm $APPLICATION_DIRECTORY/public_html/sites/all/themes.zip 
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cp -avr $APPLICATION_DIRECTORY/github/timi-master/files 

$APPLICATION_DIRECTORY/public_html/sites/default 

unzip $APPLICATION_DIRECTORY/public_html/sites/default/files/files.zip -d 

$APPLICATION_DIRECTORY/public_html/sites/default 

rm $APPLICATION_DIRECTORY/public_html/sites/default/files/files.zip 

 

cp -avr $APPLICATION_DIRECTORY/github/timi-master/mob 

$APPLICATION_DIRECTORY/public_html 

rm -rf $APPLICATION_DIRECTORY/github 

rm -rf $APPLICATION_DIRECTORY/drupal 

 

# 8. Update folder rights and permissions 

chmod 644 $APPLICATION_DIRECTORY/public_html/sites/default/settings.php 

chown -R :www-data $APPLICATION_DIRECTORY/public_html/sites/default/files 

chmod -R 775 $APPLICATION_DIRECTORY/public_html/sites/default/files 

 

cd $APPLICATION_DIRECTORY/public_html 

drush updb 

Table C-21: TiMi_setup.sh 
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Annex D Services Multilingualism 

The following files are used to provide multilingual content. 

D.1 Municipality of Thessaloniki 

D.1.1 Virtual City Market 

This section describes the set of files that are used for providing multilingual support for the 

“Virtual City Market” application in SCP v2.0. 

The following files are involved: 

1. Strings.inc.js, that contains all strings in Javascript Language – created by transforming the 

default.po and application.po files using the “virtual-city-market\php\tools\gettext.php” 

script. Strings can be used in Javascript calling the function “__” (double underscore) 

e.g.__(“String”); 

2. Strings.inc.php, that conatins all strings in PHP Language – created by transforming the 

default.po and application.po files using the “virtual-city-market\php\tools\gettext.php” 

script. Strings can be used in the application with two forms: 

a. In PHP scripts calling the function “_” (underscore) e.g. _(“String”), or 

b. In templates using the form {LANG.String}; 

3. application.po, that contains application specific strings. Strings are extracted from scripts 

and templates in the virtual-city-market\templates directory using the “virtual-city-

market\php\tools\gettext.php” script. The “application.po” is then used to create language 

specific .po files which are then used to create the respective “Strings.inc.php” and 

“Strings.inc.js” files; 

4. default.po, that is a base file containing strings which are required by the library classes; 

Hence, if someone changes the templates to include some new strings (using any of the forms, for 

PHP, Templates or Javascript) she/he needs to: 

1. Run “virtual-city-market\php\tools\gettext.php” to prepare the “application.pot” file (new 

strings will be extracted from the templates and added to “application.pot”) 

2. Update the application.po for each supported language using poedit (Catalog -> Update 

from POT File) and the newly updated “application.pot” file 

3. Translate and save application.po for each language using poedit (File -> Save) 

4. Rerun “virtual-city-market\php\tools\gettext.php” to prepare the “Strings.inc.php” and 

“Strings.inc.php” files for each language 

The Greek translation files can be found in the project private Github account: 

https://github.com/STORM-CLOUDS/Virtual-City-Market/tree/master/lang/el  

The Spanish translation files can be found in the project private Github account: 

https://github.com/STORM-CLOUDS/Virtual-City-Market/tree/master/lang/es  

https://github.com/STORM-CLOUDS/Virtual-City-Market/tree/master/lang/el
https://github.com/STORM-CLOUDS/Virtual-City-Market/tree/master/lang/es
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D.2 Municipio de Águeda 

D.2.1 Have Your Say 

This section describes the set of files that are used for providing multilingual support for the 

“Have your Say” application in SCP v2.0. 

For each supported languages, there should be a file in resources/languages with the name of the 

language. To translate the application to Greek, for example, simple copy pt.js to el.js and edit the 

translation file, but change only the "translation" string and never the "id" string. 

Regarding the emails messages these are created from templates stored in the templates folder. 

To update the email messages language, we should edit all templates in that folder. There is a 

template for HTML based messages and another for plain text messages. 

 

D.3 Ayuntamiento de Valladolid 

D.3.1 Live the City 

This section describes the set of files that are used for providing multilingual support for the “Live 

the City” application in SCP v2.0. 

Since it is a Drupal based application it uses the following PO translation files: 

1. Blocks.po 

2. Built-in interface.po 

3. Contact forms.po 

4. Fields.po 

5. Menu.po 

6. Panels.po 

7. Rules.po 

8. Taxonomy.po 

9. Views.po 

Once the files are extracted using Drupal export functionality we should translate them and then 

upload them back to the system. 

 


