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Executive Summary 
Work Package 4 (WP4) of the STORM CLOUDS project addresses some of the most important rules and 
regulations that are to be followed such as of privacy, security, anonymity, reliability, interoperability among 
others. Data security is a major concern in cloud computing environment. Virtual cloud environments provide a 
lot of scope for the intruders to attack the cloud data and the user data. 

The data centre in cloud environment holds valid information's that end-users would conventionally have stored 
on their computers. This raise issues concerning user privacy protection because users should master their 
information [67]. The movement of information to centralized services may have an effect on the privacy and 
security of users’ interactions with the files keep in cloud cupboard space [68]. Cloud computing poses privacy 
concerns primarily, as a result of the service supplier at any point in time, might access the information that's 
on the cloud. The Cloud service supplier may accidentally or deliberately alter or delete some information 
from the cloud server. Hence, the system should have some style of mechanism to make sure the safety of the 
information integrity [69]. 

Additionally, since users do not have physical possession of their information within the cloud environment, 
information integrity protection cannot be achieved using existing cryptographic solutions, such as Symmetric 
encryption (DES, 3DES and AES) or Asymmetric encryption (Public/Private Key Cryptography) or Key 
Exchange Algorithms (Diffie-Hellman for SSL). Instead we should use cryptographic hashes (SHA-256 or 
better) that safeguard data by providing a secure checksum.   

The main focus of this document is to present the main issues concerning cloud computing security and user 
privacy protection and is organized in the following major sections. 

Section 2 focuses on the most common issues related to privacy in cloud computing environment, together with 
key recommendations for implementing varied security measures including: data isolation, the right to be 
forgotten, principle of privacy by design, client-side encryption and Privacy Impact Assessment (PIA). It also 
includes the privacy provisions for the entire system. 

Section 3 focuses on cloud computing security, cyber resilience and the security checks of the applications and 
the platform including the measures taken. Additionally some of the most important security threats in cloud 
computing are also presented, together with key recommendations for addressing them such as: Security 
standards and certifications, service provider auditing, secure APIs, transport layer protection, authentication 
and Encryption key management as well as cloud service agreements. 

Cyber resilience covers the ability to keep operating during a detected attack or incident, to keep operating 
under the assumption that an undetected compromise has occurred, to operate with reduced capability or 
capacity, and to provide graceful degradation and recovery during and after an incident. [42] The minimum 
actions we should perform are presented together with key recommendations for achieving cyber security 
resilience including: incident response planning, vulnerability management and data minimization. 

Finally the testing framework is presented followed by the web application penetration testing methodology, 
including a mapping of: 

1. the OWASP testing checklist against the OWASP Top 10 project and  

2. the web application risks (OWASP Top 10) against the suggested penetration testing tools. 

Using the suggested penetration testing tools the STORM CLOUDS prototype applications were tested against 
the OWASP ten most critical web application security risks, resulting in a number of alerts per individual 
OWASP compliance/risk category and proposed countermeasures to be implemented. 
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1 Cloud Computing Privacy 

1.1 Privacy Definition 

Privacy could be understood as the right of a person to have his personal data properly secured. [11] It is 
also about the ability of a person to control, edit, manage and delete information about them and to decide 
how and to what extent such information is communicated to others. [81] Any data that could uniquely identify 
a person or, which is not supposed to be known to any person other than its owner and/or her immediate 
family, without her consent is called Private Data. [11] 

It is therefore needed to maintain the confidentiality of private data. [11] 

According to [81] privacy risk – the risk of harm through use or misuse of personal information – can arise 
when personal information is being: 

 inaccurate, insufficient or out of date; 

 excessive or irrelevant; 

 kept for too long; 

 disclosed to those who the person it is about does not want to have it; 

 used in ways that are unacceptable to or unexpected by the person it is about; or 

 not kept securely. 

1.1.1 Main Threats to Privacy 

According to [11] the most common issues related to privacy in cloud computing environment are: 

 Lack of User Control 

Complete control of user on the data is not possible in the cloud, since in cloud computing the personal 
data of a person is present on machines which are not owned or controlled by him/her, and 
therefore, there is a real threat of the data being used1 without authorization.  

Moreover, for a cloud service provider it is not always possible to provide information to his/hers 
users on the current location of the data, as well as the current data processing and guarantee about 
the complete and safe removal of data. 

 Lack of Training and Expertise 

Unavailability of highly skilled employees, during the deployment and running of cloud services, as 
well as inappropriate or unauthorised access to personal information in the cloud through security 
vulnerabilities or weak access control could have great consequences from the point of view of 
information security. In addition the rise of technology worsened the scenario, as now more employees 
are able to cause such privacy issues.  

Therefore training is essential. 

 Unauthorized Secondary Usage and Loss of Trust 

Personal information being collected, used or stored not in accordance with a user’s wishes is a threat 
always present in cloud computing environments. Nevertheless authorized secondary usage is a 
standard business model, from the cloud service provider point of view. However, personal data 
could also be used in a way which is unacceptable to the user or used for a purpose different to that 
for which it was given (function creep) or exposed to third parties without consent. 

                                                 

 

1 stolen, misused or even resold 
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This can be addressed through a legally binding agreement which explicitly mentions as to how and 
up to what extent the data of a customer could be used, thus enhancing the level of trust between the 
cloud subscriber and the cloud service provider. 

Moreover, a cloud service provider could track or profile users, without their consent, in ways that 
they were not aware of. 

 Complexity of Regulatory Compliance 

In cloud computing environment to ensure the availability of some data, cloud providers replicate that 
data in multiple locations (Data Proliferation). This happens in such a way that multiple parties, 
management entities and locations may be involved making it difficult to know exactly where the 
data is or if it is in transit at any given time. This data proliferation makes deletion of all copies of the 
data a non guaranteed process. Hence, outsourcing and offshoring raises some very complex and 
serious regulation compliance issues. 

Moreover, the dynamic provisioning of resources makes it also unclear as to which party will be held 
responsible for ensuring that proper legal requirements are met, or whether or not appropriate data-
handling standards and procedure are followed. 

It is thus very complex and difficult to ensure that all the laws and regulations, applicable in different 
places around the world, are complied with. 

 Transborder Data Flow 

Countries having national legislations have restricted flow of private data outside the national 
borders due to privacy laws and data protection regulations. However, personal information can be 
transferred between some countries, if either a model contract2 is signed and approved by the 
country regulator, or if the owner of the data has given his free consent. 

However, the cloud computing environment makes it difficult to understand which laws apply when the 
routes of information flow are not known, making transborder data transfer regulations in the cloud 
computing environment a very difficult process. 

 Litigation 

Whenever a cloud service provider receives a subpoena request from a government entity, 
requesting specific data stored in the cloud to be given to that entity, the cloud service provider 
should comply. However, in situations where such a subpoena request comes in the form of 
nongovernmental entities, the contract between the cloud service provider and the cloud subscriber 
should include provisions that decide the response of the former upon receiving any such subpoena 
requests. 

 Legal Uncertainty 

As already identified the dynamic nature of cloud computing combined with transborder interactions 
have introduced serious legal aspects that cloud service providers should consider carefully when 
processing user data. 

Moreover, there are challenges that have not been addressed by any legal frameworks, such as 
whether encryption of private data is considered as processing, and how to guarantee that the 
processed data is private data or not. Therefore uncertainties regarding legal situations still remain. 

                                                 

 

2 Model contracts are agreements containing data protection commitments, liability requirements of the company and the 
liability to the concerned individuals [11] 
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1.2 Privacy Recommendations 

Current privacy laws require cloud computing service providers to implement varied security measures 
depending on the nature of the information. [98] 

1.2.1 Core Components of Privacy Policy 

When it comes to privacy policies for CSPs we should make sure that they have an information privacy policy 
that is published somewhere we can find it, and that it addresses our concerns. Whether it is available online 
and updated should also be of concern. 

Apart from the physical and logical constraints that the cloud privacy policy should cover, identity 
management and access control are just as important. These administrative constraints give us insight as to 
how a CSP manages their clients as well as their own employees and contractors who may have logical or 
physical access to our data. 

Additionally geographic constraints should also be covered, since if the policy states that data that can't leave 
the EU, then the CSP should have geographic controls and constraints as part of their policy. 

A CSP should also be able to state what will be their response to a security breach. They should explain to us 
exactly what happened, why it happened, how they plan to address the incident in the event that it happens 
again, and how they plan to prevent from happening again.  

1.2.2 Data Isolation 

To ensure data privacy between customers who store data in the same cloud service, cloud service provides 
should use data isolation techniques to logically separate cloud tenants and create an environment where 
customers can only access their own data. [99] 

Data isolation is implemented – to some extent – by the OpenStack design and by the virtualization 
technology (KVM, LVM, OpenVSwitch) selected for the implementation of virtual cloud objects (VMs, Virtual 
disks, etc.).  

1.2.3 The right to be forgotten 

The right to be forgotten is the concept that individuals have the civil right to request that personal information 
be removed from the Internet. Passed by the highest court in the European Union (EU) in May 2014, the right 
to be forgotten regulation enables citizens of the EU to request that search engines like Google and Bing 
remove links to "irrelevant" or "outdated" information. [55] 

While the right to be forgotten aims to support personal privacy, the concern is that it conflicts with the open 
nature of the Web and the free flow of information. The interests of one individual in removing information 
from the Web may conflict with the interests of another individual or group. [54] 

For STORM CLOUDS IaaS and PaaS deployments since end users data is managed by the applications, it is 
likely that the CSP is unaware of the nature of the data we store, hence the responsibility falls with us (the 
consumer). 

Moreover, regarding data replication3 within the STORM CLOUDS platform: 

 ephemeral data are not replicated and we can assume that zeroing the data can be enough; 

 block storage is replicated using RAID technology, and hence same argument of ephemeral data 
applies; 

 when an object deletion request is received, all the copies are synchronously deleted 

                                                 

 

3 The process of taking a copy of the data offsite to another location as part of a disaster recovery strategy. 
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1.2.3.1 The European Data Protection Directive (95/46/EC) 

The European Data Protection Directive (95/46/EC) already includes the principle underpinning the right to 
be forgotten, on Article 12, section V4: 

Article 12 : Right of access 

Member States shall guarantee every data subject the right to obtain from the controller: (...) 

(b) as appropriate the rectification, erasure or blocking of data the processing of which does not comply 
with the provisions of this Directive, in particular because of the incomplete or inaccurate nature of the 
data; 

(c) notification to third parties to whom the data have been disclosed of any rectification, erasure or 
blocking carried out in compliance with (b), unless this proves impossible or involves a disproportionate 
effort. 

Table 1-1: European Data Protection Directive Article 12 on “the right to be forgotten”  

1.2.4 Privacy by Design 

Privacy by design (PbD) is a principle for projects that promotes privacy and data protection compliance 
from the start. Unfortunately, these issues are often bolted on as an after-thought or ignored altogether. [100] 

As already stated in Article 17, of Directive 95/46/EC, data controllers and processors are obliged to apply 
technical and organizational measures to protect data against accidental or unlawful destruction loss 
disclosure, and other forms of unlawful processing.  

Moreover, Recital 46 calls for such measures to be applied as early as possible: ’At the time of the design of 
the processing system and at the time of the processing itself’. [29] 

The definition of such a principle should be as technologically neutral as possible, in order to last for a long 
period of time in a fast changing technological and social environment. In addition it should be flexible 
enough so that data controllers and Data Protection Authorities to be able, on a case by case basis, to 
translate it in concrete measures for guaranteeing data protection. [29] 

According to [6] the objectives of PbD may be accomplished by practicing the 7 Foundational Principles: 

1) Proactive not Reactive; Preventative not Remedial. This principle implicitly calls for privacy officers to 
participate in the design phase of new IT-projects, whether this is within their own organisation or in 
IT-projects in public administration  

2) Privacy as the Default Setting. Each and every system should be designed in such a way that in its 
default setting it does not (allow to) process any personal data. 

3) Privacy Embedded into Design. This principle emphasises that the protection of privacy must be build 
into the systems in a holistic and integrative manner without diminishing its functionality. The approach 
is holistic, because it aims to consider from the beginning additional contexts and moreover integrates 
interests of the parties involved. 

4) Full Functionality – Positive-Sum, not Zero-Sum. This principle seeks to accommodate a reconcilement 
of all interests that may lead to a “win-win” situation and rake in a positive-sum. It avoids the 
pretence of false dichotomies, such as privacy vs. security, demonstrating that it is possible to have 
both. 

5) End-to-End Security – Full Lifecycle Protection. This principle ensures that processes of data processing 
are always considered from beginning to end. It ensures that all data are securely retained, and then 
securely destroyed at the end of the process, in a timely fashion. 

                                                 

 

4 https://www.dataprotection.ie/docs/EU-Directive-95-46-EC-Chapter-2/93.htm 

https://www.dataprotection.ie/docs/EU-Directive-95-46-EC-Chapter-2/93.htm


D4.3 - Privacy and security measures Version 1.2 

© STORM CLOUDS 2015  Page 13 of 101 

 

6) Visibility and Transparency – Keep it Open. This principle is based on the necessity to verify all 
stakeholders whatever the business practice or technology involved (trust but verify). 

7) Respect for User Privacy – Keep it User-Centric. This principle requires architects and operators to 
keep the interests of the individual uppermost by offering such measures as strong privacy defaults, 
appropriate notice, and empowering user-friendly options. Keep it user-centric.  

Regarding the selected STORM CLOUDS applications, municipalities have confirmed that they have followed 
the PbD principle when designing their application. 

1.2.5 Client-Side Encryption (Zero-knowledge policy) 

The only way to close the loop on data privacy is to take a look at where keys are stored. [57] 

According to [57] most of CSPs advertise their server-side encryption as freeing customers from the hassle and 
risk of managing their own encryption and decryption keys. In reality, letting a CSP manage our encryption 
keys, leaves our information vulnerable to snoops, outside attacks and elements. When we aren’t managing 
our own keys, we don’t have control over our data.  

According to [134] encryption is available in two main security configurations – client-side and server-side. 
Although server-side encryption reduces the environment complexity, it comes at a cost as described above. 
Client-side encryption is performed with a passphrase that only the user knows, resulting in a military-level 
security for business and consumer use.[132] 

Client-side cryptography, including the encryption, decryption and key management, is done on the end user’s 
device with user-controlled keys, there is no need for the storage provider to know the particulars of a file. 
[133] This means that data in the cloud only exists in its encrypted state, making data safe from all the usual 
cloud risks, including hacking, rogue administrators, accidents, complicit service providers, and snooping 
governments.  

This solution better suits applications that store valuable information to the cloud, or consumers that are 
uncomfortable about uploading personal information to the cloud. 

Compared to end-to-end encryption, where information is protected during transfer, client-side encryption 
eliminates the potential for service providers to view stored data. This zero-knowledge policy prevents 
unauthorized disclosure of private information, ensuring that CSP will never know the content, file names or file 
types of the data cloud users store. [132] 

We suggest that: 

1. Encryption should be performed for sensitive data, as we may not need to encrypt everything. 

2. Encryption should be performed using a 256-bit symmetric key at the client-side. 

3. Encryption algorithm should be based on AES in CFB mode.  

4. Integrity of the files should be protected using HMAC-SHA-512. 

Regarding the selected STORM CLOUDS applications, Agueda application encrypts user account passwords 
before transmitting them to the server. On the server side, only the encrypted passwords are known, thus 
making it impossible to disclose passwords. 

Applications owners of Thessaloniki and Valladolid suggested that since their applications deal only with 
public data there is no need to apply client-side encryption. 

1.2.6 Privacy Impact Assessment 

Privacy impact assessment (PIA) is a process that can help identify and reduce the privacy risks of a project. A 
PIA enables organisations to systematically and thoroughly analyse how a particular project or system will 
affect the privacy of the individuals involved. [81] 

A PIA can reduce the risks of harm to individuals through the misuse of their personal information.  It can also 
help design more efficient and effective processes for handling personal data. To be effective it should be 
used throughout the development and implementation, using existing project management processes, thus 
reducing the resources needed to conduct the assessment. 

The outcome of a PIA should be a minimisation of privacy risk. [81] It also demonstrates how personal data 
processing complies with the Data Protection Act (DPA). 
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According to [81] benefits to individuals include: 

 Reassurance that organisations using their information have followed best practice; 

 Improved transparency and understanding of how and why their information is being used. 

Benefits for organizations include: 

 Improved understanding on how information is being used which impacts on individual privacy; 

 Reduced possibility in failing to meet legal obligations under the DPA; 

 Increased trust with the people using their services; 

 Possible financial benefits, since a problem identified earlier will require a simpler and less costly 
solution; 

 Reduced project costs by minimising, where possible, the amount of information being collected or 
used, and devising more straightforward processes for staff; 

 Increased awareness of privacy and data protection issues and assurance that project privacy is 
thought at the early stages of the project. 

More on the process, the consultation, the need for a PIA, the information flows involved in a project, how we 
should identify any privacy and related risks, how we should identify possible privacy solutions (actions) to 
address the risks that have been identified can be found in [81]. 

0 contains suggested screening questions which are designed to help decide whether a PIA is necessary. The 
screening questions are designed to be used by non-experts in data protection or privacy matters, such as 
project managers or other staff, helping them identify the need for a PIA. If necessary the PIA can then be 
completed with input from specialists such as compliance managers. 

The template at Annex B5 can be used to record the key findings of this stage of the PIA, while Annex C can 
be used to help identify DPA compliance risks. 

Municipalities were asked to fill in the PIA. The results are presented in A.1, A.2 and A.3. Looking at the 
responses it is apparent that the selected applications won’t present any privacy risks. 

1.2.7 CSA Privacy Level Agreement for Europe v2 

The CSA's Privacy Level Agreement for Europe v26 goal is to objectively evaluate privacy standards of CSPs. 
According to [116]  this is achieved through a set of practices for comparing cloud provider services and 
understanding the roles and obligations of cloud providers with regards to security measures and 
communications with customers. It describes compliance requirements in several areas, including data use, data 
transfer, monitoring, security controls, data breach notification and data retention. [116] 

Because it documents security best practices on the part of cloud providers it can mitigate some of the security 
concerns, while the provision of specific responsibilities of the CSPs for communication with cloud users in the 
event of a breach, it can also provide assurance to cloud users as how they will be contacted and in what 
timeframe. 

1.3 System Privacy Provisions 

At the time of writing the STORM CLOUDS production environment is hosted at Enter S.r.l., a public cloud 
provider based in Milan (Italy) with data centres in Italy (Milan), Germany (Frankfurt) and the Netherlands 
(Amsterdam). 

                                                 

 

5 https://ico.org.uk/media/for-organisations/documents/1042836/pia-code-of-practice-editable-annexes.docx  

6 https://cloudsecurityalliance.org/download/privacy-level-agreement-europe-v-2/  

https://ico.org.uk/media/for-organisations/documents/1042836/pia-code-of-practice-editable-annexes.docx
https://cloudsecurityalliance.org/download/privacy-level-agreement-europe-v-2/
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1.3.1 Italian Legislative Decree No. 196/2003 

Italian Legislative Decree No. 196  of  30 June, 2003 ("Personal Data  Protection  Code")  safeguards  
individuals  and  other  parties  in  respect  of  the processing of their personal data. In accordance with the 
above act, the data will be processed correctly, lawfully and transparently in order to protect our privacy 
and rights. 

With reference to Article 13 of Legislative Decree No. 196/2003: 

1. Collection and processing of personal data will be performed in order: 

a. To comply with Italian statutory obligations and  

b. To provide the cloud service customers (CSCs) with the required services 

2. The information will be processed manually and with the aid of electronic devices, and, consistently 
with the restrictions and conditions provided by article 11 of Legislative Decree No. 196/2003. 

Personal data acquired by information systems and software procedures relied upon to operate the 
CSP website, are part of their standard functioning; the transmission of such data is an inherent 
feature of Internet communication protocols. Such information is not collected in order to relate it to 
identified data subjects and includes: 

a. IP addresses and/or the domain names of the computers used by the cloud service customers 
to connect to the CSP website, 

b. URI (Uniform Resource Identifier) addresses of the requested resources, 

c. the time of such requests, 

d. the method used for submitting a given request to the server, 

e. the returned file size, 

f. a numerical code relating to server response status, 

g. and other parameters related to the CSC’s operating system and computer environment 

These data are only used to extract anonymous statistical information on website use as well as to 
check its functioning; they are erased immediately after being processed. The data might be used to 
establish liability in case computer crimes are committed against the website. 

3. The information should be supplied as requested. Failure will result in contract/relationship 
termination. 

4. No information whatsoever will be notified to any third party, and shall not be disclosed. 

5. The Data Controller is Enter S.r.l. - Via Stefanardo da Vimercate, 28 - 20128 Milano. 

6. The Data Processor is the pro tempore Director of the Marketing Division. 

7. At  any  moment,  we  may  exercise  our  rights  in  respect  of  the  data  controller, within the  
meaning  of  article  7  of Italian Legislative  Decree  No. 196/2003 (Right to Access Personal Data 
and Other Rights), which,  is reproduced in full below. 

Article 7 of the Italian Legislative Decree No. 196/2003, states7: 

1. The data subject shall have the right to obtain confirmation as to whether or not personal data 
concerning him exist, regardless of their being already recorded, and communication of such data in 
intelligible form. 

2. The data subject shall have the right to be informed on: 

                                                 

 

7http://www.stage.entercloudsuite.com/media/filer_public/73/27/7327a23c-5692-4b09-a921-
0a022fb0f419/enter_privacy_policy.pdf  

http://www.stage.entercloudsuite.com/media/filer_public/73/27/7327a23c-5692-4b09-a921-0a022fb0f419/enter_privacy_policy.pdf
http://www.stage.entercloudsuite.com/media/filer_public/73/27/7327a23c-5692-4b09-a921-0a022fb0f419/enter_privacy_policy.pdf
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a. the source of the personal data; 

b. the purposes and methods of the processing; 

c. the logic applied to the processing, if the data is processed with the help of electronic means; 

d. the identity of the data controller, the data processors and the representative designated as 
per Section 5(2); 

e. the entities or categories of entity to whom or which the personal data may be communicated 
and who or which may become aware of it as designated representative(s) in the State’s 
territory, data processor(s)  or person(s) in charge of the processing. 

3. The data subject shall have the right to obtain: 

a. updated, rectified or, where interested therein, integration of the data; 

b. erasure, anonymisation or blocking of data that have been processed unlawfully, including 
data whose retention is unnecessary for the purposes for which they have been collected or 
subsequently processed; 

c. certification to the effect that the operations as per letters a) and b) have been notified, as 
also related to their contents, to the entities to whom or which the data were communicated or 
disseminated, unless this requirement proves impossible or involves a manifestly 
disproportionate effort compared with the right that is to be protected. 

4. The data subject shall have the right to object, in whole or in part, 

a. on legitimate grounds, to the processing of his/her personal data, even if they are relevant to 
the purpose of the collection; 

b. to the use or processing of his/her personal data, for the purpose of supplying advertising 
materials or direct sales or for carrying out market or commercial communication surveys. 

1.3.2 Recommendation n° 2/2001 

With reference to Recommendation n° 2/20018 of the Working Party set up under Article 29 of Directive 
95/46/EC, certain information relating to the processing of personal data during a data subject visit to the 
website: 

1. Regarding cookies: 

a. Session cookies, used to ensure to a safe and efficient navigation to the site, will not be 
stored permanently on the CSC computer and will disappear when the browser is closed.  

b. Persistent cookies which have a variable duration may be also entered by third parties. In 
particular Google Analytics are used to collect information regarding users’ navigation of the 
website. We may disable Google Analytics’ cookies by downloading a specific plug-in for 
our browser which can be found at https://tools.google.com/dlpage/gaoptout  

c. We may object to cookies being recorded on our hard disk by setting our browser to disable 
cookies. After doing so, however, certain web pages may not perform correctly. 

2. Conferment of data for other purposes than indicated above is optional. If such data is not provided, 
it may be impossible to pursue such additional purposes. 

3. The data subject should be aware of the purpose of the processing and sphere of communication: 

a. Data will neither be disclosed to third parties without our consent nor disseminated. Only if 
our express consent is obtained may our data be processed for marketing purposes, 

                                                 

 

8http://ec.europa.eu/justice/data-protection/article-29/documentation/opinion-
recommendation/files/2001/wp43_en.pdf  

https://tools.google.com/dlpage/gaoptout
http://ec.europa.eu/justice/data-protection/article-29/documentation/opinion-recommendation/files/2001/wp43_en.pdf
http://ec.europa.eu/justice/data-protection/article-29/documentation/opinion-recommendation/files/2001/wp43_en.pdf
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b. Data will be processed by employees and collaborators of Enter as appointed persons in 
charge of the processing and data processors, 

c. Personal information may be processed by trusted companies that perform tasks of a 
technical and organizational nature on behalf of Enter, as are direct partner companies 
having the role of data processors. Their list is constantly updated and available on request 
by sending an e-mail to privacy@enter.it 

1.3.3 Identity and Access Management Control 

By design OpenStack, the STORM CLOUDS cloud-computing software platform, implements such a feature 
with Keystone (see IaaS Platform Architecture Design Document deliverable 2.2.1 and 2.2.2), thus providing a 
mechanism for managing who can access the application and which actions each person can perform as well 
as providing authentication, policy management, including registering all tenants and users, authenticating 
users and granting tokens for authorization, creating policies that span all users and services. 
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2 Cloud Computing Security 

2.1 Security Definition 

Cloud computing security is an evolving sub-domain of information security and it refers to a broad set of 
policies, technologies, and controls deployed to protect data, applications, and the associated infrastructure 
of cloud computing. [8] 

A key aspect of information security is to preserve the confidentiality, integrity and availability of an 
organisation's information. It is only with this information that it can engage in commercial activities. Loss of 
one or more of these attributes, can threaten the continued existence of even the largest corporate entities. [8] 

 Confidentiality. Assurance that information is shared only among authorised persons or organisations. 

 Integrity. Assurance that the information is authentic and complete. 

 Availability. Assurance that the systems responsible for delivering, storing and processing information 
are accessible when needed, by those who need them. 

There is a number of security concerns associated with cloud computing but these issues fall into two broad 
categories: security issues faced by cloud providers and security issues faced by their customers. In most cases, 
the provider must ensure that their infrastructure is secure and that their clients’ data and applications are 
protected while the customer must ensure that the provider has taken the proper security measures to protect 
their information. [8]  

The present Cloud security model is ruled by a Service Level Agreement (SLA) model that normally defines 
mutual supplier and user expectations and obligations. This model relies on the idea that the user/customer 
ought to trust the supplier. [94]  

2.1.1 Delineation of Responsibility 

When we get into the public cloud environment, especially with IaaS, security it’s a shared responsibility. 
There are some things that the cloud provider will do, in order to ensure that the VMs stay secure. But a lot of 
that task is left in the hands of the tenant. 

The following picture shows the cloud stack, presented as an OSI model for the cloud. As we can see for IaaS 
half of the responsibility for securing the cloud lies with the tenant. 

 

Figure 2-1: Cloud Service Models Delineation of Responsibility (a) [135] 



D4.3 - Privacy and security measures Version 1.2 

© STORM CLOUDS 2015  Page 19 of 101 

 

So let’s provide some explanations: 

 Provider is the person/organization that built the cloud as offering the service 

 Tenant are the people that asking from the provider to give them access to that service 

 The red line identifies where is the delineation of this responsibility depending upon which cloud 
platform we are on. 

 Facility, found at the bottom of the stack, is where we have things like building, doors that lock and 
other related objects. Certainly the provider is going to take care of that, since the tenant has no 
control over that. 

 Network, is the physical networking such as wires, switches, routers, the cables that run it all together 
and are located inside the Facility that will take care of securing that. 

 Compute & Storage, are the CPUs, motherboards, hard drives, etc 

 Server virtualization is the technology for creating and managing Virtual Machines: this kind of 
technology is implemented by hypervisors. 

 Operating system patching is up to the tenant to maintain, if we want to have any type of a secure 
posture. 

 Solution stack, is any type of application language that we might be running, so this could be .Net, 
Perl, Python, some short of a language we might use to build our applications. 

 On top of that are the Applications themselves, such as web applications and  

 On top is the Interface, like GUIs, graphic web interfaces, a set of RESTful APIs. 

According to [136] for each service model Figure 2-2 below uses a building-block approach to depict a 
graphical representation of the tenant’s visibility and accessibility to the “Security and Integration” layer. As 
the figure shows, for IaaS the tenant has high visibility into the “Security & Integration” layer, while the cloud 
Providers implement only the infrastructure-level security functions. 

 

Figure 2-2: Cloud Service Models Delineation of Responsibility (b)  
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2.1.2 Cloud computing security threats 

Some of the most important security threats in cloud computing include [89], [103], [117]: 

1. Ease of use. The simplicity of cloud services is appealing to attackers for malicious purposes like 
spamming, malware distribution, command-and-control servers, distributed denial-of-service (DDoS) 
attacks, password/hash cracking, etc. 

2. Vulnerable data transmission. Since data can be intercepted by man-in-the-middle attacks, data 
transferred from clients to the cloud needs to be properly encrypted by using SSL/TLS. 

3. Insecure APIs. Since cloud services are exposed by APIs, it is imperative for the CSPs to secure them. 
The reason is that attackers can manipulate our data, with the right authentication/authorization 
token. 

4. Malicious insiders. CSP personnel having complete access to enterprise data and resources, can 
gather confidential information without being detected. Hence, CSP should employ security measures 
in place to track employee actions like data viewing. 

5. Shared technology issues. Shared infrastructure resources amongst various tenants, can lead to 
vulnerabilities, such as hypervisor exploitation, VM sandbox break-out, unauthorized access to shared 
data through side-channel attacks, etc. 

6. Virtualization technology issues. Virtualization is a critical part of cloud computing. Virtualization 
provides an important layer of abstraction from physical hardware, enabling the elasticity and 
resource pooling commonly associated with cloud. Virtualized operating systems are the backbone of 
Infrastructure as a Service. [137] 

So what is the biggest concern with security within virtualization? It’s the hypervisor tying together all 
of our operating systems. As shown in the following figure, and if we remove the hypervisor from the 
picture, in the past traditionally machines where plugged into a switch and the only way for machine 
A to ever interact with machine B was via the switch itself, in other words via the IP stack. So there is 
always networked based communications. With virtualisation we have a hypervisor that is managing 
all of our VMs which contain these operating systems, so that access a software bridge between each 
of them. This means that we have to do whatever possible/available to secure the two connection 
points (in our figure depicted in red). 

 

Figure 2-3: The Lack of an Air Gap 

7. Data loss. Data stored in the cloud could be lost due to a number of reasons, such as hard drive 
failure, CSP going out of the business, accidental data deletion by a CSP employee, data-theft by an 
attacker, etc. The best way to protect against data loss is by having data backup in place that can 
restore data. 
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8. Data breach. Side-channel attacks, is a situation where VMs running on the same physical host could 
access data of another VM, leading to a data breach. 

9. Insecure or incomplete data deletion. Requests to delete cloud resources may not result in actual 
data wiping. Data deletion could be incomplete either because extra copies are being stored but not 
deleted, or because the physical resources are being used by other clients. 

10. Security incident handling. Cloud consumers are relying on CSPs to handle the detection, reporting 
and management of security breaches. 

11. Data protection. Issues like exposure or release of sensitive data as well as loss or unavailability of 
data are major data protection risks for both cloud consumers and providers. Cloud consumers cannot 
effectively check the data handling practices of the CSP in order to be sure that data is handled in a 
lawful way. 

12. Account/service hijacking. If cloud access is only password protected, an attacker that knows the 
password will have equally easy access. Therefore, it's better to use two-factor authentication when 
available. 

13. Unknown risk profile. Unclear (if any) security measures implemented by the cloud provider to 
protect customer data can lead to data loss.  

14. Denial of service (DoS). Cloud services can get disrupted by attackers issuing a DoS attack against 
the cloud service to render it inaccessible. 

15. Lack of understanding. Users should understand the cloud security threats in order to properly 
defend against them, meaning that organizations should invest time and resources into education 
before moving to the cloud. Proper education is of great importance, when addressing cloud security. 

16. Access privileges. CSPs should be able to demonstrate they enforce adequate hiring, oversight and 
access controls to enforce administrative delegation. 

17. Regulatory compliance. Cloud consumers are accountable for their own data even when it’s in a 
public cloud, and should ensure that CSPs are ready and willing to undergo audits. It is the 
responsibility of the cloud consumer to check that the CSP has appropriate certifications in place, 
while at the same time ensuring that the consumer's responsibilities are handled appropriately when 
using cloud computing services. 

18. Data segregation. Most public clouds are shared environments, and it is critical to make sure hosting 
providers can guarantee complete data segregation for secure multi-tenancy. 

19. Loss of governance. Public cloud consumers unavoidably handle control to CSPs over a number of 
issues affecting security, without having the ability to impose strict SLA commitments on the part of the 
CSP, thus leaving gaps in security defences.  

20. Responsibility ambiguity. Responsibility for security aspects is spread across both the cloud 
consumers and CSPs, potentially resulting in vital parts being left unattained in case of failure to 
allocate responsibility clearly. 

21.  Vendor lock – in. Use of proprietary services from a specific CSP, that do not support portability of 
applications and data to other CSPs cloud lead to vendor lock – in, while increasing the risk of data 
and service unavailability. 

22. Authentication and Authorization.  Assurance regarding the identity of users (employees, 
contractors, partners and customers) is important as resources are accessed from anywhere. Strong 
authentication and authorization becomes a critical concern. 

23. Application Protection. Due to the allocation of infrastructure security to the CSP, cloud consumers 
should rethink perimeter security at the network level, applying more controls at the user, application 
and data level. 
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2.2 Security Recommendations 

According to David "Dave" S. Linthicum9 cloud users are responsible for securing their data and provide the 
security requirements that the CSPs should meet by supplying the necessary technical mechanisms. Cloud users 
must determine their security requirements, and map those to the appropriate technology. 

However we should keep in mind that the level of security provided in the cloud environment should be equal 
to or better to the security provided by traditional IT environment, otherwise we could be facing higher costs 
and potential loss of information thus eliminating any of the potential benefits of cloud computing. 

2.2.1 IaaS Available Security Options 

As we saw in Figure 2-1, half of the responsibility for securing the cloud lies with the tenant. On the next 
figure we see how this delineation of responsibility translates into solutions, in other words what are the 
available options for tenants to be able and secure their VMs. On the left-hand side we are looking at the 
cloud stack illustrated in Figure 2-1 and on the right-hand side the different types of security solutions 
available. 

The red box identifies anything that is available to tenants, i.e. how can they go about and securing their VMs 
in public cloud space and what are the options available. Outside of the box is what the cloud provider can 
potentially do since there are no guaranties that they do any of them.  

So when we talk about securing our cloud infrastructure part of it is what the tenants are going to do to 
implement controls for the layers that they have control over (red box). But part of it is auditing what the 
cloud provider does to be able to lock-down the tenant instances. 

 

Figure 2-4: Cloud Security Options 

                                                 

 

9 Senior vice president of Cloud Technology Partners 
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2.2.2 Cloud Security Standards and Certifications 

As a starting point we should understand and distinguish the different types of security standards available 
[119]: 

 Advisory standards. These standards are meant to be interpreted and applied to all types and sizes 
of organization according to the particular information security risks they face. In practice, this 
flexibility gives users a lot of latitude to adopt the information security controls that make sense to 
them, but makes it unsuitable for the relatively straightforward compliance testing implicit in most 
formal certification schemes. 

 Security frameworks. Often referred to as best practices, these types of standards are suitable for 
certification. Security frameworks define specific policies, controls, checklists, and procedures along 
with processes for examining support that can be used by auditors to assess and measure a service 
provider’s conformance. 

 Standards specifications. These types of security standards specifically define APIs and 
communication protocols that must be implemented to claim support for the standard. In many cases, 
such standards allow for extensibility, permitting implementers to include functions that go beyond 
those defined in the standard. In general, formal certifications are not provided for these types of 
standards although compliance and interoperability test suites may be available. 

Certification of cloud computing services allows cloud computing suppliers to show their customers that they 
meet certain standards, for example on network and information security. 

Certification is an important aspect that is carried out by independent third-party auditors that examine the 
documented policies, procedures and designs of the CSP followed by an examination of the day-to-day 
operations in order to ensure that these follow the documentation. 

Certification provides assurance to CSCs that their critical security requirements are being met. Therefore, 
they should identify which security certifications are important to them and insist from their CSP to demonstrate 
their conformance. Existing security certifications are applicable to cloud computing and thus we should 
consider them. 

According to [125] the value of a certification is that it:  

 Creates a standard level of understanding of security as it relates to cloud technologies used by the 
organization; 

 develops a common language throughout the organization that can be used to identify, discuss, and 
respond to security risks and threats affecting cloud implementations; 

 increases confidence that security is taken seriously. 

Unfortunately there isn’t a single independent risk program for cloud that can address organizational needs. 
One effort that is currently underway is the Cloud Security Alliance’s Open Certification Framework (CSA 
OCF), which consists of the following programs: [104] 

 CSA STAR Certification: The STAR Certification relies on an independent third-party assessment of a 
cloud provider against the ISO 27001 standard, as well as the CSA Cloud Controls Matrix (CCM). 

 CSA STAR Attestation: The STAR Attestation phase provides a report via the audit-reporting 
standard for customer consumption known as the SSAE SOC 2 Report. 

 CSA STAR Continuous: STAR Continuous is planned for release in 2015. This service will provide a 
scanning and monitoring console that users can use to remotely assess cloud providers’ control 
statements using the CloudAudit XML-based tag format and the Cloud Trust Protocol (CTP) for data 
transmission and retention. 
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Additional frameworks are available from the Shared Assessments Program and the European Union 
Agency for Network and Information Security10 (ENISA). 

The Cloud Standards Customer Council (CSCC) “Security for Cloud Computing: Ten Steps to Ensure Success” 
(see [117]) provides a prescriptive series of 10 steps that should be taken by CSCs to evaluate and manage 
the security of their cloud environment with the goal of mitigating risk and delivering an appropriate level of 
support. These are: 

1. Ensure effective governance, risk and compliance processes exist. Standards specific to cloud 
computing do not exist, but existing general IT governance standards can be applied to the 
governance of cloud computing. These are: 

 ISO 38500 – IT Governance11 

 COBIT12 

 ITIL13 

 ISO 2000014 

 SSAE 1615 

Depending on the type of workload(s) that we consider placing into the cloud environment COBIT, 
SSAE 16 or ITIL are one of the candidates that we should look for. 

Additionally ISO/IEC27000-series16 of standards is probably the most widely used set of standards 
dealing with the governance and management of information security, including the identification of 
risks and the implementation of security controls to address these risks. Its core standards include: 

 ISO 27001. It provides requirements for establishing, implementing, maintaining and 
continuously improving an Information Security Management System (ISMS)16. Its design and 
implementation is influenced by the organization's needs and objectives, security 
requirements, the organizational processes used and the size and structure of the 
organization. This flexibility allows organizations selecting which security controls make sense 
to them at the expense of a more complex compliance testing than some other formal 
certification schemes.  

 ISO 27002. It outlines hundreds of potential controls and control mechanisms that address 
specific aspects of the ISMS. Its implementation is subject to the guidance provided within ISO 
27001. Assuming that the CSP ISMS is consistent with the standard it can be stated that their 
environment is compliant with the standard. Currently a number of CSPs claim conformance to 
ISO 27002 standard, through third party certifications. 

Two new standards describing the application of 27002 to cloud computing are: 

 ISO 2701717. It provides guidance on the information security elements of cloud 
computing, recommending and assisting with the implementation of cloud-specific 
information security controls supplementing the guidance in ISO/IEC 27002. 

                                                 

 

10 The ENISA guide aligns more effectively with ISO 27001 and CoBIT standards 

11 http://www.38500.org/  

12 http://www.isaca.org/COBIT/Pages/default.aspx  

13 http://www.itil-officialsite.com/  

14 http://en.wikipedia.org/wiki/ISO/IEC_20000  

15 http://ssae16.com/  

16 http://www.27000.org/  

http://www.38500.org/
http://www.isaca.org/COBIT/Pages/default.aspx
http://www.itil-officialsite.com/
http://en.wikipedia.org/wiki/ISO/IEC_20000
http://ssae16.com/
http://www.27000.org/
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 ISO 2701818. It provides guidance aimed at ensuring that CSPs offer suitable 
information security controls to protect the privacy of their customers’ clients by 
securing Personally Identifiable Information (PII) entrusted to them.  

ISO 27017 will be published mid-2015 while ISO 27018 is already published since august 
2014. As a result, we suggest that CSCs look for CSPs that conform to these standards, as 
they are specific to cloud computing for information security and for the handling of PII, 
respectively. 

2. Audit operational and business processes. As already identified we should ensure that CSPs are 
ready and willing to undergo audits. For security controls, the ISO 27000 series is widely accepted. 
For cloud applications involving financial statements we should make sure that the CSP conforms to the 
long-established SSAE 16 attestation standard. 

Standards, allowing CSCs to self-manage and self-audit their applications and data running in the 
cloud, include the DMTF Cloud Auditing Data Federation (CADF)19 that is currently used by 
OpenStack. It supports the federation of normative audit event data to and from cloud providers via 
its data format and interface definitions. 

3. Manage people, roles and identities. This ensures a managed and controlled access to data and 
applications running in the cloud. Different security controls should be in place according to the actors 
involved in a cloud environment. 

ISO 27002 describes necessary controls for provider employees, so it is advisable to require from 
our CSP to be certified to one of these standards in order to provide assurance in this area.  

A suitable Identity & Access Management (IAM) system must be in place in order to ensure that users 
and administrators of cloud services (performing roles for the consumer) are authenticated and that 
they are granted the appropriate (according to their role) access rights. We (CSC) should therefore 
demand fine grained access control from our CSP and stricter authentication procedures for 
administrators compared to cloud service users. Suitable IAM should support Federated IDs and 
Single sign-on. A number of standards and technologies supporting that include: 

 Lightweight Directory Access Protocol - LDAP20 

 Security Authorization Markup Language - SAML 2.021 

 OAuth 2.022 

 WS-Federation23 

 OpenID Connect24 

 System for Cross-domain Identity Management SCIM25 

 Active Directory Federated Services (ADFS2)26 

                                                                                                                                                                  

 

17 http://www.iso27001security.com/html/27017.html  

18 http://www.iso27001security.com/html/27018.html  

19 http://www.dmtf.org/standards/cadf  

20 http://tools.ietf.org/html/rfc4510  

21 https://www.oasis-open.org/committees/tc_home.php?wg_abbrev=security  

22 http://oauth.net/2/  

23 http://docs.oasis-open.org/wsfed/federation/v1.2/os/ws-federation-1.2-spec-os.html  

24 http://openid.net/connect/  

25 http://datatracker.ietf.org/wg/scim/charter/  

http://www.iso27001security.com/html/27017.html
http://www.iso27001security.com/html/27018.html
http://www.dmtf.org/standards/cadf
http://tools.ietf.org/html/rfc4510
https://www.oasis-open.org/committees/tc_home.php?wg_abbrev=security
http://oauth.net/2/
http://docs.oasis-open.org/wsfed/federation/v1.2/os/ws-federation-1.2-spec-os.html
http://openid.net/connect/
http://datatracker.ietf.org/wg/scim/charter/
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By design OpenStack implements such a feature with Keystone. 

4. Ensure proper protection of data and information. Protection should be applied both to data at rest 
(stored within a cloud service) and also to data in motion.  

Security standards to consider for data in motion include: HTTPS, SFTP and VPN. [117] 

By design OpenStack protects data by segregating data at rest using virtualization technology. The 
application can use further mechanisms (e.g. encryption algorithms) if required. Within the STORM 
CLOUDS platform for ephemeral and block storage there is no protection while object storage is 
protected using LUKS the standard for Linux hard disk encryption. 

For data in motion we should encrypt sensitive data. More on encryption can be found in D4.1.2 
chapter 3.6.14. However we should note that we should use strong (e.g. FIPS 140-2 compliant) 
algorithms and handle the encryption keys carefully (use of KMIP). For STORM CLOUDS IaaS and 
PaaS deployments keys should be stored by the CSC and passed to the application as required. 

ISO 27017 and ISO 27002 highlight the general features that need to be addressed, including asset 
management, access control and cryptography. 

5. Enforce privacy policies. We should deal with any privacy issues both at the cloud service contract 
and service level agreement, making sure that responsibilities are well allocated and understood 
between the CSP and CSC. For STORM CLOUDS IaaS and PaaS deployments it is likely that the CSP 
is unaware of the nature of the data we store, hence the responsibility falls with us (the consumer). 

Article 17 of the EU Data Protection Directive imposes the obligation upon data controllers (CSC) and 
processors (CSP) to apply technical and organisational measures to protect data against accidental 
or unlawful destruction loss disclosure, and other forms of unlawful processing. 

ISO 27018 is proving CSCs with a workable degree of assurance in meeting their data protection 
law responsibilities. [122] 

As of February 2015 Microsoft has become the first major CSP to achieve ISO 27018 certification for 
its Microsoft Azure (IaaS/PaaS), Office 365 (PaaS/Saas) and Dynamics CRM Online (SaaS) services 
(verified by BSI, the British Standards Institution) and its Microsoft Intune SaaS services (verified by 
Bureau Veritas). [122] Additionally as of May 2015 Dropbox for Business achieved ISO 27018 
certification27 

As we can see ISO 27018 is not tied to any particular kind of cloud architecture/service, as it proves 
to be flexible enough to cater for all situations. Indeed, the standard specifically states at Paragraph 
5.1.128: “Contractual agreements should clearly allocate responsibilities between the public cloud PII 
processor, its sub-contractors and the cloud service customer, taking into account the type of cloud 
service in question (e.g. a service of an IaaS, PaaS or SaaS category of the cloud computing 
reference architecture). For example, the allocation of responsibility for application layer controls 
may differ depending on whether the public cloud PII processor is providing a SaaS service or rather 
is providing a PaaS or IaaS service upon which the cloud service customer can build or layer its own 
applications.” 

Additionally ISO 27018 applies regardless of whether data is, or is not, PII. Certification assures the 
CSC that the service the CSP is providing is suitable for processing PII.[122] 

As reported in [122] ISO 27018 contractual certainty, provided flexibility together with meaningful 
assurance and protection from risk around most aspects of cloud environment offers CSCs assurance in 
managing their data protection legal obligations. 

                                                                                                                                                                  

 

26 http://social.technet.microsoft.com/wiki/contents/articles/2735.ad-fs-2-0-content-map.aspx  

27https://blogs.dropbox.com/business/2015/05/dropbox-for-business-iso-27018/  

28 http://www.riskmanagementinthecloud.com/en_US/discussions/isoiec-27001/isoiec-27018-2/  

http://social.technet.microsoft.com/wiki/contents/articles/2735.ad-fs-2-0-content-map.aspx
https://blogs.dropbox.com/business/2015/05/dropbox-for-business-iso-27018/
http://www.riskmanagementinthecloud.com/en_US/discussions/isoiec-27001/isoiec-27018-2/
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6. Assess the security provisions for cloud applications. If a cloud application is compromised both 
the CSC and the CSP are affected. Hence it is important to have an application security policy and 
understand its implications for the specific cloud deployment model we choose. 

For STORM CLOUDS IaaS deployments both the application code and the underlying software stack 
are the responsibility of the CSC, including the required security provisions. 

For STORM CLOUDS PaaS deployments the CSC is responsible only for the application code, while 
the underlying software stack is the responsibility of the CSP. Hence, the CSC should ask the CSP what 
are the security measures taken for the software stack and what capabilities must be implemented by 
the CSC. 

Technologies such as firewalls and VPNs, together with countermeasure for the OWASP Top Ten 
risks29 should be considered. 

At the time of the writing standards and specifications allowing a CSC to design and implement an 
application security policy do not exist.  

7. Ensure cloud networks and connections are secure. As a CSP is unaware of the network traffic that 
the application hosted generates it is difficult to categorise legitimate from malicious network traffic. 
However, we should expect certain protection measures from a CSP. 

The ISO/IEC 2703330 series of standards provides detailed guidance on implementing the network 
security controls that are introduced in ISO/IEC 27002. Its core standards, included as part of an ISO 
27002 certification include: 

 ISO/IEC 27033-1:2009: network security overview and concepts. 

 ISO/IEC 27033-2:2012 Guidelines for the design and implementation of network security. 

 ISO/IEC 27033-3:2010 Reference networking scenarios -- threats, design techniques and 
control issues. 

 ISO/IEC 27033-5:2013: Securing communications across networks using Virtual Private 
Networks (VPNs) 

 ISO/IEC 27033-6: Securing wireless IP network access (DRAFT). 

Regarding Software Defined Networks (SDN) at the time of the writing SDN specific security 
standards do not exist, apart from SDN protocols, such as OpenFlow31. 

Although network security certification remains rare, according to [119] we should ensure that a CSP 
has documented and tested processes for: 

 Access controls, for management of the network infrastructure 

 Traffic filtering, provided by firewalls 

 Creating secure Virtual Private Networks (if VPN is offered) 

 Intrusion detection / prevention 

 Mitigating the effects of DDoS attacks 

 Logging and notification, so that systematic attacks can be reviewed 

                                                 

 

29 https://www.owasp.org/index.php/Top_10_2013-Top_10  

30 http://www.iso27001security.com/html/27033.html  

31 https://www.opennetworking.org/sdn-resources/openflow  

https://www.owasp.org/index.php/Top_10_2013-Top_10
http://www.iso27001security.com/html/27033.html
https://www.opennetworking.org/sdn-resources/openflow
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8. Evaluate security controls on physical infrastructure and facilities. As the infrastructure and 
facilities are owned and controlled by the CSPs it’s their responsibility to provide assurance that 
appropriate security controls are in place. 

Although ISO 27002 is not specific to cloud computing, CSCs should insist on ISO 27002 certification 
and ISO 27017 certification when it becomes available (mid-2015). 

9. Manage security terms in the cloud SLA. SLAs are used to specify security responsibilities between 
the CSC and the CSP. Management of security metrics is discussed in more detail in chapter 2.2.15.7. 

Summarizing CSC for periodic assessments should insist on ISO 27002 certification and ISO 27017 
certification when it becomes available. For cloud services with impact on financial activities CSCs 
should seek SSAE 16 certification (periodic assessment). 

10. Understand the security requirements of the exit process. Since we should be able to terminate the 
contract with the CSP and transfer data to a different provider the exit process should be carefully 
considered. This process is covered in chapter 2.2.15.9 

To summarize currently there aren’t any certifications in this area.  

At the time of writing Enter S.r.l. have confirmed that they are ISO27001:2005 certified and are being 
upgraded to ISO27001:2013. 

2.2.3 Service Provider Auditing 

In Figure 2-4 outside the red box are all the different controls that the cloud provider can potentially32 
implement to help secure their IaaS offering. 

Unfortunately a lot of providers have taken a security through obscurity approach, meaning that they don’t 
like to talk about what security controls they’ve put in place. The concept of security through obscurity is that if 
they don’t talk about it then it’s harder for an attacker to break in. Instead they state the security validations 
obtained, such as SAS 70, SAES 16 or ISAE 3403 auditing standards33. 

Other options include the CSA Security, Trust and Assurance Registry (STAR) Program. This is a questionnaire 
that providers can optionally choose to fill out, identifying and describing the security they have implemented 
inside their environment. So if we want to go through and audit a provider that’s listed in the STAR registry we 
simply download the questionnaire they filled out. In this we will see what the vendor responses are. The 
vendor will identify if and how they have implemented a control. So this gives us detailed information, to give 
us a better understanding of the provider’s posture. 

Even in the case that the provider we are considering is not listed in the STAR registry, as with Enter S.r.l., 
there is a solution, namely the “Consensus Assessments Initiative Questionnaire” (CAIQ) that we can download 
from the CSA website and ask the provider to fill in. It provides a series of “yes or no” control assertion 
questions which are based off of security controls found in the CSA Cloud Controls Matrix (CCM)34, a code of 
practice focused on providing industry-accepted ways to document what security controls exist in IaaS, PaaS, 
and SaaS offerings and providing security control transparency around them [105], thus offering a great list 
so that we can make sure we don’t miss anything. Unfortunately we don’t get a lot of guidance on how to 
respond depending upon how the provider responds. 

                                                 

 

32 Since there are no guaranties that they do any of them 

33 SAS 70 is the old specification that expired as of June 2011. SSAE 16 is the new specification that comes into play to 
replace the SAS 70, as of June 15, 2011. Both of these specifications where developed by the American Institute of 
Certified Public Accountants (AICPA). 

34 At the time of writing latest version is 3.0.1 
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2.2.4 Security by Exception and Group Management 

In the past server deployment involved someone who would build up an OS on a piece of hardware and then 
deploy it. However, somehow that server could be different to the one produced earlier, maybe because they 
missed a step. In terms of server security hence we need to go in and carry out a very strict security check to 
ensure that it meets acceptable parameters. One of the issues here is that in order to go through and carry 
out a proper security check it requires an intimate knowledge of the OS as well as the server itself. In other 
words once the server gets deployed and it starts generating log entries we are going to get log entries that 
are normal server activity. To do a good security audit though, the person looking at those log entries needs 
to be able to distinguish between normal entries for this server and abnormal ones, meaning that something 
needs to be investigated a little bit further. 

Today when we deploy servers in the cloud we leverage VM cloning. We take a master, fabricate it the way 
we want it and then simply mass produce it. In other words we kind of mimicking what were done once the 
printing press was first invented.  

So one of the things we need to start doing with security is to focus not as much on the instances that get 
generated but more on that master and then check the processes on the backend and see if we get any type 
of major deviations. 

So if we think about it, what we do is we are building a master server, then that master is getting copied and 
finally it becomes all our servers. This means that all servers should be relatively identical.  

If we clone for example 50 web servers that might serve out slightly different content, then: 

 OS is going to be the same, 

 patches are going to be the same, 

 configurations should be the same, 

 same processes will be running in memory.  

There really is no reason to logon to any of these servers directly from the OS level, because we are not 
patching or changing configuration anymore, we are changing the master and then just cloning that master 
back out again.  

So rather than having to look at them one-off if we relate them all back to the master, they should be pretty 
much identical to each other, we can change the way we go about and perform security. We can change 
from doing one-off security to doing security by exception. 

Security by exception is similar to the spot the difference game. If we know that our master looks a certain 
way if any of the servers we’ve deployed off that master now look different, then a warning will arise 
indicating that we need to go in and investigate. 

Let us consider the following example. We’ve got a gold master, we’ve cloned out 50 web servers and then 
while evaluating/examining the servers we noticed that 49 of them still look exactly like the gold master, but 
one of them has an additional listening port. This offers us a strong indication on which server might have been 
compromised. When we can look at the data this way, rather than trying to manage 50 unique instances, by 
managing it as a collective group makes it way easier.  

One of the nice things about this is the intimate knowledge. Normally if we have 50 one-off web servers we 
needed to manage the security processes (checking security needs requires an intimate knowledge of the OS) 
as well as each individual server. In other words we need to know if it is normal for a server to have that 
additional listening port open. And if we don’t have that knowledge we may not catch the compromised 
server.  
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Figure 2-5: Spot the Difference – Case 1 

Another great example of the power of doing management through collective groups is presented bellow. 
One of the things we need to do with logging is tweak out all the noise. Tweak out the things that we don’t 
want to see. One of the common things that we try to focus in is what’s going on when people are logging in 
and out. And one of the things that we never want to be watching is successful logons, at least not the ones 
where someone seems to log in without too many “fail passwords” attempts. Why? Well because all users are 
doing that. So that means that we end up having to scrutinize every single log activity or logon activity and 
that’s going to take too much time. So typically what we do is start tweaking the data to look at things like, 3 
failed login attempts in a 30 second period of time, cause that’s faster than most human can type, or 5 failed 
login attempts, or 3 failed followed by a successful and so on, as we start playing games with the data. 

 

 

Figure 2-6: Spot the Difference – Case 2 

Figure 2-6 shows our deployed web-servers, as 50 copies of the master. Any patching and configuration 
management shouldn’t be performed at each deployed server as this is done at the gold master only. So if 
someone is successfully logging in to one of the servers then that’s a problem, because we never configured 
that server to handle login requests. This example presents a situation that old school, one-off server 
management would never catch. 

Again if it’s missing a patch it’s because it’s also missing on the gold master. Update the gold master, re-clone 
out another copy and we are good to go. So again rather than having to do one-off security management, 
we are doing security management by exception. 

Now there are two ways we can look at this. We can look at our 50 servers and we can say “Does any of 
them differ from that gold master”, like we did in the previous examples. But there is another way we can 
parse this data too. Let’s say we are missing three patches on our gold master. In other words we’ve build the 
gold master a month ago, three patches have come out since then, so all of our VMs that are running out in the 
cloud should now all be missing three patches. If we take a look at Figure 2-7, the server on the right is not 
missing three patches. That’s fully patched and up-to-date. Well if they are missing on the gold master why is 
that one fully patched and up-to-date? Answer is that somebody has done something to that server.  
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Figure 2-7: Spot the Difference – Case 3 

So what we were talking about before was comparing 50 servers to the gold master to look for 
inconsistencies that we may want to investigate. Here is another example of where we can use the collective 
group to normalize out the data to make it even easier to find things that could present a problem. As 
already described we have three missing patches on the gold master, so do we really care that we have 
three missing patches on all of our VM instances? The answer is yes and no. Yes we care because we want to 
install these three patches and then we want to burst back out again, but we care from an administration 
stand point. It’s something that needs to be done. We don’t necessarily care from a security stand point, in 
that this is not an indication that somebody has broken into a machine. So if we normalize out the three missing 
patches, across the system, then if something is patched differently then we will know that we’ve got a serious 
problem. And again this is another situation where old school, one-off server management would never catch. 
A patched and up-to-date machine, it’s what we are looking for. So if we come across a one-off server that 
has been patched and up-to-date we won’t think that something is wrong.  However, if we look at it in this 
context, then it’s an exception. It is common practice for hackers once they break into a machine to pullout on 
their toolkit and patch the machine so some other script can break in exactly the same way. In other words it’s 
not uncommon for a patched system, when all our other systems aren’t, being an indication that we’ve actually 
being compromised. This doesn’t require intimate knowledge of each server. It just shows right up. 

Concluding we can state that the process of managing by exception: 

1. Simplifies the work;  

2. Offer new security controls we haven’t been able to do in the past, such as: 

a. Flag one successful logon as being an issue. 

b. Identify a system having all its patches installed as being an issue. 

For STORM CLOUDS IaaS deployments: 

 The CSP is responsible for their (physical) machines and taking care of updating the software running 
on them (OS, OpenStack, virtualization technology, etc.). As such Enter S.r.l. has reported that they 
support this security feature. 

 The CSC is responsible for the (virtual) machines deployed and taking care of updating the software 
running on them (OS, applications, frameworks, etc.). As such municipalities should periodically review 
their VMs and apply updates as soon as they are available. 

2.2.5 Virtualization Security 

As already argued the hypervisor can create a software bridge between each VM (see Figure 2-3). If we 
were to contain a web-server within the VM, having to break out of the VM trying to get access to the 
hypervisor in order to access the database is going to be a lot more complex and a lot harder than if all 
those processes were running on the same physical machine. In the latter accessing the database could be 
simply done by changing to a different directory on the current filesystem. 
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Hence from a theoretical perspective the hypervisor seems a less secure solution but, from a practical 
perspective though, a hypervisor can augment our security and make us more secure. 

2.2.5.1 Operating System Firewall 

When we deploy a firewall to protect a corporate network, we typically install it as an appliance on the 
perimeter, as shown in Figure 2-8. Here each server is connected to a unique switch, which is then routed into 
the firewall. The servers are logically segregated from each other, as the only routed path between networks 
is through the firewall. Further, we would describe these servers as physically segregated from each other, as 
the only point of connectivity between the servers is through the firewall. In other words, pull the firewall out 
of the mix, and there is no possible way for the servers to talk to each other or the Internet. This is one of the 
security benefits of physical segregation. [37] 

 

Figure 2-8: Classic Firewall Installation 

In the next paragraphs we will try to address whether a virtual firewall appliance can provide the same level 
of risk mitigation as a physical firewall appliance. 

Figure 2-9 shows an identical configuration, only applied to an IaaS cloud with a virtual firewall appliance.  

 

Figure 2-9: Virtual Switch Installation 
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Apart from the risk that comes from the hypervisor, since it presents a software connection between the VMs, 
there is a second identifiable risk. This comes from the virtual switch35.  

When we deploy virtual switches we tend to think that we are deploying multiple virtual switches, when in fact 
what we are really doing is deploying one virtual switch and just breaking it up into logical partitions. So in 
many ways the function of the virtual switch isn’t that different than what we are actually doing on the 
hypervisor itself. This could lead to additional connectivity between VMs, meaning that if we compromise the 
virtual switch we could access the VMs we normally wouldn’t get to see because they’ve been petitioned off. 
So if two VMs figure out a way to get connectivity through the virtual switch, we are not safe, since our 
firewall is not protecting us. This is supported by the fact that the firewall sits outside the virtual switch, 
meaning that any risks that may exist within the virtual switch itself are propagated to the VMs. Hence by 
deploying a virtual appliance we are protecting ourselves from the internet but not necessarily from other 
people who happen to be running on the same cloud environment. 

So what we see is that now we have two additional risks: 

 Hypervisor as a potential software bridge  

 Virtual switch as a potential software bridge 

To mitigate any risks coming from the virtual switch itself, we simply need to move the firewall to the other 
side of the virtual switch, i.e. leverage a hypervisor based firewall. 

 

 

Figure 2-10: Hypervisor Based Firewall and Host-Based Security 

The problem however with hypervisor based firewalls is that they are vendor specific and in some cases the 
public cloud provider does not even support hypervisor based firewalls. Moreover, hypervisor based firewalls 
require the use of introspection which introduces additional risks in public cloud environments as we analyse in 
2.2.5.2. 

                                                 

 

35 Here the virtual switch is a point of connectivity between each of the VMs 
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Alternatively we could leverage the firewall software available in most modern operating systems. Since a 
host based firewall controls traffic as it passes in and out of the VM, it will be more than capable of negating 
any potential risks within the virtual switch. This option presents the following advantages: 

a. Is the least expensive, as the firewall is already present within the operating system. 

b. Is the most portable. If we move the VM to another CSP, the host based firewall protection obviously 
moves with it. However, it’s an additional point of management. 

According to the principle of defence-in-depth36, layered security mechanisms increase the security of the 
system as a whole. As already described in D3.1.1 OpenStack provides some additional hardening 
mechanisms related to the network ports, namely security groups37. These are used in order to define a 
number of IP firewalling rules, describing what kind of network traffic is allowed to go to or come from the 
VMs. Here we should note that even when a VM is compromised, the security group rules continue providing 
the required level of security. This is because they are implemented in the host operating system, i.e. the 
operating system of the physical machine where the VM is hosted.  

The following figure illustrates the security groups available for the STORM CLOUDS applications, listing only 
the required ports. 

 

Figure 2-11: STORM CLOUDS Security Groups 

For STORM CLOUDS IaaS deployments if municipalities wish to extend this perimeter defence they can do it 
by implementing exactly the same IP firewalling rules38. However as modern firewalls can do much more (e.g. 
application-layer filtering) if needed municipalities can use it. 

2.2.5.2 Introspection 

Introspection is a security tool that we can leverage via the hypervisor, so that it allows the hypervisor to 
implement security on each of our VMs. Introspection’s capability can be leveraged for a wide range of 

                                                 

 

36 https://www.owasp.org/index.php/Defense_in_depth  

37 http://docs.openstack.org/openstack-ops/content/security_groups.html  

38 https://help.ubuntu.com/12.04/serverguide/firewall.html and https://help.ubuntu.com/lts/serverguide/firewall.html 

https://www.owasp.org/index.php/Defense_in_depth
http://docs.openstack.org/openstack-ops/content/security_groups.html
https://help.ubuntu.com/12.04/serverguide/firewall.html
https://help.ubuntu.com/lts/serverguide/firewall.html
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security applications such as: malware control, data loss prevention, firewalling between VMs, network 
intrusion detection between VMs and forensics. If we think that a hypervisor can see all the VMs that are 
running within that platform it almost makes sense to say “since the hypervisor can see the VMs that can 
interact with it why not leverage it to go through and implement security?”. This is a single point of 
management, meaning that if we implement a hypervisor based security solution (introspection solution), that 
secures that cloud group ONLY. If we wish to migrate the VM to another virtualization infrastructure we’ve lost 
that protection, leading to vendor lock-in. 

Introspection is similar to a firewall. If we locate a machine on the one side of the firewall, the firewall can 
protect it. If we move the machine some place else, firewall isn’t protecting it anymore. Introspection works the 
same way. 

However along with security benefits, introspection introduces a number of security issues that can elevate risk 
against an environment. The first is hypervisor bloat. Much of hypervisor security is predicated on keeping the 
code as small as possible. The fewer the lines of code, the less likely an attacker will find a problem which can 
be leverage for malicious gain. By adding introspection capability to the hypervisor we increase the amount 
of code being processed. [39] 

Introspection also increases attack surface of the hypervisor, in other words the hypervisor is interacting more 
with each VM and any time we increase interaction with an untrusted source we increase the possibility that it 
may become compromised.  

A good example is Network based Intrusion Detection Systems (NIDS) that sit on the wire and kind of 
passively monitor what goes by, by processing packets and pattern match against them in order to look for 
pre-defined malicious patterns. The problem here lies in the fact that NIDS interact with the passing packets. 
Attackers can figure out a way to create a packet that would not hurt the targeted system, but the IDS sitting 
between the attacker and the target system, by creating the packet in such a way that would cause the IDS to 
blow up and fall off-line. Hence it is possible that if we are using the hypervisor to monitor security within the 
VMs in the future at some point hackers may come up with a way to create files or processes that don’t 
necessarily do anything bad to the VMs itself, but they are specifically designed to attack the introspection 
system. In this case we allow a hacker to gain full access to the hypervisor that has access to everything. If that 
type of an attack could lead to hypervisor compromise, we can then have a cascade effect where additional 
VMs could become compromised. 

Another concern is that introspection can potentially break segregation of duties [39], leading to uncontrolled 
access to VM data. 

Other arguments against using introspection, is that we have backdoor access to every VM.  

So in a public hosting environment any access to tenant data it’s unlogged, because when the hypervisor is 
monitoring file processing within each VM that does not get logged within the host itself. So if the provider is 
leveraging introspection to monitor what is going in a VM, the tenant gets no longer audit trail to be able to 
see that took place. So we have two problems here: 

 Possible uncontrolled access that cannot be audited, 

 Bulls-eye on the providers back. If someone wants to access tenant data and they can’t get to the VM 
directly, they can go after the provider, because the provider has access to all the data running on 
the VMs, if introspection is being used. 

For STORM CLOUDS private deployment model, introspection makes a good architecture, but not necessarily 
in a public environment. Introspection should be used when focus is placed in protecting the network, or when 
risks to the hypervisor itself can be controlled or were segregation of duties is not an issue. 

Moreover, since introspection secures the infrastructure if we wish to migrate the VM to another virtualization 
infrastructure any risk mitigation provided by introspection may be lost, leading to vendor lock-in. 

2.2.5.3 Host Based Security 

As already discussed earlier in 2.2.5.1 we can simply leverage host based security to avoid the problems 
caused by introspection. Host based security is not a new solution. However legacy host based solutions do not 
scale well into the cloud. This is because in the legacy server model we ran one operating system per 
hardware platform. The host based security solution would monitor CPU utilization and assume that any free 
CPU cycles could be consumed in the interest of implementing security. The problem with this model in cloud 
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computing is that there may be other VMs that need to use that CPU time. So as we’ve shifted towards an 
IaaS cloud model, our legacy host based security solutions have driven up costs. [39] 

The answer is to retool our host based security solutions to be more cloud aware and resource friendly. For 
example rather than just assuming all free CPU time can be used as needed, processing needs to be throttled. 
Moreover, it may also be possible to offload much of the work to another cloud for processing. [39] 

However, as with introspection host based security can possibly increase the attack surface. However, this 
depends on how the security agent is designed and deployed. An active listening port increases the risk to the 
system as well as exposes additional code. A reverse socket connection however, does not expose additional 
code. 

One of the nice things about host based security is that it focuses on securing the VM, not the infrastructure. 
This means that if the VM is migrated from one IaaS could to another, security moves with the VM. A well 
designed host based security agent should be able to protect the VM regardless of where it is located. [39] 

Other benefits of host based security include: [39] 

 The ability to work seamlessly with any virtualization environment or cloud infrastructure. 

 The ability to log or control what actions are performed. 

For STORM CLOUDS public deployments host based security makes a good architecture. In contrast to 
introspection, host based security should be implemented when focus is placed in protecting the data, or when 
VMs could be migrated from one private IaaS provider to a public provider since security moves with the VM. 
However, as it is user defined, this security configuration is the responsibility of the CSC. 

2.2.5.4 Data Misplacement (Resource Allocation) 

According to [50] data leaks are a risk when physical memory or data storage is used by one virtual machine 
and reallocated to another. Leaks occur when a VM get shrunk or it’s not longer needed and the freed 
resources are allocated to another VM. It is possible for the new VM receiving the additional resources, to use 
forensic investigation techniques to get an image of the whole physical memory, as well as data storage. 

It is not clear whether we can leverage this. It is certainly hard to argue this being some form of targeted 
attack, or in other words that attackers are waiting until we make our partition smaller in order to try and get 
our data. But it is entirely possible that this could be opportunistic, in other words attackers may be able to 
find information that has value not necessarily because they were going after a specific target but because 
the data is there and they are going to leverage it. 

 

Figure 2-12: Data Misplacement 

Hence, when reallocating resources from one VM to another, we must properly secure both of them. The old 
data present both in physical memory and in the data storage, should be nullified in order to prevent other 
VMs from pulling data out of memory or data storage and gaining access to important information still 
contained there. 

By design OpenStack, the STORM CLOUDS cloud-computing software platform, zeroes all the data used by a 
virtual resource (VM or volume) once the resource is released, using internal KVM procedures without specific 
operation in place on the CSP side. 
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2.2.5.5 Administrator Ports Restriction 

Typically when a VM gets spun up in public cloud, it comes un-patched and with remote administration turned 
on. One of the first things we might want to do is take control of that remote administration. So one possibility 
is to create some sort of firewall rules that limit access to only certain IP addresses, for example only the 
public IP addresses located by our ISP. The reason for doing that is that in public cloud space hackers are 
looking for that type of vulnerabilities (un-patched images with remote administration turned on by default). 

As largely experimented, the images used in the STORM CLOUDS cloud-computing software platform have 
this feature implemented by default39. However, since users are provided with a valid SSH Keypair and the 
VM is associated with it, they can access the VM instantly given a public IP address is configured on it. 

2.2.5.6 Further Considerations 

CSPs should focus on securing the environment, the hypervisor and the VMs. At the time of writing to secure the 
environment Enter S.r.l. supports: 

 Configuration and systems hardening 

 Operating system vendor security and update patches 

 OpenStack security and bug fix patches 

 Provider-level Anti-DDoS 

 Transparent firewalls 

To secure the hypervisor Enter S.r.l. regularly checks for new updates and apply them accordingly. By 
keeping the hypervisor up-to-date, it prevents an attacker from exploiting a known vulnerability and taking 
control of the host system, including all VMs running on it. 

To secure the VMs Enter S.r.l. could differentiate the traffic coming in and going out from a VM on the same 
physical host. This will allow intrusion detection and prevention algorithms to be applied. To do so they could 
use port mirroring, where data flowing through one port on a switch are copied to another port on a switch 
where IDS/IPS is listening and analyzing the information. 

2.2.6 Suitable Network Security Architecture 

An important principle is segregation of production environments from development or testing environments. 
Similar segmentation according to function can further improve security and also make security measures 
scalable. [36] 

Similarly we can use internal routers/ firewalls to control access between internal network segments, such as 
VMs, VSwitches. [36] 

Usage of segmentation and policies according to network zones rather than individual systems offers a more 
scalable approach, as we can add/remove systems from different network zones without the necessity of 
having to change firewall policies. 

Including redundancy and diversity within the network, can safeguard against “accidental loss or destruction 
of, or damage to, personal data” (seventh data protection principle). 

2.2.7 Secure Application Programming Interfaces 

APIs are integral to security and availability of general cloud services. [107] These interfaces must be 
designed to protect against both accidental and malicious attempts. [108] 

Anonymous access and/or reusable tokens or passwords, clear-text authentication or transmission of content, 
inflexible access controls or improper authorizations, limited monitoring and logging capabilities [108] must 
be avoided at all times. 

                                                 

 

39 VM images are prepared by Ubuntu that takes care of this aspect. 
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The problem with APIs is that they often provide a roadmap describing the underlying implementation of an 
application—details that would otherwise be buried under layers of web app functionality. This can give 
hackers valuable clues that could lead to attack vectors they might otherwise overlook. APIs tend to be 
extremely clear and self-documenting at their best, providing insight into internal objects and even internal 
database structure – all valuable intelligence for hackers. [70] 

Moreover, APIs increase the attack surface. 

2.2.7.1 API Attack Vectors 

According to [70] the main categories of attack vectors are: 

Parameters 

Parameter attacks, with the most common of which is a SQL injection, exploit the data sent into an API and 
the behaviour of applications and the infrastructure that supports them (such as databases) with the 
purpose of manipulating the system. 

These result from developers not carefully checking input into an application. Together with the API 
parameter name, that clearly identifies a parameter’s underlying usage, offers enticing clues to hackers. 

Identity 

Identity attacks exploit flaws in authentication, authorization, and session tracking. 

But APIs also introduce the concept of application identity – an API key that uniquely identifies which 
application is calling an API. Its intent is to support basic client management, such as rate limiting, so that 
an app that goes viral cannot monopolize an API to the detriment of less popular apps. [70] 

However, API keys are replicated across every instance of an application, while at the same time are 
treated like authoritative credentials, which they are not! This means that API keys can be easily found 
and exploited. Solution to this is never treat API keys as secret. 

Man-in-the-Middle 

A man-in-the-middle attack describes a situation in which an attacker can intercept legitimate transactions by 
sitting in between the sender and a receiver of information and exploiting unsigned and/or unencrypted 
data. This is shown in the figure bellow. 

 

Figure 2-13: Man-In-The-Middle API Attack Vector 

APIs that are not properly configured to use SSL/TLS are highly vulnerable to this form of attack. 

2.2.7.2 Securing APIs Best Practices 

For a resilient API implementation, according to [61] and [70], the following mitigation strategies should be 
followed: 

Documentation 

We should “self-assess” the API security of CSPs by asking for documentation on their APIs, including any 
existing application assessment results and reports that demonstrate security best practices and audit 



D4.3 - Privacy and security measures Version 1.2 

© STORM CLOUDS 2015  Page 39 of 101 

 

results. [61] The OpenStack API40 provides a good example of cloud APIs with open and extensive 
documentation. 

At the time of writing selected applications don’t interface with existing systems. However, the same rules 
applies as with CSPs for applications sharing functionality and data. 

Parameters Validation 

This is the first step in sanitizing incoming data and the single most effective defence against parameter 
manipulation and injection attacks. Validation is performed against a strict schema that effectively 
describes the permissible inputs to the system. 

Schema validation should be as restrictive as possible. We should prefer hand-built schemas and white 
lists, compared to the automatically generated schemas produced from many development tools, because 
we can constrain inputs based on the understanding of the data model and what the application expects. 

Options include both the XML schema language and several JSON schema description languages. The 
former is highly effective in creating restricted content models and highly constrained structure. The later 
although not as rich as XML is far simpler to compose and understand – offering a transparency which 
actually makes it simpler to secure. 

Explicit Threat Detection 

Explicit scanning for common attack signatures can detect: 

a) SQL and script injection attacks, as they are easy to detect by scanning raw input, since they follow 
common patterns; 

b) Denial of service (DoS) attacks, by leveraging networking infrastructure. Very large messages, 
heavily nested data structures, or overly complex data structures can all result in an effective DoS 
attack consuming resources on an affected API server; 

c) Virus attacks. APIs involved in file transfer should decode base64 attachments and submit these to 
server-grade virus scanning before persisting to a file system where they could be inadvertently 
activated. 

Turn on SSL throughout the Entire Domain 

Properly configured SSL/TLS is an effective defence against the risk of man-in-the-middle attacks. See 
more at 2.2.8.  

Apply Rigorous Authentication and Authorization 

We should use the OAuth 2.0 protocol for authentication and authorization. OAuth 2.0 is a relatively 
simple protocol. 

Use Proven Solutions 

The first rule of security is: Do not invent your own. There is no reason to create new API security 
frameworks. Instead we should use existing security solutions, with the challenge of applying them 
correctly. Such solutions include the: 

 OWASP Enterprise Security API (ESAPI). Municipalities should use this open source, web 
application security control library to produce secure web applications. ESAPI is available for a 
wide range of programming languages41. 

 OWASP Top 10 project. API calls should be protected against the OWASP top 10 list of common 
application security flaws. Since SCP@HP is accessed through VPN many security issues are 
addressed by the fact that access to the infrastructure is performed in a controlled and secure 
way. Chapter 2.6 shows how we can use this OWASP project for testing for security flaws. 

                                                 

 

40 http://developer.openstack.org/api-ref.html  

41 https://www.owasp.org/index.php/Category:OWASP_Enterprise_Security_API#tab=Downloads  

http://developer.openstack.org/api-ref.html
https://www.owasp.org/index.php/Category:OWASP_Enterprise_Security_API#tab=Downloads
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 OWASP Web Service Security Cheat Sheet. We should follow this guidance42 in order to secure 
web services and prevent web services related attacks.  

At the time of writing selected applications don’t provide web services. 

Another proven solution is to separate out API implementation and API security into distinct tiers. This way 
an API developer can focus completely on the application domain, while a security expert can focus solely 
on identity, threats, and data security. 

Perform Penetration Tests and Vulnerability Assessments.  

We could ask CSPs to allow us to perform penetration tests and vulnerability assessments against their 
APIs. However, since this is not allowed alternatively we could: 

 Ask CSPs to perform these tests themselves (Enter S.r.l. performs these tests on a yearly basis) and 
provide their findings and results to us, so that we can evaluate the security practices in place. 

 Perform these tests on the STORM CLOUDS testing environment (SCP@HP), which is “identical” to 
the production one. These compliance tests are described in 2.8 

Additionally municipalities should perform penetration tests and vulnerability assessments against their 
application APIs. Such tests are presented in 2.7 

APIs are critical in the sense that fuel application development, enable automation and streamline cloud 
services management. However without proper security measures, cloud APIs can also be a gateway to an 
attack. [124] 

2.2.8 Transport Layer Protection 

An architectural decision must be made to determine the appropriate method to protect data when it is being 
transmitted. The most common options available are Virtual Private Networks (VPN) or a Secure Socket Layer 
(SSL) / Transport Layer Security (TLS) model. [109] 

Since STORM CLOUDS aims to deliver a consolidated cloud-based services portfolio SSL 3.043 and TLS 1.244 
for the web application and API should be used. 

The primary benefit of TLS is the protection of web application data from unauthorized disclosure and 
modification when it is transmitted between clients (web browsers) and the web application server, and 
between the web application server and back end and other non-browser based enterprise components. 
[109] 

TLS also provides two additional benefits that are commonly overlooked; integrity guarantees and replay 
prevention. [109]  

Providing proper transport layer protection can affect the site design. It’s easiest to require SSL for the entire 
site. For performance reasons, some sites use SSL only on private pages. Others use SSL only on ‘critical’ 
pages, but this can expose session IDs and cookies, which in turn would let an attacker gain access as if they 
were a logged-in user. [110] 

According to [110] at a minimum, we should: 

1) Require SSL for all sensitive pages or where transmission of personal data takes place. Non-SSL 
requests to these pages should be redirected to the SSL page. 

                                                 

 

42 https://www.owasp.org/index.php/Web_Service_Security_Cheat_Sheet  

43 As of September 2014 due to the Poodle attack SSL version 3.0 is no longer secure. The first and best way to mitigate 
this problem is to completely disable SSL version 3.0 on all of our servers. The second solution is to support 
TLS_FALLBACK_SCSV 

44 At the time of the writing TLS 1.2 is the latest version 

https://www.owasp.org/index.php/Web_Service_Security_Cheat_Sheet
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2) Set the ‘secure’ flag on all sensitive cookies. 

3) Configure the SSL provider to only support strong (e.g., FIPS 140-2 compliant) algorithms. 

4) Ensure that every SSL or TLS service uses a certificate that is valid, not expired, not revoked, and 
matches all domains used by the site. We should also schedule renewal of all certificates before they 
expire to ensure the services remain secure. 

5) Backend and other connections should also use SSL or other encryption technologies. 

6) Use SSL or TLS throughout the entire domain in order to reduce complexity. Remember that any 
included content such as images, JavaScript or CSS should also be provided over SSL or TLS in order 
to avoid 'mixed content' warnings in users' browsers. 

7) If assurance of identity is important, then we should consider obtaining an Extended Validation (EV) 
certificate. 

8) Do not encourage users to ignore SSL or TLS security warnings. 

Regarding the selected STORM CLOUDS applications, currently only Thessaloniki “Virtual City Market” 
application provides proper transport layer protection. 

2.2.9 Access Right Management System and Relevant Policies 

According to Gretchen Marx45, from an article offered to “The Guardian” [111], in order to protect data in 
the cloud we should change the level of access (policies) depending on where the users are, what device they 
are using and when they requested access for the data in question. For example, a public servant using the 
Public Authority’s infrastructure during regular working hours may have full access to the data. However, when 
accessing the same service from a mobile phone outside the premises of the public authority and/or during 
non-office hours they have to go through additional sign-on steps and have more limited access to the data. 

Moreover, we should not allow directory browsing, as this needlessly leaks information about which files are 
present on the web server and may well help an attacker to focus their efforts. In particular, we must ensure 
that the web servers are exposing only the intended content. We should not rely on obscurity to prevent 
access. [36]  

Finally we should require from users to be logged in order to access dynamic website pages that are using a 
unique URL parameter, since editing the URL manually will allow accessing of personal information/data of 
other users.  

Selected STORM CLOUDS applications: 

 Do not change the level of access because “they don't want to limit access to their applications based 
on the location, device and time. Mobile device security issues are not a serious threat for their types 
of application.” 

 Do not allow directory browsing46. 

 Require user log in for all dynamic website pages. 

2.2.10 Authentication 

Authentication is the process of verification that an individual, entity or website is who it claims to be. [34] By 
using cloud services, users can easily access their personal information and make it available to various 
services across the Internet. [17] The traditional process of authentication, in the context of web applications, 
involves submitting a user name or ID and one or more items of private information that only a given user 
should know. However, these security tokens do not provide complete security. [17] 

                                                 

 

45 Manager of cloud security strategy at IBM 

46 http://www.linuxscrew.com/2008/06/03/faq-how-to-disable-directory-browsing-in-apachehttpd/  

http://www.linuxscrew.com/2008/06/03/faq-how-to-disable-directory-browsing-in-apachehttpd/
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Authentication controls could include Two Factor Authentication (2FA), custom terms of service, re-authentication 
for sensitive features and session expiration.  

At the time of writing STORM CLOUDS applications support session expiration. 

2.2.10.1 Two Factor Authentication 

Two Factor Authentication (2FA) is an extra layer of security that is known as “multi factor authentication”. 
[113] Users are required not only a password and username (single-factor authentication) but two out of 
three types of credentials before being able to access an account. The three types are: [112] 

 Something the user knows, such as a Personal Identification Number (PIN), password, or a pattern 

 Something the user have, such as an ATM card, phone, or fob 

 Something about the user, such as a biometric like a fingerprint or voice print 

Using a username and password together with a piece of information that only the user knows makes it 
harder for potential intruders to gain access and steal that person's personal data or identity. [113] 

Two-factor authentication is not a new concept. Hardware tokens issued by banks are an example of 2FA. 
Customers use these tokens together with their card and a Personal Identification Number when looking to 
complete Internet Banking transactions. 

However, this security process has it own problems. Due to their small size, hardware tokens are easily lost 
causing more problems for everyone. A way to resolve this problem with Two Factor Authentication is by 
utilising a “tokenless approach” through mobile phone SMS technology. With over 5 billion mobile phones in 
use, turning a mobile phone into an authentication device quickly solves the need and additional cost and 
delays of sending out hardware tokens. [115] A typical scenario would be a citizen or public authority 
personnel want to access one of the STORM CLOUDS consolidated cloud-based service. Initially they must 
identify themselves with a personal user name and password. If these details are correct, they receive a six-
digit numeric passcode on their registered mobile device, which is delivered by text message. The user then 
enters this on the cloud service login screen. If all the entries are correct, the public authority personnel or the 
user of the cloud service is granted access. 

2.2.10.2 No Password Authentication Protocols 

While authentication through a user/password combination and using multi-factor authentication is considered 
generally secure, there are use cases where it isn't considered the best option or even safe. An example of 
this are third party applications that desire connecting to the web application, either from a mobile device, 
another website, desktop or other situations. When this happens, it is NOT considered safe to allow the third 
party application to store the user/password combo, since then it extends the attack surface into their hands, 
where it isn't in our control. [34] 

There are several authentication protocols that can protect users' data from being exposed to attackers: [34] 

 OAuth. We recommend using OAuth 2.0, since the first version has been found to be vulnerable to 
session fixation. 

 OpenID. Due to its simplicity and that it provides protection of passwords, OpenID has been well 
adopted.  

 SAML. Security Assertion Markup Language (SAML) is often considered to compete with OpenID. The 
most recommended version is 2.0 Like with OpenID, SAML uses identity providers, but unlike it, it is 
XML-based and provides more flexibility. 

 FIDO. The Fast Identity Online (FIDO) Alliance has created two protocols to facilitate online 
authentication: the Universal Authentication Framework (UAF) protocol and the Universal Second 
Factor (U2F) protocol. UAF focuses on passwordless authentication and uses existing security 
technologies such as fingerprint sensors, cameras (for face biometrics), microphones (for voice 
biometrics) and others. U2F uses hardware tokens that store cryptographic authentication keys and 
uses them for signing. U2F can work with web applications, since it provides protection against 
phishing by using the URL of the website to lookup the stored authentication key. 
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2.2.10.3 Re-authentication for Sensitive Features 

In order to mitigate Cross-Site Request Forgery (CSRF) and session hijacking, it's important to require the 
current credentials for an account before updating sensitive account information such as the user's password, 
user's email, or before sensitive transactions. [34] 

2.2.10.4 Session Expiration 

In order to minimize the time period an attacker can launch attacks over active sessions and hijack them, it is 
mandatory to set expiration timeouts for every session, establishing the amount of time a session will remain 
active. [33]  

The shorter the session interval is, the lesser the time an attacker has to use the valid session ID. The session 
expiration timeout values must be set accordingly with the purpose and nature of the cloud web application, 
and balance security and usability, so that the user can comfortably complete the operations within the web 
application without his session frequently expiring. [33] 

2.2.11 System Documentation 

Documenting system components, networks, services, and software should provide for a bird's-eye view 
needed to thoroughly cover and consider security concerns, attack vectors and possible security domain 
bridging points. [4] 

Just as with hardware, all software components should be documented, since this can assist in understanding 
total system impact due to a compromise or vulnerability of a specific class of software.  

2.2.12 Continuous System Management 

Since the cloud will always be prone to bugs, it is critically important to be prepared to apply security 
updates and general software updates, using configuration and patch management and deployment tools47.  

2.2.12.1 Configuration Management 

According to [4] configuration management allows avoiding the many pitfalls inherent in building, managing, 
and maintaining complex infrastructures. We should always use tools to automate configuration and 
deployment. This eliminates human error, and allows the cloud to scale much more rapidly. 

It is important that network devices, operating system, database, firewalls as well as software configurations 
are monitored on regular basis to ensure that their configuration is not changed by any unauthorized user. 
[48] 

According to ITIL, the purpose of the service asset and configuration management process is to ensure that the 
assets required to deliver services are properly controlled, and that accurate and reliable information about 
those assets is available when and where it is needed. This information includes details of how the assets have 
been configured and the relationships between assets. 

For IaaS deployments we should lock down VMs as securely as possible, given the exposure level within the 
cloud. This is further backed-up by the fact that since both the application code and the underlying software 
stack is our responsibility, ultimately we should manage our own VMs. We should decommission all 
unnecessary services and applications, remove any unneeded code, limit user and group access to the bare 
minimum needed and consistently keep the systems patched. 

For PaaS deployments the CSP offers a computing platform, that could include an operating system, 
programming language, execution environment, database, and web server. This means that the management 
of the components of the PaaS is left to the service provider, who will need to meet service level agreements. 

                                                 

 

47 There are many configuration management solutions; at the time of this writing there are two in the marketplace that 
are robust in their support of OpenStack environments: Chef and Puppet. 

http://docs.opscode.com/
http://puppetlabs.com/solutions/cloud-automation/compute/openstack
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2.2.12.2 Patch Management 

Patch management is to manage the implementation of fixes in order to resolve the defects/problems 
identified. [48] 

One of the reasons why a patch should be deployed could be vulnerability management. As with 
configuration management this responsibility falls: 

 to the cloud provider user in PaaS deployment models and  

 to the cloud user for IaaS deployment models. 

A patch manager should keep track of deployed patches while securing necessary approvals before every 
patch is deployed. Automatic update for operating systems and applications is a good approach but can 
lead to unexpected behaviour and problems. Therefore it is recommended to first test these patches in a 
development/test environment before applying them into the production environment. 

Since patch deployment can lead to outages we should: 

1. Deploy patches in batches to the extent possible. 

2. Deploy patches during lean usage time period. 

3. Inform users in advance. 

Since upgrades and/or patches are a necessary part of any IT system we should outline the basic steps that 
govern this: 

1. Identify responsible partner to lead the requested changes.  

2. Identify the required changes and outline a “chain of command”, a project plan and a timeline, to test 
and implement the changes. 

3. Identify process for resolving issues introduced by an upgrade, including a clearly defined set of 
responsibilities and methods for resolving these issues. 

4. Define a rollback process in order to restore an upgrade to its initial state if the changes cause 
unexpected and major failures. 

2.2.13 Decommissioning of Unnecessary Services 

See chapter 3.6.8 of deliverable 4.1.2 

2.2.14 Cryptographic Operations 

In an IaaS cloud deployment, the CSC deploys computing resources (VMs) from a shared pool of 
configurable computing resources. This involves the following operations: 

 Authentication of the offered pre-built images to ensure that they are from authorized sources and 
have not been tampered with; 

 Authentication via the management interface of the hypervisor, needed to launch the VM and perform 
subsequent lifecycle operations on that VM (Stop, Pause, Restart, Kill etc); 

 Secure interaction with the running VM instances. 

According to [63] to enable these operations, the following security capabilities (SC) are associated: 

a) SC1: The ability to authenticate pre-defined VM Image Templates made available by a cloud Provider 
for building functional, customized VM instances that meet a cloud Consumer’s needs; 

b) SC2: The ability to authenticate the API calls sent by the CSC to the VM Management interface of the 
CSP’s Hypervisor environment; and 

c) SC3: The ability to secure the communication while performing administrative operations on VM instances. 

The following architectural solutions (AS), based on known secure functions or protocols, can be used: 

a) AS1: To mitigate a), and assure the integrity of the VM templates a CSP should either: 
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1. Digitally sign the templates, with the private key being securely stored at the CSP premises and 
protected while in use, using strong (e.g. FIPS 140-2 compliant) algorithms, while the 
corresponding public key is made available to the CSC in an authenticated manner, or 

2. Use strong cryptographic algorithms such as AES, RSA public key cryptography, and SHA-256 or 
better, computed over the VM code, with the corresponding cryptographic hash made available 
to the CSC in an authenticated manner, or 

3. Use a Hash-based Message Authentication Code (HMAC), using a cryptographic algorithm and a 
secret key that both the CSC and CSP share, or 

4. Regenerate images on a daily basis, or 

5. Allow CSCs to upload their own image templates on the cloud image repository. 

At the time of writing the STORM CLOUDS public provider implements the 4th solution and is in the 
process of moving towards the 3rd option, while also allowing CSCs to upload their own images. 
Chapter 2.2.14.1 discusses how the first three solutions could be implemented. 

b) AS2: To assure the integrity of hypervisor API calls the CSP should: 

1. Implement functionality whereby the VM Management Interface of the hypervisor only accepts 
and executes authenticated API calls. This is possible through a private/public key pair 
generation, used for signing the calls submitted to the VM Management Interface. A third-party 
trusted authority can be used to sign the public key certificate. The certificate is then made 
available to the VM Management Interface of the hypervisor to verify the signature of the calls 
submitted by the consumer to the VM instance. 

However, for STORM CLOUDS IaaS deployments since the CSCs do not interact with the hypervisor 
directly but through OpenStack and since users are authenticated by OpenStack (Keystone) there is 
no need for the CSP to implement any functionality. 

c) AS3: To assure the integrity of communication while performing administrative operations on VM 
instances, a CSP should deploy Secure Shell (SSH). SSH provides a framework for public/private 
(asymmetric) keys. A public/private key technique is based on the CSC generating a public/private 
key pair and then associating the public key with the consumer’s account in the VM instance. To allow 
the VM instance to authenticate the consumer the public key is appended to the authorized keys file in 
the VM instance. However, VM instances must support SSH login through protocols such as File 
Transfer Protocol (ftp), Secure Copy Protocol (scp), or console commands. 

This strong cryptographic authentication prevents anonymous connection attempts to the VM instance, 
as well as authentication attacks. When SSH is used, not only is the administrator authenticated, but 
all the commands, responses, and payload are protected in both directions from eavesdropping and 
against undetected modifications, and are cryptographically authenticated. [63] 

2.2.14.1 VM Templates Authentication 

2.2.14.1.1 Template Authentication using Digital Signature 

As shown in Figure 2-14 the CSP digitally signs the VM template, with the private key being securely stored 
at the CSP premises, while the corresponding public key is made available to the cloud consumer in an 
authenticated manner. The public key is being used by the cloud consumer to verify the digital signature on 
the VM template, by supplying the public key to the verification engine. 
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Figure 2-14: VM template Authentication Using Digital Signatures 

According to [63] this approach has the following advantages: 

1. Simplified VM template source and integrity verification, as the CSC can verify multiple VM templates 
created/modified by the CSP using digital signature verification. 

2. Simplified key management, since all that is required are: 

a. The CSP to maintain a single public/private signature key pair with the private key being 
securely stored at the CSP premises and protected from unauthorized use and from 
unauthorized disclosure. 

b. The CSP to ensure that the corresponding public key is made available to the CSC in an 
authenticated/trusted manner. 

c. The CSC to protect the public key from undetected, unauthorized modification. 

However, according to [63] this approach presents the following security concerns: 

a. How does the CSC communicate securely (public key exchange) with the verification engine? 

b. Even if TLS/SSH is used to establish a secure session between CSC and verification engine, 
then how does the CSC trust/authenticate the verification engine running in the CSP?  

c. Furthermore, why not use the same means, used to trust the verification engine, to trust the VM 
template and forego the extra step of having to first establish trust in the verification engine? 

2.2.14.1.2 Template Authentication using Cryptographic Hash 

As shown in Figure 2-15 the CSP computes the hash value on the VM template, by using a cryptographic hash 
function, such as SHA-256, and the CSC obtains the corresponding cryptographic hash in an authenticated 
manner. 



D4.3 - Privacy and security measures Version 1.2 

© STORM CLOUDS 2015  Page 47 of 101 

 

VM

Hashing Engine

Verification 

Engine

Via internet

Cloud Service ConsumerCloud Service Provider
Out O

f B
and Secure Channel

Hash

Hash

 

Figure 2-15: VM template Authentication Using Cryptographic Hash 

The advantage of this approach is that no key management is required. However, the hash value of the VM 
template needs to be made available to the CSC in a secure manner. 

However, according to [63] this approach presents the following disadvantages: 

1. Each time the VM template is modified, a new hash value needs to be sent to the CSC in a secure 
manner. 

2. Just like the use of a digital signature, this approach presents the same security concerns in terms of 
the CSC communicating securely with the verification engine (see 2.2.14.1.1 security concerns a-c). 

2.2.14.1.3 Template Authentication using Message Authentication Code (MAC) 

As shown in Figure 2-16 the MAC is calculated using a cryptographic algorithm that produces a message 
authentication code using a secret key (session key) that both the CSC and CSP share. The secret key is being 
securely stored at the CSP premises and is used by the CSC to verify the MAC on the VM template, by 
supplying the secret key to the verification engine. 
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Figure 2-16: VM template Authentication Using MAC 
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According to [63] this approach presents the following advantages: 

1. Simplified VM template source and integrity verification, as the CSC can verify multiple VM templates 
created/modified by the CSP using MAC verification. 

2. Simplified key management, since all that is required are: 

a. The CSP to maintain a single secret key, securely stored at its premises, and protected from 
unauthorized use and from unauthorized disclosure. 

b. The CSP to ensure that the secret key is made available to the CSC in a secure manner. 

c. The CSC to protect the secret key from unauthorized disclosure. 

However, according to [63] this approach presents the following disadvantages, common to digital signatures: 

1. Increased CSP key management, as unique keys for each CSC are required. This is true since we want 
to avoid the situation where one CSC modifies a VM template to compromise another CSC, as they 
both share the same secret key. 

2. Moreover, just like the use of a digital signature, this approach presents the same disadvantages in 
terms of the CSC communicating securely with the verification engine (see 2.2.14.1.1 security concerns 
a-c). 

2.2.15 Service Level Agreements 

Cloud service agreements (CSAs) are primarily written to set clear expectations between the cloud service 
customer (CSC) and the cloud service provider (CSP). We should be aware that there may be a mismatch 
between our expectations and the CSP actual service terms.  

According to [118] in general, the CSA is comprised of three major artefacts:  

 Customer Agreement, where the overall relationship between the customer and provider is described 
including a formal agreement on the definition of the roles, responsibilities and execution of 
processes. [118] Certain providers refer to this as “Master Agreement,” “Terms of Service,” or simply 
“Agreement”. 

A detailed and clearly defined agreement should be included in all contracts with CSPs.  

 Acceptable Use Policy (AUP) is consistent across CSP and prohibits activities that providers consider 
to be an improper or outright illegal use of their service. 

 Service Level Agreement (SLA). ITIL v3 defines a service-level agreement (SLA) as terms between a 
provider and a customer that describe a service, document targets and specify responsibilities. [78] 
An SLA describes service levels using attributes such as availability, serviceability or performance. 

According to [78] key concerns for cloud security and compliance are tied to three primary areas of risk: 

1. Ownership of assets, which involves data custody, control, possession and right of return; 

2. Service availability, monitoring and response, measured as cost relative to the terms and ability of 
continuation; and 

3. Service baselines, such as regulatory compliance or security due diligence for vulnerability and 
configuration management. 

Writing an SLA to cover the above three areas of risk is made easier by considering four control areas 
(technology, process, people and geography) and measuring them based on levels of availability, 
confidentiality and integrity. [78] 

An SLA should ensure service levels are achievable. The SLA should cover how things worked in the past, how 
they work now and how things are likely to go in the future. [71] 

2.2.15.1 Understand Roles & Responsibilities 

For a SLA to be successful we should have a clear understanding and segregation of responsibilities and 
ensure that there are no gaps which could lead to problems when using cloud services. 
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These roles should be described in the CSA. Regarding the sub-roles of the cloud service customer and the 
cloud service provider, the CSA should make clear statements about those responsibilities. Customers need to 
understand the activities and responsibilities of the various sub-roles and ensure that the CSA and its 
associated SLA contains appropriate commitments and service level targets to address those activities and 
responsibilities for the cloud service(s) covered by the CSA. [118] 

It is important that customers understand what to expect from their provider. This, in turn, will help them clarify 
their own responsibilities and help them assess the true cost of moving to cloud computing. [118] 

It’s not uncommon to think that in the event of a disaster the onus is on the provider. However, this is not the 
case as it can be up to the cloud customer to identify a service failure and its impact. 

Our contract with Enter S.r.l. has a section titled “13. The Client’s or the Consumer’s Obligations” 

2.2.15.2 Define Confidentiality 

The confidentiality of information in the cloud should be carefully defined in the contract. Most cloud contracts 
have a section dedicated to confidential information. We must ensure that the definition of confidential 
information in the contract is consistent with the information that we will be sharing with the cloud vendor or 
uploading into a cloud platform. [26] 

Geography has the reverse effect on confidentiality. A SLA has to address location with regard to encryption, 
identity management and other controls subject to national regulations. Another important aspect to this issue 
is how people, process and technology will securely destroy data to prevent disclosure. The flexibility of a 
cloud with associated high-availability and geographic distribution begs the question of exactly how a 
provider will prove data has been destroyed everywhere to a recognized level or standard. [78] 

Although our contract with Enter S.r.l. does not define confidentiality, it clearly states that “Enter and its 
subcontractors will use the Infrastructures in Italy or in European Union countries” meaning that the same EU 
regulations apply. Regarding the issues of “data replication” these are already presented in 1.2.3 

2.2.15.3 Implement Continuous Monitoring 

CSCs must continue to ensure a CSP environment maintains an acceptable level of risk. In order to do this, they 
should work with CSPs to implement a continuous monitoring program, designed to ensure that the level of 
security is maintained while data resides within the CSP’s environment.  

These continuous monitoring programs should be detailed contractually. By implementing an effective 
continuous monitoring program, we ensure that we have a proper view into the CSP environment. This allows 
us to provide for the ongoing security and continued use of a CSP environment at an acceptable level of risk. 

2.2.15.4 Incident Detection, Report and Response 

Incident detection and reporting is an important area that needs to be addressed. Apart from a security 
breach or attack an incident can include outages where the cloud service is unavailable, or may include cases 
where performance fails to meet stated service levels [118]. How such incidents are detected and then 
reported and tracked until resolved must be established in the SLA. 

As described in 2.4.1, incident response refers to activities addressing breaches of systems, leaks/spillage of 
data, and unauthorized access to data.  

Since CSPs take ownership of their environment but not the data placed in their environment, it is good 
practice to contractually bind the CSP from denying responsibility if there is a data breach within its 
environment.  At a minimum we should: 

 Contractually ensure CSPs comply with the European Incident Management guides, as stated here: 
https://www.enisa.europa.eu/activities/cert/support/incident-management and 

 Contractually held CSPs accountable for incident responsiveness, including providing specific time 
frames for restoration of secure services in the event of an incident. 

Our contract with Enter S.r.l. explicitly states that “…Enter shall monitor the use of the infrastructure for 
security reasons and to prevent or stop abuse…Enter will immediately notify the user subject to a restrictive 
measure and wait for any justification.” 

https://www.enisa.europa.eu/activities/cert/support/incident-management


Version 1.2  D4.3 - Privacy and security measures  

 

Page 50 of 101  © STORM CLOUDS 2015 

 

2.2.15.5 Develop Clear SLA 

A detailed and clearly defined SLA isn’t a nice-to-have -- it's a necessity, since not only it defines expectations 
around the provider's level of services unique to the customer and offers stopgaps should a service fail, but 
also details the customer's rights and responsibilities. [65] 

Cloud computing infrastructure, like any other, is susceptible to unforeseen problems. Properly set-up SLAs, 
where each party's responsibilities against business requirements are depicted, can: 

1. Protect cloud service customers from unwelcome surprises  

2. Significantly contribute to conflict avoidance and 

3. Facilitate the resolution of an issue before it escalates into a dispute. 

Moreover cloud infrastructure, like any other, goes through maintenance or upgrade cycles, affecting the 
amount of downtime. Since the actual reporting of uptime can be problematic, we have to properly set-up 
SLAs with regard to the CSP reporting policies and processes and how they measure adherence to uptime 
guarantees. According to [72], as a general rule we should look for providers that allow outside monitoring 
and reporting to verify uptime, and avoid providers that put the onus on users to prove downtime. Regarding 
maintenance our contract with Enter S.r.l. explicitly states:“10.2 Subject to prior notice of at least 2 (two) 
business days to be communicated by e-mail to the Customer or Consumer, Enter may suspend the provision of 
each Service to allow the performance of routine maintenance tasks. In case of extraordinary maintenance, 
advance notice will be given to the Customer or Consumer wherever possible.” 

Next we should develop a clear understanding of the provider's support contact options and escalation paths 
and get the associated guarantees in writing in our cloud SLA. We should look for features like 24/7/365 
live telephone support. Subsequently, we should clearly identify our technical support requirements and the 
CSP responsibilities in terms of how support is being offered and how much it costs. As a general rule we 
should avoid technical support options through a self-service portal or an email address routed to a remote 
time zone, because we might not get the timely support demanded by our application. Regarding fault 
reporting our contract with Enter S.r.l. explicitly states:“ 9.1 The Customer or Consumer shall inform Enter in 
writing of any faults in the fruition of the Services or difference in the Service requested contacting the 
numbers (+39 02 25514 885 for Cloudup, +39 02 25514 886 for Enter Cloud Suite and +39 02 25514 
862 for Selfserver) or using the e-mail address relating to the selected Service (supporto@cloudup.it., 
supporto@Entercloudsuite.com, supporto@selfserver.it). 9.2 Enter will provide a response to the Customer or 
Consumer’s report within 30 (thirty) days.” 

Therefore cloud SLAs should be carefully crafted to best communicate our needs to CSPs. 

Moreover we should carefully review the SLAs’ coverage in terms of how the CSP will credit us in the event of 
a breach of contract. However, since SLAs won't help us recover anything it is important to identify our own 
recovery steps to prevent provider outages from interrupting our business model. [71] In our contract with 
Enter S.r.l. it is stated that: “In the event of non-compliance with the SLA, Enter will be required to pay a 
penalty equal to the amount paid by the Customer or Consumer in proportion to the percentage between the 
total unused Services and the SLA. It is expressly understood that for each Contract the penalty may not 
exceed 15% of the value of the fee paid by the Customer or Consumer for the Contract during the year in 
which the malfunction occurred leading to service continuity falling below the SLA level.” 

According to [76] it is also important to agree upon the difference between an outage and a slowdown. If a 
cloud service user moves to another service due to a slow login that takes more than three to five seconds, 
then this constitutes an outage. We should match the definition of an outage to our users' specific needs. 

Additionally since we have data locality needs, in the sense that we require data to be physically stored 
within the geographical limits of the European Economic Area (EEA48) for legal and compliance reasons, we 

                                                 

 

48 Countries currently in EEA Austria, Belgium, Bulgaria, Croatia, Cyprus, Czech Republic, Denmark, Estonia, Finland, 
France, Germany, Greece, Hungary, Iceland, Ireland, Italy, Latvia, Liechtenstein, Lithuania, Luxembourg, Malta 
Netherlands, Norway, Poland, Portugal, Romania, Slovakia, Slovenia, Spain, Sweden, Iceland, Liechtenstein and Norway 

mailto:supporto@selfserver.it
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should ensure that the SLA addresses our data locality. In our contract with Enter S.r.l. it is stated that: “Enter 
and its subcontractors will use the Infrastructures in Italy or in European Union countries” 

2.2.15.6 Define Accurate SLA Metrics 

To guarantee an agreed service level, CSPs must measure and monitor relevant metrics. [118] 

Before signing a contract we should identify our specific business requirements and business-critical needs for 
data and applications in a cloud environment. Establishing key performance indicators49 (KPI), that are unique 
to our business requirements, is crucial as it helps implement explicit SLAs making CSC expectations clear to 
the CSP. 

For STORM CLOUDS IaaS deployments the following metrics are expected to be found in the SLA: [118] 

 Compute metrics: availability, outage length, server reboot time 

 Network metrics: availability, packet loss, bandwidth, latency, mean/max jitter, measured impact of 
downtime 

 Storage metrics: availability, input/output per second, max restore time, processing time, latency with 
internal compute resource, measured impact of lost data 

 Performance metrics50: availability and response time, peak usage times meaningful to our business and 
users 

 Cloud availability metrics: Response time, recovery time and recovery point 

Compute availability simply guarantees the compute resources that the CSC has paid for. Similarly network 
availability guarantees that the network will be available at least during standard business hours (12AM 
GMT to 12PM GMT, Monday through Friday). Likewise, storage availability simply guarantees the storage 
resources that the CSC has paid for. Our contract with Enter S.r.l. explicitly states that “10.4 Enter undertakes 
to ensure a level of service continuity (hereinafter: “SLA- service level agreement”) equal to or greater than 
99.85% on an annual basis.” 

According to [118] performance availability is defined as the percentage of uptime for a service in a given 
observation period. Additionally performance response time is defined as the elapsed time from when a 
service is invoked to when it is completed (typically measured in milliseconds). 

Considerations may also include disaster recovery, availability guarantees, privacy, hard deletion and 
encryption, and capabilities for monitoring, managing and auditing cloud SLAs. [77] 

Since metrics can be translated / interpreted by the CSP differently than the CSC, we should agree on the 
definition of these metrics in the context of the specific cloud solution.  Some calibration may be required if a 
measurement captured by a provider does not exactly match the definition in the SLA. [118] 

For these metrics to be effective a CSC should: [118] 

 Identify which metrics are critical to achieving and managing the performance objectives. 

 Ensure these metrics are defined at the right level of granularity that can be monitored on a 
continuous basis (in a cost-effective manner).  

 Identify standards that provide consistency in metric definitions and methods of collection. 

 Analyze and leverage the metrics on an ongoing basis as a tool for influencing business decisions. 

                                                 

 

49 A key performance indicator (KPI) is a business metric used to evaluate factors that are crucial to the success of an 
organization. 

50 Additional system quality measures that could be included in service performance include: accuracy, portability, 
interoperability, standards compliance, reliability, scalability, agility, fault tolerance, serviceability, usability, durability, 
and more [118] 

. 
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Predictive monitoring is key to a successful SLA. [71] Mapped to the aforementioned proposed metrics: 

 A service response time to end users of 500 milliseconds, measured as a mean average over an hour, 
should be acceptable. If we're predictively monitoring the system, we will be able to see patterns 
where response times are rising and thus see the problem before any SLA violation. 

 A service availability resulting in a downtime time of 21 minutes per month (99.95%) is tolerable. 
Although it does not represent the amount of downtime we currently experience or the amount of 
downtime that we might prefer, predictive monitoring will identify long downtimes and address the 
problem before any SLA violation. 

However, the problem here is the actual reporting of uptime. 

 A technical support response time51 of 4 hours, should be acceptable. Predictive monitoring through 
regular testing of CSP support will ensure that we stay abreast of any changes in support policy or 
availability and thus address problems before any SLA violation. 

 A 99.5% network availability or higher should be required during critical time. Predictive monitoring 
will identify long response times during critical operations and address the problem before any SLA 
violation. 

 A 99.9% or higher storage availability should be acceptable. Again predictive monitoring can 
identify any problems and address them before any SLA violation. As before the problem here is the 
actual reporting of uptime. 

Once the problem is recognized we should identify the cause of the problem and fix it. Here CSPs should play 
an active role by advising the business on what is needed to stay within the service level, or if the expected 
service level is unrealistic. [71] 

SLAs are living agreements, not documents that get forgotten. SLAs should be reviewed regularly to ensure 
the existing metrics are still fit for purpose. 

2.2.15.7 Define Information Security Management SLA Metrics 

Before signing a contract we should identify our specific requirements on performance and effectiveness of 
information security management. As already identified we should understand and document our current 
metrics and how they will change when operations make use of cloud computing. 

CSP compliance with respect to data protection is a tangible metric of the effectiveness of the overall 
enterprise security plan. A data compliance report or an information security certification should be required 
from the CSP reflecting the strength or weakness of controls, services, and mechanisms supported. [119] At the 
time of writing Enter S.r.l. have confirmed that they are ISO27001:2005 certified and are being upgraded to 
ISO27001:2013. 

Assessments, such as ISO 2700x, SSAE 16 or ISAE 3402, assure that for the period under review a certain set 
of controls and procedures is in place. Although they prove to be a vital component of effective security 
management, they are insufficient without additional feedback in the intervals between assessments. 

The TM Forum technical report “Enabling End-to-End Cloud SLA Management” provides a set of common 
approaches for two parties to determine their cloud SLA, define what to measure, the threshold and indicators 
as well as some architecture design principles for service providers to “join the dots” so that end-to-end cloud 
SLA management can be achieved with process automation and architecture flexibility to support different 
business scenarios and customer needs. [120] 

Additional documents, although not cloud specific, providing valuable guidance are: 

                                                 

 

51 How quickly problems can be elevated to a senior administrator or engineer 
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 ISO/IEC 27004:200952, that provides guidance on the development and use of measures and 
measurement in order to assess the effectiveness of an implemented information security management 
system (ISMS) and controls or groups of controls, as specified in ISO/IEC 27001; 

 NIST Special Publication 800-55 Revision 1, Performance Measurement Guide for Information 
Security53, is a guide to assist in the development, selection, and implementation of measures to be 
used at the information system and program levels; 

 CIS Consensus Security Metrics v1.1.054, containing twenty-eight (28) metric definitions for seven (7) 
important business functions: Incident Management, Vulnerability Management, Patch Management, 
Application Security, Configuration Management and Financial Metrics. 

ENISA practical guide “Procure Secure: A guide to monitoring of security service levels in cloud contracts”55 
provides advice on questions to ask about the monitoring of security, aiming to improve public sector customer 
understanding of the security of cloud services and the potential indicators and methods which can be used to 
provide appropriate transparency during service delivery. It includes a cloud security monitoring framework 
that covers: [119] 

 What to measure. Which security-relevant parameters of the service should be monitored throughout 
the contract. 

 How to measure them. How the data can be collected in practice. 

 How to get independent measurements. Which security relevant features of the service can be 
monitored independently from the provider and how. 

 When to raise the flag. Considerations for setting reporting and alerting thresholds. 

 Customer responsibilities. Whose problem is it? What needs to be taken care of by the customer on 
an on-going basis. 

The guide covers the following parameters: service availability, incident response, service elasticity and load 
tolerance, data life-cycle management, technical compliance and vulnerability management, change management, 
data isolation, and log management &forensics. 

2.2.15.8 Disaster Recovery Planning 

Disaster recovery in the public cloud presents a paradox. Although cloud can simplify implementation of a 
disaster recovery by abstracting away a lot of the complexity, it also increases the difficulty of performing 
comprehensive due diligence including testing of disaster recovery procedures. [118] 

Existing business continuity/disaster recovery standards should be used as part of our planning efforts. 
Existing standards such as BS 25999:2007, NFPA 1600:2010, NIST SP 800-34, ASIS SPC.1-2009, ISO 
27031, and ISO 24762 can provide an effective starting point for planning disaster recovery. [118] 

2.2.15.9 Understand the Exit Process  

A detailed and clearly defined SLA should contain an exit clause describing the details of the exit process 
including the responsibilities of the CSP and CSC. The goal of the exit plan is to ensure minimal business 
disruption for the customer should the relationship with the cloud provide terminate prematurely. [118] 

According to [118] the areas that a CSC should pay attention when evaluating the exit clause include: 

                                                 

 

52 http://www.iso.org/iso/catalogue_detail.htm?csnumber=42106  

53 http://csrc.nist.gov/publications/nistpubs/800-55-Rev1/SP800-55-rev1.pdf  

54 https://benchmarks.cisecurity.org/tools2/metrics/CIS_Security_Metrics_v1.1.0.pdf  

55 http://www.enisa.europa.eu/activities/Resilience-and-CIIP/cloud-computing/procure-secure-a-guide-to-monitoring-of-
security-service-levels-in-cloud-contracts  

http://www.iso.org/iso/catalogue_detail.htm?csnumber=42106
http://csrc.nist.gov/publications/nistpubs/800-55-Rev1/SP800-55-rev1.pdf
https://benchmarks.cisecurity.org/tools2/metrics/CIS_Security_Metrics_v1.1.0.pdf
http://www.enisa.europa.eu/activities/Resilience-and-CIIP/cloud-computing/procure-secure-a-guide-to-monitoring-of-security-service-levels-in-cloud-contracts
http://www.enisa.europa.eu/activities/Resilience-and-CIIP/cloud-computing/procure-secure-a-guide-to-monitoring-of-security-service-levels-in-cloud-contracts
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1. Level of assistance from the CSP and any associated fees, 

2. Responsibility from the CSP side regarding complete removal of our data from their IT environment 
once the exit process is complete. 

3. Specification of the data format transmitted from the CSP to the CSC. 

4. Specification of the retention period for all data and information belonging to the CSC, to the CSP IT 
environment, once the exit process is complete followed by complete removal after that period. This 
period is typically 1-3 months. Removal and destruction of data before that period should be done 
only with the CSC written approval 

5. Appropriate business continuity protection during the exit process. 

6. Written confirmation that all of the CSC data has been completely removed from CSP IT environment, 
including agreement that the CSP will not use any data for any reason in the future such as statistical 
purposes. 

Our contract with Enter S.r.l. has a dedicated clause on that namely: “4. Effects of the Termination of the 
Contractual Effects” 

2.2.15.10 Set SLA Enforcement Mechanisms 

Most standard SLAs provided by CSPs do not include provisions for penalties if an SLA is not met, with 
possibly catastrophic consequences to a cloud customer, such as unavailability during peak demand.  

In order to motivate CSPs to meet the contract terms, there should be a credible consequence (for example, a 
monetary or service credit) so that a failure to meet the agreed to terms creates an undesired business 
outcome for the CSP in addition to the customer. [75] In our contract with Enter S.r.l. it is stated that: “In the 
event of non-compliance with the SLA, Enter will be required to pay a penalty equal to the amount paid by 
the Customer or Consumer in proportion to the percentage between the total unused Services and the SLA. It is 
expressly understood that for each Contract the penalty may not exceed 15% of the value of the fee paid 
by the Customer or Consumer for the Contract during the year in which the malfunction occurred leading to 
service continuity falling below the SLA level.” 

Hence, we need SLAs that provide value and can be enforced when a service level is not met. SLAs with 
clearly defined terms and definitions, performance metrics measured and guaranteed by CSPs, and 
enforcement mechanisms for meeting service levels, will make ensure cloud consumers that CSPs meet the 
agreed upon terms. [75] 

2.3 Cyber Security Resilience Definition 

Cyber resilience (the ability to prepare for and adapt to changing conditions, and withstand and recover 
rapidly from disruptions [96]) is not a new concept. Especially in today’s fragile, prone to error, failure and 
insecure environment, single-point solutions are not suitable, so a wider, joined-up approach is needed: 
resilience. 

Resilience is both a technical and a business responsibility. Cyber security is part of cyber resilience, which in 
turn is a part of business resilience. [41] 

Cyber resilience covers the ability to keep operating during a detected attack or incident, to keep operating 
under the assumption that an undetected compromise has occurred, to operate with reduced capability or 
capacity, and to provide graceful degradation and recovery during and after an incident. [42] 

2.4 Cyber Security Resilience Recommendations 

Proper cyber security resilience requires proper planning and proper testing. At a minimum the actions we 
should perform are: [101], [102] 

1. Establish a proactive cyber security framework rather than a reactive, though standard IT and 
information security techniques, such as backup, hot/warm/cold sites, incident response and 
management. 

2. Share relevant information on current threats. 

3. Assume the worst. 
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4. Practice agile security measures to challenge current threats. 

5. Develop a business continuity plan, and test it.  

6. Develop a high availability/resilience strategy. 

7. Learn how to recover single points of failure, quickly. 

8. Trust no-one. Always operate under the assumption that a hacker is living inside our network. Encrypt 
sensitive data and machine-to-machine communications. 

9. Implement a vulnerability management programme and ensure we are not vulnerable to the basic 
threats. 

10. Use an event correlation engine to alert us of any suspicious activity. 

11. Ensure data cannot leave our environment. Use a HTTP/S proxy for all outbound communications. 

2.4.1 Incident Response Planning 

Incident response is an organized approach to addressing and managing the aftermath of a security breach 
or attack (also known as an incident). The goal is to handle the situation in a way that limits damage and 
reduces recovery time and costs. An incident response plan includes a policy that defines, in specific terms, 
what constitutes an incident and provides a step-by-step process that should be followed when an incident 
occurs. [106] 

Moreover, it has to be formal, meaning that it has been formalised on media and available to all staff, after 
being reviewed and signed off by senior company managers. 

According to the SANS Institute, there are six steps to handling an incident most effectively [43]:  

1. Preparation: We should educate ourselves on the importance of updated security measures and train 
ourselves in order to respond to computer and network security incidents quickly and correctly. 

2. Identification: An incident response team analyses the particular event in a timely manner and figures 
out whether that event is a security incident. Involving the Computer Emergency Response Team (CERT) 
or the Computer Security Incident Response Team (CSIRT) Coordination Centre is required, since they 
track Internet security activity and have the most current information on viruses and worms. We could 
even involve National CERT teams56 or EU level CERT teams57 or even global CERT teams58. 

3. Containment: The incident response team determines which systems/devices are affected and 
contains the problem by disconnecting them. 

4. Eradication: The incident response team investigates the origin of the security event and removes the 
root cause of the problem and all traces of malicious code. 

5. Recovery: Software components are re-installed and user data are restored from backup files. 
Affected systems/devices are closely monitored to prevent a recurrence. 

6. Lessons learned: The team analyzes the incident and the steps taken to control it, creating a list of 
recommendations for better future response and for preventing a recurrence. 

According to [79] the key sections that we would expect to find in an incident response plan are: 

 Policy, definition and scope. 

 A diagrammatic representation of the process with key information. 

                                                 

 

56 Hellenic CERT team: http://www.nis.gr/portal/page/portal/NIS/NCERT. List of National CSIRTs; 
http://www.cert.org/incident-management/national-csirts/national-csirts.cfm 

57 CERT-EU: http://cert.europa.eu/cert/filteredition/en/CERT-LatestNews.html  

58 FIRST global Forum for Incident Response and Security Teams: https://www.first.org/  

http://www.nis.gr/portal/page/portal/NIS/NCERT
http://www.cert.org/incident-management/national-csirts/national-csirts.cfm
http://cert.europa.eu/cert/filteredition/en/CERT-LatestNews.html
https://www.first.org/
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 Incident reporting. 

 First responders and Incident team composition (names, contact details, roles and responsibilities within 
the team). 

 Incident assessment (including whether forensic evidence gathering is required). 

 Incident countermeasures (server/workstation/network isolation, invoking a disaster recovery plan or 
business continuity plan, evidence gathering, managing media reports and public relations, involving 
external parties as necessary including the police and forensic investigators). 

 Identifying corrective actions (detailed incident review, project and budgetary plan to implement 
corrective actions, can include company policy and procedures, training, hardware, software etc.). 

 Monitoring corrective actions (to the point where the incident team believes that the incident can be 
closed. A report should then be prepared for file and a summary report prepared for distribution to 
Senior Managers and the Board). 

But even if we do have an incident response plan, we should test it. 

2.4.2 Vulnerability Management 

Based on the cloud delivery model utilized, vulnerability management is the joint responsibility of the CSP and 
the CSC. Customer is responsible for this management in IaaS and PaaS deployment models and 
responsibility remains with CSP for SaaS delivery model. Automated tools should be executed on regular 
basis to assess the vulnerabilities risk through the computers connected over the network to a cloud system. 
Processes should be clearly defined by the organizations and aligned between customer and the CSP to 
manage this and apply patches, if required. [48] 

Vulnerability scanning and penetration testing should be used in order to evaluate the security posture of 
systems exposed to the Internet. 

Regarding the selected STORM CLOUDS applications, municipalities have confirmed that they will be 
performing regular vulnerability scans and penetration tests, using the tools presented in Table 2-3. 

2.5 Security Testing Framework 

According to [127] the testing framework consists of the following activities: 

 Phase 1: Before development begins.  

o Define an adequate software development life cycle (SDLC) where security is inherent at each 
stage, in order to prevent reoccurring security problems within an application. 

When a bug is detected early within the SDLC it can be addressed faster and at a lower cost. 

o Ensure that there are appropriate policies, standards, and documentation in place. 
Documentation is extremely important as it gives development teams guidelines and policies that 
they can follow.  

No policies or standards can cover every situation that the development team will face, but 
documenting common and predictable issues, will result in fewer decisions that need to be made 
during the development process. 

o Define criteria and metrics that need to be measured. Good metrics will show: 

 If more education and training are required; 

 If there is a particular security mechanism that is not clearly understood by the 
development team; 
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 If the total number of security related problems being found each month is going down. 

Metrics are not easily developed, so using standard metrics like those provided by the OWASP 
Metrics project59 is a good starting point. 

 Phase 2: During definition and design. 

o Review security requirements by testing them, in order to see if there are gaps in the 
requirements definitions. The following security mechanisms should be considered: User 
Management, Authentication, Authorization, Data Confidentiality, Integrity, Accountability, 
Session Management, Transport Security, Tiered System Segregation, Legislative and standards 
compliance (including Privacy, Government and Industry standards) 

o Review the design and architecture, in order to ensure that they enforce the appropriate level of 
security as defined in the requirements. 

Identifying security flaws in the design phase can be one of the most effective places to make 
changes. 

o Create Unified Modelling Language (UML) models60 and review them with the systems designers 
in order to understand exactly how the application works. 

o Analyze the design and architecture in order to develop realistic threat scenarios/models, 
ensuring that these threats have been properly mitigated. If a mitigation strategy cannot be 
implemented, we should revisit the design and architecture with the systems architect and modify 
the design. 

 Phase 3: During development 

o Perform a code walk through with the developers, and the system architects. During this high-
level walk through of the code the developers can explain the logic, the flow, the layout, and the 
structure of the implemented code that makes up the application.  

This will allow the code review team to obtain a general understanding of the code, and the 
development team to explain why certain things were developed the way they were. 

o Examine the actual code (code review) for security defects. Here we should use the OWASP 
Guide61 or Top 10 Checklists62 for technical exposures. 

o Perform unit test to validate that code changes required by code reviews are properly 
implemented. Unit tests and dynamic analysis (e.g., debugging) can help validate the security 
functionality of components as well as verify that the countermeasures being developed mitigate 
any security risks previously identified through threat modelling and source code analysis. 

Unit test frameworks such as Junit63 and Nunit64can be adapted to verify security test 
requirements. 

o Complement unit tests with integrated system tests in order to validate the “defence in depth” 
concept, that is, that the implementation of security controls provides security at different layers. 

Penetration testing tools can be used to test real attack scenarios.  

 Phase 4: During deployment 

                                                 

 

59 https://www.owasp.org/index.php/Category:OWASP_Application_Security_Metrics_Project  

60 Used to describe how the application works 

61 https://www.owasp.org/images/5/52/OWASP_Testing_Guide_v4.pdf  

62 https://www.owasp.org/index.php/Testing_Checklist  

63 http://junit.org/  

64 http://www.nunit.org/  

https://www.owasp.org/index.php/Category:OWASP_Application_Security_Metrics_Project
https://www.owasp.org/images/5/52/OWASP_Testing_Guide_v4.pdf
https://www.owasp.org/index.php/Testing_Checklist
http://junit.org/
http://www.nunit.org/
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o Perform penetration testing to the application after it has been deployed. 

o Perform configuration management testing, since some of the configuration parameters could still 
be at their default settings and thus vulnerable to exploitation. 

o Perform unit tests (see Phase 3). 

o Complement unit tests with integrated system tests (see Phase 3). 

o The next level of security testing is to perform security tests in the user acceptance environment. A 
typical user acceptance test (UAT) includes testing for security configuration issues. 

 Phase 5: Maintenance and operations 

o Conduct operational management reviews, including a process which details how the operational 
side of both the application and infrastructure is managed. 

o Conduct periodic (monthly or quarterly) health checks on both the application and infrastructure 
to ensure no new security risks have been introduced and that the level of security is still intact. 

o Ensure change verification, so that each change is approved, tested and checked to ensure that 
the level of security has not been affected by the change 

Since deployed applications are already designed and developed we will focus on the last two phases.  

 

Figure 2-17: OWASP Testing Framework Workflow [127] 
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2.6 Application Penetration Testing Methodology 

This section describes the OWASP web application penetration testing methodology, commonly known as 
black box testing or ethical hacking, which can help identify vulnerabilities due to deficiencies with identified 
security controls.  

According to [127] “A vulnerability is a flaw or weakness in a system’s design, implementation, operation or 
management that could be exploited to compromise the system’s security objectives.” 

The testing model consists of: 

 Tester: Person responsible for performing the testing activities 

 Tools and methodology 

 Applications 

Regarding the methodology followed the “OWASP Testing Guide” [127] provides more information on the 
test objectives and the testing methodology, including supporting tools. However we should note that the test is 
divided into 2 phases: 

 Phase 1 Passive Mode, where we try to understand the application’s logic and play with the 
application. Tools such as an HTTP proxy can be used to observe all HTTP requests and responses, in 
order to gather information that will help us understand the application. 

 Phase 2 Active Mode that is split into 11 sub-categories for a total of 91 controls. The following is 
the list of controls to test during the assessment:  

Ref. No.  Category  Test Name  

1  Information Gathering  

1.1 OTG-INFO-001 
Conduct Search Engine Discovery and Reconnaissance for 
Information Leakage  

1.2 OTG-INFO-002 Fingerprint Web Server  

1.3 OTG-INFO-003 Review Webserver Metafiles for Information Leakage  

1.4 OTG-INFO-004 Enumerate Applications on Webserver  

1.5 OTG-INFO-005 
Review Webpage Comments and Metadata for Information 
Leakage  

1.6 OTG-INFO-006 Identify application entry points  

1.7 OTG-INFO-007 Map execution paths through application  

1.8 OTG-INFO-008 Fingerprint Web Application Framework  

1.9 OTG-INFO-009 Fingerprint Web Application  

1.10 OTG-INFO-010 Map Application Architecture  

2  Configuration and Deploy Management Testing  

2.1 OTG-CONFIG-001 Test Network/Infrastructure Configuration  

2.2 OTG-CONFIG-002  Test Application Platform Configuration  

2.3 OTG-CONFIG-003 Test File Extensions Handling for Sensitive Information  

2.4 OTG-CONFIG-004 Backup and Unreferenced Files for Sensitive Information  

2.5 OTG-CONFIG-005 Enumerate Infrastructure and Application Admin Interfaces  

2.6 OTG-CONFIG-006 Test HTTP Methods  

2.7 OTG-CONFIG-007 Test HTTP Strict Transport Security  

2.8 OTG-CONFIG-008 Test RIA cross domain policy  

3  Identity Management Testing  

3.1 OTG-IDENT-001 Test Role Definitions  
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3.2 OTG-IDENT-002 Test User Registration Process  

3.3 OTG-IDENT-003 Test Account Provisioning Process  

3.4 OTG-IDENT-004 Testing for Account Enumeration and Guessable User Account  

3.5 OTG-IDENT-005 Testing for Weak or un enforced username policy  

3.6 OTG-IDENT-006 Test Permissions of Guest/Training Accounts  

3.7 OTG-IDENT-007 Test Account Suspension/Resumption Process  

4  Authentication Testing  

4.1 OTG-AUTHN-001 Testing for Credentials Transported over an Encrypted Channel  

4.2 OTG-AUTHN-002 Testing for default credentials  

4.3 OTG-AUTHN-003 Testing for Weak lock out mechanism  

4.4 OTG-AUTHN-004 Testing for bypassing authentication schema  

4.5 OTG-AUTHN-005 Test remember password functionality  

4.6 OTG-AUTHN-006 Testing for Browser cache weakness  

4.7 OTG-AUTHN-007 Testing for Weak password policy  

4.8 OTG-AUTHN-008 Testing for Weak security question/answer  

4.9 OTG-AUTHN-009 Testing for weak password change or reset functionalities  

4.10 OTG-AUTHN-010 Testing for Weaker authentication in alternative channel  

5  Authorization Testing  

5.1 OTG-AUTHZ-001 Testing Directory traversal/file include  

5.2 OTG-AUTHZ-002 Testing for bypassing authorization schema  

5.3 OTG-AUTHZ-003 Testing for Privilege Escalation  

5.4 OTG-AUTHZ-004 Testing for Insecure Direct Object References  

6  Session Management Testing  

6.1 OTG-SESS-001  Testing for Bypassing Session Management Schema  

6.2 OTG-SESS-002  Testing for Cookies attributes  

6.3 OTG-SESS-003  Testing for Session Fixation  

6.4 OTG-SESS-004  Testing for Exposed Session Variables  

6.5 OTG-SESS-005  Testing for Cross Site Request Forgery  

6.6 OTG-SESS-006  Testing for logout functionality  

6.7 OTG-SESS-007  Test Session Timeout  

6.8 OTG-SESS-008  Testing for Session puzzling  

7  Data Validation Testing  

7.1 OTG-INPVAL-001 Testing for Reflected Cross Site Scripting  

7.2 OTG-INPVAL-002 Testing for Stored Cross Site Scripting  

7.3 OTG-INPVAL-003  Testing for HTTP Verb Tampering  

7.4 OTG-INPVAL-004 Testing for HTTP Parameter pollution  

7.5 OTG-INPVAL-005 Testing for SQL Injection  

7.5.1  Oracle Testing  

7.5.2  MySQL Testing  

7.5.3  SQL Server Testing  

7.5.4  Testing PostgreSQL  
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7.5.5  MS Access Testing  

7.5.6  Testing for NoSQL injection  

7.6 OTG-INPVAL-006 Testing for LDAP Injection  

7.7 OTG-INPVAL-007 Testing for ORM Injection  

7.8 OTG-INPVAL-008 Testing for XML Injection  

7.9 OTG-INPVAL-009 Testing for SSI Injection  

7.10 OTG-INPVAL-010 Testing for XPath Injection  

7.11 OTG-INPVAL-011 IMAP/SMTP Injection  

7.12 OTG-INPVAL-012 Testing for Code Injection  

7.12.1  Testing for Local File Inclusion  

7.12.2  Testing for Remote File Inclusion  

7.13 OTG-INPVAL-013 Testing for Command Injection  

7.14 OTG-INPVAL-014 Testing for Buffer overflow  

7.14.1  Testing for Heap overflow  

7.14.2  Testing for Stack overflow  

7.14.3  Testing for Format string  

7.15 OTG-INPVAL-015 Testing for incubated vulnerabilities  

7.16 OTG-INPVAL-016 Testing for HTTP Splitting/Smuggling  

8  Error Handling  

8.1 OTG-ERR-001 Analysis of Error Codes  

8.2 OTG-ERR-002 Analysis of Stack Traces  

9  Cryptography  

9.1 OTG-CRYPST-001 
Testing for Weak SSL/TSL Ciphers, Insufficient Transport Layer 
Protection  

9.2 OTG-CRYPST-002 Testing for Padding Oracle  

9.3 OTG-CRYPST-003 Testing for Sensitive information sent via unencrypted channels  

10  Business Logic Testing  

10.1 OTG-BUSLOGIC-001 Test Business Logic Data Validation  

10.2 OTG-BUSLOGIC-002 Test Ability to Forge Requests  

10.3 OTG-BUSLOGIC-003 Test Integrity Checks  

10.4 OTG-BUSLOGIC-004 Test for Process Timing  

10.5 OTG-BUSLOGIC-005 Test Number of Times a Function Can be Used Limits  

10.6 OTG-BUSLOGIC-006 Testing for the Circumvention of Work Flows  

10.7 OTG-BUSLOGIC-007 Test Defences Against Application Misuse  

10.8 OTG-BUSLOGIC-008 Test Upload of Unexpected File Types  

10.9 OTG-BUSLOGIC-009 Test Upload of Malicious Files  

11  Client Side Testing  

11.1 OTG-CLIENT-001 Testing for DOM based Cross Site Scripting  

11.2 OTG-CLIENT-002 Testing for JavaScript Execution  

11.3 OTG-CLIENT-003 Testing for HTML Injection  

11.4 OTG-CLIENT-004  Testing for Client Side URL Redirect  

11.5 OTG-CLIENT-005 Testing for CSS Injection  
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11.6 OTG-CLIENT-006 Testing for Client Side Resource Manipulation  

11.7 OTG-CLIENT-007 Test Cross Origin Resource Sharing  

11.8 OTG-CLIENT-008 Testing for Cross Site Flashing  

11.9 OTG-CLIENT-009 Testing for Clickjacking  

11.10 OTG-CLIENT-010 Testing WebSockets  

11.11 OTG-CLIENT-011 Test Web Messaging  

11.12 OTG-CLIENT-012 Test Local Storage  

Table 2-1: OWASP Testing Checklist [127] 

2.6.1 Application Testing Tools 

Mapping OWASP Testing Checklist to the OWASP Top 10 project65 results in the following table: 

OWASP Top 10 OWASP Testing Checklist 

A1-Injection  

OTG-INPVAL-005, OTG-INPVAL-006, OTG-INPVAL-007, 
OTG-INPVAL-008, OTG-INPVAL-009, OTG-INPVAL-010, 
OTG-INPVAL-011, OTG-INPVAL-012, OTG-INPVAL-013, 
OTG-INPVAL-014  

A2-Broken Authentication and Session 
Management  

OTG-IDENT-001, OTG-IDENT-002, OTG-IDENT-003, OTG-
IDENT-004, OTG-IDENT-005, OTG-AUTHN-001, OTG-
AUTHN-002, OTG-AUTHN-003, OTG-AUTHN-004  

OTG-AUTHN-005, OTG-AUTHN-006, OTG-AUTHN-007, 
OTG-AUTHN-008, OTG-AUTHN-009, OTG-AUTHN-010, 
OTG-AUTHZ-002, OTG-AUTHZ-003, OTG-SESS-001, OTG-
SESS-002, OTG-SESS-003, OTG-SESS-004, OTG-SESS-005, 
OTG-SESS-006, OTG-SESS-007, OTG-SESS-008  

A3-Cross-Site Scripting (XSS) 
OTG-INPVAL-001, OTG-INPVAL-002, OTG-CLIENT-001, 
OTG-CLIENT-002, OTG-CLIENT-003, OTG-CLIENT-008  

A4-Insecure Direct Object References OTG-AUTHZ-001, OTG-AUTHZ-004, OTG-INPVAL-013 

A5-Security Misconfiguration 

OTG-INFO-002, OTG-INFO-008, OTG-INFO-009, OTG-
CONFIG-001, OTG-CONFIG-002, OTG-CONFIG-003, 
OTG-CONFIG-004, OTG-CONFIG-005, OTG-CONFIG-006, 
OTG-CONFIG-008, OTG-ERR-001, OTG-ERR-002 

A6-Sensitive Data Exposure 
OTG-CRYPST-001, OTG-CRYPST-002, OTG-CRYPST-003, 
OTG-CONFIG-007, OTG-AUTHN-001 

A7-Missing Function Level Access Control OTG-AUTHZ-001, OTG-AUTHZ-002, OTG-AUTHN-004 

A8-Cross-Site Request Forgery (CSRF) OTG-SESS-005 

A9-Using Components with Known 
Vulnerabilities 

OTG-INFO-004 

A10-Unvalidated Redirects and Forwards OTG-CLIENT-004 

Table 2-2: OWASP Top Ten Cheat Sheet 

OWASP 2013 Application Security Risks are described as [131]: 

                                                 

 

65 https://www.owasp.org/index.php/OWASP_Top_Ten_Project  

https://www.owasp.org/index.php/OWASP_Top_Ten_Project
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A1 category deals with injection flaws, such as SQL, OS, and LDAP. These occur when attacker’s hostile data 
is sent to an interpreter, as part of a command or query, in order to trick it into executing unintended 
commands or accessing data without proper authorization. 

A2 category deals with compromise of passwords, keys, or session tokens or exploitation of other application 
implementation flaws by an attacker in order to assume other users’ identities. 

A3 category deals with improper validation or escaping of data sent from an application to the web 
browser. This allows attackers to execute scripts in the victim’s browser which can hijack user sessions, deface 
web sites, or redirect the user to malicious sites. 

A4 category deals with insecure direct reference to an internal implementation object, such as a file, 
directory, or database key. Attackers can manipulate these references to access unauthorized data 

A5 category deals with the insecure default configuration of the deployed application, frameworks, 
application server, web server, database server, and platform. Secure settings should be defined, 
implemented, and maintained while software should be kept up to date. 

A6 category deals with improper protection of sensitive data, such as credit cards, tax IDs, and authentication 
credentials. These need to be additionally protected by applying encryption at rest and in transit, as well as 
special precautions when exchanged with the browser. 

A7 category deals with missing function access rights on the server when each function is accessed, allowing 
attackers to forge requests and access functionality without proper authorization. 

A8 category deals with malicious forged HTTP requests sent to a vulnerable web application. This allows the 
attacker to gain victim’s session cookie and any other automatically included authentication information. 

A9 category deals with vulnerable components, such as libraries, frameworks, and other software modules 
that can be exploited by an attacker resulting in serious data loss or server takeover. 

Finally A10 category deals with improper validation of redirects and forwards to other pages and websites. 
Attackers can redirect victims to phishing or malware sites, or use forwards to access unauthorized pages. 

Penetration testing tools have been developed to assist in the automation of the process. These are: 

1. Zed Attack Proxy (ZAP)66 

2. OpenVAS67 

3. SQL Inject Me68 

4. HTTP Directory Traversal Scanner69 

5. Burp Suite70 

6. Qualys SSL Server Test71 

7. Tamper Data (Samurai WTF)72 

8. Vega73 

                                                 

 

66 https://www.owasp.org/index.php/OWASP_Zed_Attack_Proxy_Project  

67 http://www.openvas.org/download.html  

68 https://addons.mozilla.org/en-US/firefox/addon/sql-inject-me/eula/88410?src=collection&collection_id=203cc10a-
26b3-5921-12ef-6ba80b06fe07  

69 http://www.autosectools.com/Page/HTTP-Directory-Traversal-Scanner  

70 https://portswigger.net/burp/  

71 https://www.ssllabs.com/ssltest/index.html  

72 https://addons.mozilla.org/el/firefox/collections/rsiles/samurai/  

https://www.owasp.org/index.php/OWASP_Zed_Attack_Proxy_Project
http://www.openvas.org/download.html
https://addons.mozilla.org/en-US/firefox/addon/sql-inject-me/eula/88410?src=collection&collection_id=203cc10a-26b3-5921-12ef-6ba80b06fe07
https://addons.mozilla.org/en-US/firefox/addon/sql-inject-me/eula/88410?src=collection&collection_id=203cc10a-26b3-5921-12ef-6ba80b06fe07
http://www.autosectools.com/Page/HTTP-Directory-Traversal-Scanner
https://portswigger.net/burp/
https://www.ssllabs.com/ssltest/index.html
https://addons.mozilla.org/el/firefox/collections/rsiles/samurai/
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Mapping the web application risks (OWASP Top 10) to the penetration testing tools results in the following 
table: 

WEB APPLICATION RISK SECURITY UTILITY 

A1-Injection  SQL Inject Me, Zed Attack Proxy (ZAP) and Vega 

A2-Broken Authentication and Session Management  ZAP 

A3-Cross-Site Scripting (XSS) ZAP, Vega 

A4-Insecure Direct Object References 
HTTP Directory Traversal Scanner, Burp Suite and 
ZAP, Vega 

A5-Security Misconfiguration OpenVAS and WATOBO 

A6-Sensitive Data Exposure Qualys SSL Server Test 

A7-Missing Function Level Access Control OpenVAS 

A8-Cross-Site Request Forgery (CSRF) Tamper Data (Samurai WTF) and ZAP 

A9-Using Components with Known Vulnerabilities OpenVAS 

A10-Unvalidated Redirects and Forward ZAP 

Table 2-3: OWASP Risk and Tool Matrix 
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2.7 Application Security Compliance 

2.7.1 Thessaloniki 

2.7.1.1 Compliance at a Glance (Virtual City Market) 

This section of the report is a summary and lists the number of alerts found according to individual 
compliance/risk categories: 

OWASP Security Risks Categories Total number of alerts 

A1-Injection   No alerts in this category 

A2-Broken Authentication and Session Management  

941 (Cookie set without HttpOnly flag) 

939 (Cookie set without secure flag) 

10 (Password Autocomplete in browser) 

898 (Incomplete or No Cache-control and Pragma 
HTTP Header Set) 

A3-Cross-Site Scripting (XSS) 

4 (Cross Site Scripting (Reflected)) 

822 (Cross-Domain JavaScript Source File Inclusion) 

908 (Web Browser XSS Protection Not Enabled) 

A4-Insecure Direct Object References 10 (Directory listing) 

A5-Security Misconfiguration 

908 (X-Content-Type-Options Header Missing) 

1 (Slow HTTP POST) 

5 (Form Password Field with Autocomplete Enabled) 

A6-Sensitive Data Exposure 

385 (Private IP Disclosure) 

5 (Secure page includes mixed content) 

1 (Insufficient Transport Layer Protection) 

A7-Missing Function Level Access Control  No alerts in this category 

A8-Cross-Site Request Forgery (CSRF)  No alerts in this category 

A9-Using Components with Known Vulnerabilities  No alerts in this category 

A10-Unvalidated Redirects and Forward 908 (X-Frame-Options Header Not Set) 

Table 2-4: Thessaloniki (Virtual City Market) Compliance at a Glance 

 

Figure 2-18: OWASP ZAP Compliance at a Glance (Virtual City Market) 
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Figure 2-19: Qualys OWASP Compliance at a Glance (Virtual City Market) 
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Figure 2-20: Vega Compliance at a Glance (Virtual City Market) 

 

2.7.1.2 Compliance According to Categories: A Detailed Report (Virtual City Market) 

2.7.1.2.1 (A1) Injection 

No alerts in this category. 

Although ZAP reported no alerts we used SQL Inject Me for an extra report on the most common and deadly 
of vulnerabilities. The tool reported no alerts as well. 

2.7.1.2.2 (A2) Broken Authentication and Session Management 

Total number of alerts in this category: 2788 

Alerts in this category 

Cookie set without HttpOnly flag 

Risk: Low 

A cookie has been set without the HttpOnly flag, which means that the cookie can be accessed by 
JavaScript. If a malicious script can be run on this page then the cookie will be accessible and can be 
transmitted to another site. If this is a session cookie then session hijacking may be possible. 

 

Solution: Ensure that the HttpOnly flag is set for all cookies. 

 

Reference: https://www.owasp.org/index.php/HttpOnly  

https://www.owasp.org/index.php/HttpOnly
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Cookie set without secure flag 

Risk: Low 

A cookie has been set without the secure flag, which means that the cookie can be accessed via 
unencrypted connections. 

 

Solution: Whenever a cookie contains sensitive information or is a session token, then it should always be 
passed using an encrypted tunnel. Ensure that the secure flag is set for cookies containing such sensitive 
information. 

 

Reference: https://www.owasp.org/index.php/Testing_for_cookies_attributes_(OTG-SESS-002)  

Password Autocomplete in browser 

Risk: Low 

AUTOCOMPLETE attribute is not disabled in HTML FORM/INPUT element containing password type input.  
Passwords may be stored in browsers and retrieved. 

 

Solution: Turn off AUTOCOMPLETE attribute in form or individual input elements containing password by 
using AUTOCOMPLETE='OFF'. 

 

Reference: https://www.owasp.org/index.php/Testing_for_Vulnerable_Remember_Password_(OTG-
AUTHN-005)  

Incomplete or No Cache-control and Pragma HTTP Header Set 

Risk: Low 

The cache-control and pragma HTTP header have not been set properly or are missing allowing the 
browser and proxies to cache content. 

 

Solution: Whenever possible ensure the cache-control HTTP header is set with no-cache, no-store, must-
revalidate, private; and that the pragma HTTP header is set with no-cache. 

 

Reference: 
https://www.owasp.org/index.php/Session_Management_Cheat_Sheet#Web_Content_Caching  

https://www.owasp.org/index.php/Testing_for_Browser_cache_weakness_(OTG-AUTHN-006)  

 

2.7.1.2.3 (A3) Cross-Site Scripting (XSS) 

Total number of alerts in this category: 1734 

Alerts in this category 

Cross Site Scripting (Reflected) 

Risk: High 

Cross site scripting (also referred to as XSS) is a vulnerability that allows an attacker to send malicious code 
(usually in the form of JavaScript) to another user. Because a browser cannot know if the script should be 
trusted or not, it will execute the script in the user context allowing the attacker to access any cookies or 
session tokens retained by the browser. 

 

Solution: Use a vetted library or framework, such as Microsoft's Anti-XSS library, the OWASP ESAPI 
Encoding module, and Apache Wicket, that does not allow this weakness to occur or provides constructs that 
make this  

For every page generated, use and specify a character encoding such as ISO-8859-1 or UTF-8. 

When performing input validation, consider all potentially relevant properties, including length, type of 
input, the full range of acceptable values, missing or extra inputs, syntax, consistency across related fields, 

https://www.owasp.org/index.php/Testing_for_cookies_attributes_(OTG-SESS-002)
https://www.owasp.org/index.php/Testing_for_Vulnerable_Remember_Password_(OTG-AUTHN-005)
https://www.owasp.org/index.php/Testing_for_Vulnerable_Remember_Password_(OTG-AUTHN-005)
https://www.owasp.org/index.php/Session_Management_Cheat_Sheet#Web_Content_Caching
https://www.owasp.org/index.php/Testing_for_Browser_cache_weakness_(OTG-AUTHN-006)
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and conformance to business rules. 

 

Reference: https://www.owasp.org/index.php/Testing_for_Reflected_Cross_site_scripting_(OTG-INPVAL-
001) 

https://www.owasp.org/index.php/Cross-site_Scripting_(XSS)  

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Cheat_Sheet  

 

NOTE: Municipality has confirmed that appropriate source code modifications were successfully performed. 

Cross-Domain JavaScript Source File Inclusion 

Risk: Low 

Pages include one or more script files from a third-party domain. 

 

Solution: Ensure JavaScript source files are loaded from only trusted sources, and the sources can't be 
controlled by end users of the application.  

Web Browser XSS Protection Not Enabled 

Risk: Low 

Web Browser XSS Protection is not enabled, or is disabled by the configuration of the 'X-XSS-Protection' 
HTTP response header on the web server. 

 

Solution: Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-Protection HTTP 
response header to '1'. 

 

Reference: https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Cheat_Sheet   

2.7.1.2.4 (A4) Insecure Direct Object References 

Total number of alerts in this category: 10 

Alerts in this category 

Directory listing 

Risk: Medium 

It is possible to view the directory listing.  Directory listing may reveal hidden scripts, include files, backup 
source files etc which be accessed to read sensitive information. 

 

Solution: Disable directory browsing.  If this is required, make sure the listed files does not induce risks. 

 

Reference: https://www.owasp.org/index.php/Top_10_2013-A5-Security_Misconfiguration  

http://www.thesitewizard.com/apache/prevent-directory-listing-htaccess.shtml  

http://httpd.apache.org/docs/current/mod/core.html#options  

https://wiki.apache.org/httpd/DirectoryListings  

http://www.linuxscrew.com/2008/06/03/faq-how-to-disable-directory-browsing-in-apachehttpd/  

 

NOTE: Municipality has confirmed that relevant modification to the Apache configuration was successfully 
performed. 

 

 

 

 

 

https://www.owasp.org/index.php/Testing_for_Reflected_Cross_site_scripting_(OTG-INPVAL-001)
https://www.owasp.org/index.php/Testing_for_Reflected_Cross_site_scripting_(OTG-INPVAL-001)
https://www.owasp.org/index.php/Cross-site_Scripting_(XSS)
https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Cheat_Sheet
https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Cheat_Sheet
https://www.owasp.org/index.php/Top_10_2013-A5-Security_Misconfiguration
http://www.thesitewizard.com/apache/prevent-directory-listing-htaccess.shtml
http://httpd.apache.org/docs/current/mod/core.html#options
https://wiki.apache.org/httpd/DirectoryListings
http://www.linuxscrew.com/2008/06/03/faq-how-to-disable-directory-browsing-in-apachehttpd/
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2.7.1.2.5 (A5) Security Misconfiguration 

Total number of alerts in this category: 908 

Alerts in this category 

X-Content-Type-Options Header Missing 

Risk: Low 

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to 'nosniff'. This allows older versions of 
Internet Explorer and Chrome to perform MIME-sniffing on the response body, potentially causing the 
response body to be interpreted and displayed as a content type other than the declared content type. 
Current (early 2014) and legacy versions of Firefox will use the declared content type (if one is set), rather 
than performing MIME-sniffing. 

 

Solution: Ensure that the application/web server sets the Content-Type header appropriately, and that it 
sets the X-Content-Type-Options header to 'nosniff' for all web pages. 

 

Reference: https://www.owasp.org/index.php/List_of_useful_HTTP_headers  

https://msdn.microsoft.com/library/gg622941(v=vs.85).aspx  

Form Password Field with Autocomplete Enabled 

Risk: Low 

Figure 2-20 shows that Vega detected a form (/virtual-city-market/el/account/register.html?redirect=) that 
included a password input field. The autocomplete attribute was not set to off. This may result in some 
browsers storing values input by users locally, where they may be retrieved by third parties. 

 

Solution: The form declaration should have an autocomplete attribute with its value set to "off". 

 

Reference: https://www.owasp.org/index.php/Testing_for_Vulnerable_Remember_Password_(OTG-
AUTHN-005)  

https://msdn.microsoft.com/en-us/library/ms533486(VS.85).aspx  

https://msdn.microsoft.com/en-us/library/ms533032(VS.85).aspx  

Slow HTTP POST Denial of Service (DoS) 

Risk: Low 

This is an application-level DoS that consumes server resources by maintaining open connections for an 
extended period of time by slowly sending traffic to the server. If the server maintains too many 
connections open at once, then it may not be able to respond to new, legitimate connections. Unlike 
bandwidth-consumption DoS attacks, the "slow" attack does not require a large amount of traffic to be sent 
to the server -- only that the client is able to maintain open connections for several minutes at a time. The 
attack holds server connections open by sending properly crafted HTTP POST headers that contain a 
Content-Length header with a large value to inform the web server how much of data to expect. After the 
HTTP POST headers are fully sent, the HTTP POST message body is sent at slow speeds to prolong the 
completion of the connection and lock up server resources. By waiting for the complete request body, the 
server is helping clients with slow or intermittent connections to complete requests, but is also exposing itself 
to abuse.  

 

Solution: Solution would be server-specific, but general recommendations are: 

 limit the size of the acceptable request to each form requirements  

 establish minimal acceptable speed rate  

 establish absolute request timeout for connection with POST request Server 

 

Reference: https://community.qualys.com/blogs/securitylabs/2011/11/02/how-to-protect-against-slow-
http-attacks   

 

https://www.owasp.org/index.php/List_of_useful_HTTP_headers
https://msdn.microsoft.com/library/gg622941(v=vs.85).aspx
https://www.owasp.org/index.php/Testing_for_Vulnerable_Remember_Password_(OTG-AUTHN-005)
https://www.owasp.org/index.php/Testing_for_Vulnerable_Remember_Password_(OTG-AUTHN-005)
https://msdn.microsoft.com/en-us/library/ms533486(VS.85).aspx
https://msdn.microsoft.com/en-us/library/ms533032(VS.85).aspx
https://community.qualys.com/blogs/securitylabs/2011/11/02/how-to-protect-against-slow-http-attacks
https://community.qualys.com/blogs/securitylabs/2011/11/02/how-to-protect-against-slow-http-attacks
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2.7.1.2.6 (A6) Sensitive Data Exposure 

Total number of alerts in this category: 391 

Alerts in this category 

Private IP Disclosure 

Risk: High 

Figure 2-20 shows that Vega detected server support for SSL 3.0. This version of the protocol has numerous 
known weaknesses and is considered deprecated in favour of newer versions of TLS. Some of the known 
weaknesses can result in a compromise of sensitive data such as user session tokens. 

 

Solution: Remove support for SSLv3 and restart the HTTPS server for any configuration change to take 
effect 

 

Reference: https://wiki.mozilla.org/Security/Server_Side_TLS  

https://en.wikipedia.org/wiki/Transport_Layer_Security#SSL_3.0  

 

NOTE: Municipality has confirmed that relevant modification to the Apache configuration was successfully 
performed. 

Private IP Disclosure 

Risk: Low 

Private IP 10.15.5.226 has been found in the HTTP response body. This information might be helpful for 
further attacks targeting internal systems. 

 

Solution: Remove the private IP address from the HTTP response body.  For comments, use JSP/ASP 
comment instead of HTML/JavaScript comment which can be seen by client browsers.  

Secure page includes mixed content 

Risk: Low 

Pages include mixed content, i.e. content accessed via http instead of https. 

 

Solution: A page that is available over TLS must be comprised completely of content which is transmitted 
over TLS. The page must not contain any content that is transmitted over unencrypted HTTP.  

The following content from unrelated third party sites was found: 

http://koromila5.shoprw.com/skin/images/A21%20collage.jpg  

http://koromila5.shoprw.com//skin/my_images/banners/banner1.jpg 

http://koromila5.shoprw.com/skin/images/renew%20about%20us.jpg 

http://www.gravatar.com/avatar/daf377369f391c4fd630e1f96d319cb0.jpg?d=mm&s=28 

http://www.gravatar.com/avatar/0a47a08f54d819c7a4b50f1b9d114353.jpg?d=mm&s=28  

 

Reference: https://www.owasp.org/index.php/Transport_Layer_Protection_Cheat_Sheet   

 

In the following figure we see the report by Qualys SSL Server Test regarding the SSL/TLS capabilities of the 
Thessaloniki application server. 

https://wiki.mozilla.org/Security/Server_Side_TLS
https://en.wikipedia.org/wiki/Transport_Layer_Security#SSL_3.0
http://koromila5.shoprw.com/skin/images/A21%20collage.jpg
http://koromila5.shoprw.com/skin/my_images/banners/banner1.jpg
http://koromila5.shoprw.com/skin/images/renew%20about%20us.jpg
http://www.gravatar.com/avatar/daf377369f391c4fd630e1f96d319cb0.jpg?d=mm&s=28
http://www.gravatar.com/avatar/0a47a08f54d819c7a4b50f1b9d114353.jpg?d=mm&s=28
https://www.owasp.org/index.php/Transport_Layer_Protection_Cheat_Sheet
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Figure 2-21: Thessaloniki SSL Report 

As we see the web server hosting Thessaloniki Virtual-City-Market application presents the following 
vulnerabilities:  

1. It accepts the RC4 cipher, which is weak; 

2. Does not support Forward Secrecy with the reference browsers and 

3. Is vulnerable to the POODLE attack 

Regarding the RC4 cipher according to Qualys we should74: 

1. Disable TLS compression 

2. Support TLS 1.2 and GCM suites as soon as possible 

3. Harden session management to support reliable and frequent rotation of session cookies, triggered 
by elapsed time or the number of requests observed. Since most attacks focus on extracting small bits 
of information, such as credentials, session cookies become a popular target. Given how many 
requests are needed for the best attacks to succeed, rotating session cookies frequently is a good 
defence in depth measure. 

                                                 

 

74 https://community.qualys.com/blogs/securitylabs/2013/03/19/rc4-in-tls-is-broken-now-what  

https://community.qualys.com/blogs/securitylabs/2013/03/19/rc4-in-tls-is-broken-now-what
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Guidance on how to disable TLS 1.0 compression and weak ciphers can be found here: 
https://www.acunetix.com/blog/articles/tls-ssl-cipher-hardening/  

Regarding the Forward Secrecy we can enable it in two steps75: 

1. Configure our server to actively select the most desirable suite from the list offered by SSL clients. 

2. Put Elliptic Curve cryptography (ECDHE) and ephemeral Diffie-Hellman algorithm (DHE) suites to the 
top of our list. (The order is important; because ECDHE suites are faster, we want to use them 
whenever clients supports them.) 

Some of the suites we might want to enable and push (close) to the top are 75: 

 TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA 

 TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA 

 TLS_ECDHE_RSA_WITH_3DES_EDE_CBC_SHA 

Regarding the most critical vulnerability namely POODLE attack according to Qualys76 we should: 

1. As a user disable SSL 3 in our browser and 

2. As a web site operator disable SSL 3 on our servers as soon as possible. 

Guidance on how to disable SSL 3 in various servers and browsers can be found here: 
https://scotthelme.co.uk/sslv3-goes-to-the-dogs-poodle-kills-off-protocol/  

Municipality of Thessaloniki has confirmed that relevant modification to the Apache web-server configuration 
was successfully performed. 

 

Figure 2-22: Thessaloniki SSL Report-2 

                                                 

 

75 https://community.qualys.com/blogs/securitylabs/2013/06/25/ssl-labs-deploying-forward-
secrecy?_ga=1.250609856.792252339.1437403796  

76 https://community.qualys.com/blogs/securitylabs/2014/10/15/ssl-3-is-dead-killed-by-the-poodle-
attack?_ga=1.250609856.792252339.1437403796  

https://www.acunetix.com/blog/articles/tls-ssl-cipher-hardening/
https://scotthelme.co.uk/sslv3-goes-to-the-dogs-poodle-kills-off-protocol/
https://community.qualys.com/blogs/securitylabs/2013/06/25/ssl-labs-deploying-forward-secrecy?_ga=1.250609856.792252339.1437403796
https://community.qualys.com/blogs/securitylabs/2013/06/25/ssl-labs-deploying-forward-secrecy?_ga=1.250609856.792252339.1437403796
https://community.qualys.com/blogs/securitylabs/2014/10/15/ssl-3-is-dead-killed-by-the-poodle-attack?_ga=1.250609856.792252339.1437403796
https://community.qualys.com/blogs/securitylabs/2014/10/15/ssl-3-is-dead-killed-by-the-poodle-attack?_ga=1.250609856.792252339.1437403796
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2.7.1.2.7 (A7) Missing Function Level Access Control 

No alerts in this category. 

2.7.1.2.8  (A8) Cross-Site Request Forgery (CSRF) 

No alerts in this category. 

2.7.1.2.9 (A9) Using Components with Known Vulnerabilities 

No alerts in this category. 

2.7.1.2.10 (A10) Unvalidated Redirects and Forward 

Total number of alerts in this category: 908 

Alerts in this category 

X-Frame-Options Header Not Set 

Risk: Medium 

X-Frame-Options header is not included in the HTTP response to protect against 'ClickJacking' attacks. 

 

Solution: Ensure that the X-Frame-Options HTTP header is set on all web pages returned by the 
application. Since we don't expect the page to be framed by other servers, we should use DENY. 

 

Reference: https://www.owasp.org/index.php/Clickjacking_Defense_Cheat_Sheet  

https://www.owasp.org/index.php/Clickjacking  

https://www.owasp.org/index.php/List_of_useful_HTTP_headers   

https://developer.mozilla.org/en-US/docs/Web/HTTP/X-Frame-Options  

 

NOTE: Municipality has confirmed that relevant modification to the Apache configuration was successfully 
performed. 

 

2.7.1.3 Compliance at a Glance (Crowd Founding) 

This section of the report is a summary and lists the number of alerts found according to individual 
compliance/risk categories: 

OWASP Security Risks Categories Total number of alerts 

A1-Injection  
7 (SQL Injection - Oracle) 

1 (SQL Injection) 

A2-Broken Authentication and Session Management  

375 (Cookie set without HttpOnly flag) 

375 (Cookie set without secure flag) 

15 (Password Autocomplete in browser) 

218 (Incomplete or No Cache-control and 
Pragma HTTP Header Set) 

A3-Cross-Site Scripting (XSS) 
51 (Cross Site Scripting (Reflected)) 

228 (Web Browser XSS Protection Not Enabled) 

A4-Insecure Direct Object References  No alerts in this category 

A5-Security Misconfiguration 228 (X-Content-Type-Options Header Missing) 

A6-Sensitive Data Exposure 
3 (Application Error Disclosure) 

2 (Private IP Disclosure) 

A7-Missing Function Level Access Control  No alerts in this category 

A8-Cross-Site Request Forgery (CSRF)  No alerts in this category 

A9-Using Components with Known Vulnerabilities  No alerts in this category 

https://www.owasp.org/index.php/Clickjacking_Defense_Cheat_Sheet
https://www.owasp.org/index.php/Clickjacking
https://www.owasp.org/index.php/List_of_useful_HTTP_headers
https://developer.mozilla.org/en-US/docs/Web/HTTP/X-Frame-Options
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A10-Unvalidated Redirects and Forward 228 (X-Frame-Options Header Not Set) 

Table 2-5: Thessaloniki (Crowd Founding) Compliance at a Glance 

 

Figure 2-23: OWASP ZAP Compliance at a Glance (Crowd Founding) 

 

 

Figure 2-24: Qualys OWASP Compliance at a Glance (Crowd Founding) 



Version 1.2  D4.3 - Privacy and security measures  

 

Page 76 of 101  © STORM CLOUDS 2015 

 

 

 

 

Figure 2-25: Vega Compliance at a Glance (Crowd Founding) 

2.7.1.4 Compliance According to Categories: A Detailed Report (Crowd Founding) 

2.7.1.4.1 (A1) Injection 

Total number of alerts in this category: 8 

Alerts in this category 

SQL Injection - Oracle 

Risk: High 

Injection flaws, such as SQL, OS, and LDAP injection occur when untrusted data is sent to an interpreter as 
part of a command or query. The attacker's hostile data can trick the interpreter into executing unintended 
commands or accessing data without proper authorization. 

 

Reference: https://www.owasp.org/index.php/SQL_Injection  

https://www.owasp.org/index.php/SQL_Injection_Prevention_Cheat_Sheet  

https://www.owasp.org/index.php/Top_10_2013-A1-Injection  

SQL Injection 

Risk: High 

Injection flaws, such as SQL, OS, and LDAP injection occur when untrusted data is sent to an interpreter as 
part of a command or query. The attacker's hostile data can trick the interpreter into executing unintended 
commands or accessing data without proper authorization. 

https://www.owasp.org/index.php/SQL_Injection
https://www.owasp.org/index.php/SQL_Injection_Prevention_Cheat_Sheet
https://www.owasp.org/index.php/Top_10_2013-A1-Injection
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Reference: https://www.owasp.org/index.php/SQL_Injection  

https://www.owasp.org/index.php/SQL_Injection_Prevention_Cheat_Sheet  

https://www.owasp.org/index.php/Top_10_2013-A1-Injection  

Although ZAP reported the above alerts running “SQL Inject Me” will help us get a better insight. 

1. Executing SQL injection scripts at the main page form resulted in the following alerts: 

 

Figure 2-26: SQL Inject Me – Report for “Crowd Founding” main page 

2. Analyzing the discover page revealed that the form field contains the following form controls: 

a. category, 

b. location and 

c. reward 

Executing SQL injection scripts at these form controls resulted in the following alerts: 

https://www.owasp.org/index.php/SQL_Injection
https://www.owasp.org/index.php/SQL_Injection_Prevention_Cheat_Sheet
https://www.owasp.org/index.php/Top_10_2013-A1-Injection
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Figure 2-27: SQL Inject Me – Report for “Crowd Founding” discover page (1/5) 

 

Figure 2-28: SQL Inject Me – Report for “Crowd Founding” discover page (2/5) 
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Figure 2-29: SQL Inject Me – Report for “Crowd Founding” discover page (3/5) 

 

Figure 2-30: SQL Inject Me – Report for “Crowd Founding” discover page (4/5) 
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Figure 2-31: SQL Inject Me – Report for “Crowd Founding” discover page (5/5) 

 

2.7.1.4.2 (A2) Broken Authentication and Session Management 

Total number of alerts in this category: 983 

Alerts in this category 

Cookie set without HttpOnly flag 

Risk: Low 

A cookie has been set without the HttpOnly flag, which means that the cookie can be accessed by 
JavaScript. If a malicious script can be run on this page then the cookie will be accessible and can be 
transmitted to another site. If this is a session cookie then session hijacking may be possible. 

 

Solution: Ensure that the HttpOnly flag is set for all cookies. 

 

Reference: https://www.owasp.org/index.php/HttpOnly  

Cookie set without secure flag 

Risk: Low 

A cookie has been set without the secure flag, which means that the cookie can be accessed via 
unencrypted connections. 

 

Solution: Whenever a cookie contains sensitive information or is a session token, then it should always be 
passed using an encrypted tunnel. Ensure that the secure flag is set for cookies containing such sensitive 
information. 

 

Reference: https://www.owasp.org/index.php/Testing_for_cookies_attributes_(OTG-SESS-002)  

https://www.owasp.org/index.php/HttpOnly
https://www.owasp.org/index.php/Testing_for_cookies_attributes_(OTG-SESS-002)
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Password Autocomplete in browser 

Risk: Low 

AUTOCOMPLETE attribute is not disabled in HTML FORM/INPUT element containing password type input.  
Passwords may be stored in browsers and retrieved. 

 

Solution: Turn off AUTOCOMPLETE attribute in form or individual input elements containing password by 
using AUTOCOMPLETE='OFF'. 

 

Reference: https://www.owasp.org/index.php/Testing_for_Vulnerable_Remember_Password_(OTG-
AUTHN-005)  

Incomplete or No Cache-control and Pragma HTTP Header Set 

Risk: Low 

The cache-control and pragma HTTP header have not been set properly or are missing allowing the 
browser and proxies to cache content. 

 

Solution: Whenever possible ensure the cache-control HTTP header is set with no-cache, no-store, must-
revalidate, private; and that the pragma HTTP header is set with no-cache. 

 

Reference: 
https://www.owasp.org/index.php/Session_Management_Cheat_Sheet#Web_Content_Caching  

https://www.owasp.org/index.php/Testing_for_Browser_cache_weakness_(OTG-AUTHN-006)  

2.7.1.4.3 (A3) Cross-Site Scripting (XSS) 

Total number of alerts in this category: 279 

Alerts in this category 

Cross Site Scripting (Reflected) 

Risk: High 

Cross site scripting (also referred to as XSS) is a vulnerability that allows an attacker to send malicious code 
(usually in the form of JavaScript) to another user. Because a browser cannot know if the script should be 
trusted or not, it will execute the script in the user context allowing the attacker to access any cookies or 
session tokens retained by the browser. 

 

Solution: Use a vetted library or framework, such as Microsoft's Anti-XSS library, the OWASP ESAPI 
Encoding module, and Apache Wicket, that does not allow this weakness to occur or provides constructs that 
make this  

For every page generated, use and specify a character encoding such as ISO-8859-1 or UTF-8. 

When performing input validation, consider all potentially relevant properties, including length, type of 
input, the full range of acceptable values, missing or extra inputs, syntax, consistency across related fields, 
and conformance to business rules. 

 

Reference: https://www.owasp.org/index.php/Testing_for_Reflected_Cross_site_scripting_(OTG-INPVAL-
001) 

https://www.owasp.org/index.php/Cross-site_Scripting_(XSS)  

Web Browser XSS Protection Not Enabled 

Risk: Low 

Web Browser XSS Protection is not enabled, or is disabled by the configuration of the 'X-XSS-Protection' 
HTTP response header on the web server. 

 

Solution: Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-Protection HTTP 
response header to '1'. 

https://www.owasp.org/index.php/Testing_for_Vulnerable_Remember_Password_(OTG-AUTHN-005)
https://www.owasp.org/index.php/Testing_for_Vulnerable_Remember_Password_(OTG-AUTHN-005)
https://www.owasp.org/index.php/Session_Management_Cheat_Sheet#Web_Content_Caching
https://www.owasp.org/index.php/Testing_for_Browser_cache_weakness_(OTG-AUTHN-006)
https://www.owasp.org/index.php/Testing_for_Reflected_Cross_site_scripting_(OTG-INPVAL-001)
https://www.owasp.org/index.php/Testing_for_Reflected_Cross_site_scripting_(OTG-INPVAL-001)
https://www.owasp.org/index.php/Cross-site_Scripting_(XSS)
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Reference: https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Cheat_Sheet   

2.7.1.4.4 (A4) Insecure Direct Object References 

No alerts in this category. 

2.7.1.4.5 (A5) Sensitive Data Exposure 

Total number of alerts in this category: 228 

Alerts in this category 

X-Content-Type-Options Header Missing 

Risk: Low 

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to 'nosniff'. This allows older versions of 
Internet Explorer and Chrome to perform MIME-sniffing on the response body, potentially causing the 
response body to be interpreted and displayed as a content type other than the declared content type. 
Current (early 2014) and legacy versions of Firefox will use the declared content type (if one is set), rather 
than performing MIME-sniffing. 

 

Solution: Ensure that the application/web server sets the Content-Type header appropriately, and that it 
sets the X-Content-Type-Options header to 'nosniff' for all web pages. 

 

Reference: https://www.owasp.org/index.php/List_of_useful_HTTP_headers  

https://msdn.microsoft.com/library/gg622941(v=vs.85).aspx  

2.7.1.4.6 (A6) Sensitive Data Exposure 

Total number of alerts in this category: 5 

Alerts in this category 

Application Error Disclosure 

Risk: Low 

Pages contain an error/warning message that may disclose sensitive information like the location of the file 
that produced the unhandled exception. This information can be used to launch further attacks against the 
web application. 

 

Solution: Implement custom error pages and consider implementing a mechanism to provide a unique error 
reference/identifier to the client (browser) while logging the details on the server side and not exposing 
them to the user.  

Private IP Disclosure 

Risk: Low 

Private IP 10.15.5.226 has been found in the HTTP response body. This information might be helpful for 
further attacks targeting internal systems. 

 

Solution: Remove the private IP address from the HTTP response body.  For comments, use JSP/ASP 
comment instead of HTML/JavaScript comment which can be seen by client browsers.  

2.7.1.4.7 (A7) Missing Function Level Access Control 

No alerts in this category. 

2.7.1.4.8 (A8) Cross-Site Request Forgery (CSRF) 

No alerts in this category. 

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Cheat_Sheet
https://www.owasp.org/index.php/List_of_useful_HTTP_headers
https://msdn.microsoft.com/library/gg622941(v=vs.85).aspx
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2.7.1.4.9 (A9) Using Components with Known Vulnerabilities 

No alerts in this category. 

2.7.1.4.10 (A10) Unvalidated Redirects and Forward 

Total number of alerts in this category: 228 

Alerts in this category 

X-Frame-Options Header Not Set 

Risk: Medium 

X-Frame-Options header is not included in the HTTP response to protect against 'ClickJacking' attacks. 

 

Solution: Ensure that the X-Frame-Options HTTP header is set on all web pages returned by the 
application. 

Since we don't expect the page to be framed by other servers, we should use DENY. 

 

Reference: https://www.owasp.org/index.php/Clickjacking_Defense_Cheat_Sheet  

https://www.owasp.org/index.php/Clickjacking  

https://www.owasp.org/index.php/List_of_useful_HTTP_headers   

 

2.7.2 Valladolid 

2.7.2.1 Compliance at a Glance (UeR) 

This section of the report is a summary and lists the number of alerts found according to individual 
compliance/risk categories: 

OWASP Security Risks Categories Total number of alerts 

A1-Injection   No alerts in this category 

A2-Broken Authentication and Session Management  
1 (Cookie set without HttpOnly flag) 

1 (Cookie set without secure flag) 

A3-Cross-Site Scripting (XSS) 
1 (Cross-Domain JavaScript Source File Inclusion) 

61 (Web Browser XSS Protection Not Enabled) 

A4-Insecure Direct Object References  No alerts in this category 

A5-Security Misconfiguration 
61 (X-Content-Type-Options Header Missing) 

1 (Slow HTTP POST) 

A6-Sensitive Data Exposure  No alerts in this category 

A7-Missing Function Level Access Control  No alerts in this category 

A8-Cross-Site Request Forgery (CSRF)  No alerts in this category 

A9-Using Components with Known Vulnerabilities  No alerts in this category 

A10-Unvalidated Redirects and Forward 61 (X-Frame-Options Header Not Set) 

Table 2-6: Valladolid Compliance at a Glance 

https://www.owasp.org/index.php/Clickjacking_Defense_Cheat_Sheet
https://www.owasp.org/index.php/Clickjacking
https://www.owasp.org/index.php/List_of_useful_HTTP_headers
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Figure 2-32: OWASP ZAP Compliance at a Glance (UeR) 

 

Figure 2-33: Qualys OWASP Compliance at a Glance (UeR) 
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2.7.2.2 Compliance According to Categories: A Detailed Report (UeR) 

2.7.2.2.1 (A1) Injection 

No alerts in this category. 

Although ZAP reported no alerts we used SQL Inject Me for an extra report on the most common and deadly 
of vulnerabilities. The tool reported no alerts as well. 

2.7.2.2.2 (A2) Broken Authentication and Session Management 

Total number of alerts in this category: 2 

Alerts in this category 

Cookie set without HttpOnly flag 

Risk: Low 

A cookie has been set without the HttpOnly flag, which means that the cookie can be accessed by 
JavaScript. If a malicious script can be run on this page then the cookie will be accessible and can be 
transmitted to another site. If this is a session cookie then session hijacking may be possible. 

 

Solution: Ensure that the HttpOnly flag is set for all cookies. 

 

Reference: https://www.owasp.org/index.php/HttpOnly  

Cookie set without secure flag 

Risk: Low 

A cookie has been set without the secure flag, which means that the cookie can be accessed via 
unencrypted connections. 

 

Solution: Whenever a cookie contains sensitive information or is a session token, then it should always be 
passed using an encrypted tunnel. Ensure that the secure flag is set for cookies containing such sensitive 
information. 

 

Reference: https://www.owasp.org/index.php/Testing_for_cookies_attributes_(OTG-SESS-002)  

 

2.7.2.2.3 (A3) Cross-Site Scripting (XSS) 

Total number of alerts in this category: 62 

Alerts in this category 

Cross-Domain JavaScript Source File Inclusion 

Risk: Low 

Pages include one or more script files from a third-party domain. 

 

Solution: Ensure JavaScript source files are loaded from only trusted sources, and the sources can't be 
controlled by end users of the application.  

Web Browser XSS Protection Not Enabled 

Risk: Low 

Web Browser XSS Protection is not enabled, or is disabled by the configuration of the 'X-XSS-Protection' 
HTTP response header on the web server. 

 

Solution: Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-Protection HTTP 
response header to '1'. 

 

Reference: https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Cheat_Sheet   

https://www.owasp.org/index.php/HttpOnly
https://www.owasp.org/index.php/Testing_for_cookies_attributes_(OTG-SESS-002)
https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Cheat_Sheet
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2.7.2.2.4 (A4) Insecure Direct Object References 

No alerts in this category. 

2.7.2.2.5 (A5) Security Misconfiguration 

Total number of alerts in this category: 61 

Alerts in this category 

X-Content-Type-Options Header Missing 

Risk: Low 

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to 'nosniff'. This allows older versions of 
Internet Explorer and Chrome to perform MIME-sniffing on the response body, potentially causing the 
response body to be interpreted and displayed as a content type other than the declared content type. 
Current (early 2014) and legacy versions of Firefox will use the declared content type (if one is set), rather 
than performing MIME-sniffing. 

 

Solution: Ensure that the application/web server sets the Content-Type header appropriately, and that it 
sets the X-Content-Type-Options header to 'nosniff' for all web pages. 

 

Reference: https://www.owasp.org/index.php/List_of_useful_HTTP_headers  

https://msdn.microsoft.com/library/gg622941(v=vs.85).aspx  

Slow HTTP POST Denial of Service (DoS) 

Risk: Low 

This is an application-level DoS that consumes server resources by maintaining open connections for an 
extended period of time by slowly sending traffic to the server. If the server maintains too many 
connections open at once, then it may not be able to respond to new, legitimate connections. Unlike 
bandwidth-consumption DoS attacks, the "slow" attack does not require a large amount of traffic to be sent 
to the server -- only that the client is able to maintain open connections for several minutes at a time. The 
attack holds server connections open by sending properly crafted HTTP POST headers that contain a 
Content-Length header with a large value to inform the web server how much of data to expect. After the 
HTTP POST headers are fully sent, the HTTP POST message body is sent at slow speeds to prolong the 
completion of the connection and lock up server resources. By waiting for the complete request body, the 
server is helping clients with slow or intermittent connections to complete requests, but is also exposing itself 
to abuse.  

 

Solution: Solution would be server-specific, but general recommendations are: 

 limit the size of the acceptable request to each form requirements  

 establish minimal acceptable speed rate  

 establish absolute request timeout for connection with POST request Server 

 

A tool that demonstrates this vulnerability in a more intrusive manner is available here: 
https://code.google.com/p/slowhttptest/  

 

Reference: https://community.qualys.com/blogs/securitylabs/2011/11/02/how-to-protect-against-slow-
http-attacks   

2.7.2.2.6 (A6) Sensitive Data Exposure 

No alerts in this category. 

2.7.2.2.7 (A7) Missing Function Level Access Control 

No alerts in this category. 

https://www.owasp.org/index.php/List_of_useful_HTTP_headers
https://msdn.microsoft.com/library/gg622941(v=vs.85).aspx
https://code.google.com/p/slowhttptest/
https://community.qualys.com/blogs/securitylabs/2011/11/02/how-to-protect-against-slow-http-attacks
https://community.qualys.com/blogs/securitylabs/2011/11/02/how-to-protect-against-slow-http-attacks
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2.7.2.2.8 (A8) Cross-Site Request Forgery (CSRF) 

No alerts in this category. 

2.7.2.2.9 (A9) Using Components with Known Vulnerabilities 

Total number of alerts in this category: 61 

Alerts in this category 

X-Frame-Options Header Not Set 

Risk: Medium 

X-Frame-Options header is not included in the HTTP response to protect against 'ClickJacking' attacks. 

 

Solution: Ensure that the X-Frame-Options HTTP header is set on all web pages returned by the 
application. 

Since we don't expect the page to be framed by other servers, we should use DENY. 

 

Reference: https://www.owasp.org/index.php/Clickjacking_Defense_Cheat_Sheet  

https://www.owasp.org/index.php/Clickjacking  

https://www.owasp.org/index.php/List_of_useful_HTTP_headers   

2.7.3 Agueda 

2.7.3.1 Compliance at a Glance (PPGIS) 

This section of the report is a summary and lists the number of alerts found according to individual 
compliance/risk categories: 

OWASP Security Risks Categories Total number of alerts 

A1-Injection   No alerts in this category 

A2-Broken Authentication and Session Management   No alerts in this category 

A3-Cross-Site Scripting (XSS) 

1 (Cross-Domain JavaScript Source File 
Inclusion) 

17 (Web Browser XSS Protection Not 
Enabled) 

A4-Insecure Direct Object References  No alerts in this category 

A5-Security Misconfiguration 
17 (X-Content-Type-Options Header 
Missing) 

A6-Sensitive Data Exposure  No alerts in this category 

A7-Missing Function Level Access Control  No alerts in this category 

A8-Cross-Site Request Forgery (CSRF)  No alerts in this category 

A9-Using Components with Known Vulnerabilities  No alerts in this category 

A10-Unvalidated Redirects and Forward 17 (X-Frame-Options Header Not Set) 

Table 2-7: Agueda Compliance at a Glance 

 

https://www.owasp.org/index.php/Clickjacking_Defense_Cheat_Sheet
https://www.owasp.org/index.php/Clickjacking
https://www.owasp.org/index.php/List_of_useful_HTTP_headers
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Figure 2-34: OWASP ZAP Compliance at a Glance (PPGIS) 

 

 

Figure 2-35: Vega Compliance at a Glance (PPGIS) 

 

No problems reported by SQL Inject Me, HTTP Directory Traversal Scanner 

2.7.3.2 Compliance According to Categories: A Detailed Report (PPGIS) 

2.7.3.2.1 (A1) Injection 

No alerts in this category. 

Although ZAP reported no alerts we used SQL Inject Me for an extra report on the most common and deadly 
of vulnerabilities. The tool reported no alerts as well. 
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2.7.3.2.2 (A2) Broken Authentication and Session Management 

No alerts in this category. 

2.7.3.2.3 (A3) Cross-Site Scripting (XSS) 

Total number of alerts in this category: 18 

Alerts in this category 

Cross-Domain JavaScript Source File Inclusion 

Risk: Low 

Pages include one or more script files from a third-party domain. 

 

Solution: Ensure JavaScript source files are loaded from only trusted sources, and the sources can't be 
controlled by end users of the application.  

Web Browser XSS Protection Not Enabled 

Risk: Low 

Web Browser XSS Protection is not enabled, or is disabled by the configuration of the 'X-XSS-Protection' 
HTTP response header on the web server. 

 

Solution: Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-Protection HTTP 
response header to '1'. 

 

Reference: https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Cheat_Sheet   

2.7.3.2.4 (A4) Insecure Direct Object References 

No alerts in this category. 

2.7.3.2.5 (A5) Security Misconfiguration 

Total number of alerts in this category: 17 

Alerts in this category 

X-Content-Type-Options Header Missing 

Risk: Low 

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to 'nosniff'. This allows older versions of 
Internet Explorer and Chrome to perform MIME-sniffing on the response body, potentially causing the 
response body to be interpreted and displayed as a content type other than the declared content type. 
Current (early 2014) and legacy versions of Firefox will use the declared content type (if one is set), rather 
than performing MIME-sniffing. 

 

Solution: Ensure that the application/web server sets the Content-Type header appropriately, and that it 
sets the X-Content-Type-Options header to 'nosniff' for all web pages. 

 

Reference: https://www.owasp.org/index.php/List_of_useful_HTTP_headers  

https://msdn.microsoft.com/library/gg622941(v=vs.85).aspx  

2.7.3.2.6 (A6) Sensitive Data Exposure 

No alerts in this category. 

2.7.3.2.7 (A7) Missing Function Level Access Control 

No alerts in this category. 

 

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Cheat_Sheet
https://www.owasp.org/index.php/List_of_useful_HTTP_headers
https://msdn.microsoft.com/library/gg622941(v=vs.85).aspx
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2.7.3.2.8 (A8) Cross-Site Request Forgery (CSRF) 

No alerts in this category. 

2.7.3.2.9 (A9) Using Components with Known Vulnerabilities 

No alerts in this category. 

2.7.3.2.10 (A10) Unvalidated Redirects and Forward 

Total number of alerts in this category: 17 

Alerts in this category 

X-Frame-Options Header Not Set 

Risk: Medium 

X-Frame-Options header is not included in the HTTP response to protect against 'ClickJacking' attacks. 

 

Solution: Ensure that the X-Frame-Options HTTP header is set on all web pages returned by the 
application. Since we don't expect the page to be framed by other servers, we should use DENY. 

 

Reference: https://www.owasp.org/index.php/Clickjacking_Defense_Cheat_Sheet  

https://www.owasp.org/index.php/Clickjacking  

https://www.owasp.org/index.php/List_of_useful_HTTP_headers   

2.8 Platform Security Compliance 

Since only the FEE nodes (i.e. controller and network nodes) are meant to be accessible by the cloud users only 
those nodes will be checked for security compliance. 

We should also note that the STORM CLOUDS Platform testing environment at HP is accessed through VPN 
and many security issues are addressed by the fact that the project personnel gave access to the 
infrastructure in a quite controlled way.  Regarding the STORM CLOUDS Platform production environment at 
Enter it wasn’t apparent whether we are allowed to run security tests on their infrastructure by looking at their 
terms of service. However, after contacting them they replied that this is not allowed.  

OpenVAS will be used (see 2.6.1) to look for common misconfigurations and outdated software, including 
default settings, sample content, insecure configurations, and old versions that harbour known vulnerabilities. 

2.8.1 Cloud Controller Node (Horizon) 

2.8.1.1 Compliance at a Glance (Cloud Controller Node) 

This section of the report is a summary and lists the number of alerts found according to the automatic security 
scan: 

Service (Port) Threat Level 

general/tcp High 

5000/tcp High 

general/icmp Log 

9292/tcp Log 

8080/tcp Log 

8004/tcp Log 

8000/tcp Log 

80/tcp Log 

4369/tcp Log 

3306/tcp Log 

22/tcp Log 
Table 2-8: Port Summary 

https://www.owasp.org/index.php/Clickjacking_Defense_Cheat_Sheet
https://www.owasp.org/index.php/Clickjacking
https://www.owasp.org/index.php/List_of_useful_HTTP_headers
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Regarding the open port (5000) although it looks like a serious vulnerability in reality it is not. The reason is 
that in the STORM CLOUDS Platform production-ready, security-hardened environment at Enter (SCP@Enter) 
this port is not exposed to VMs. Instead Enter uses a different subnet for infrastructure nodes and for customer 
VM nodes. 

 

Figure 2-36: OpenVAS Compliance at a Glance (Cloud Controller Node) 

 The “BlackIce DoS” vulnerability means that it was possible to crash the remote machine by flooding it 
with 10 KB ping packets. A cracker may use this attack to make this host crash continuously, 
preventing us from working properly. 

Proposed solution is to upgrade our BlackIce software or remove it. 

More on this vulnerability can be found here: https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-
2002-0237  

 The “Ruby on Rails XML Processor YAML” vulnerability means that the host is installed with Ruby on 
Rails and is prone to remote command execution vulnerability. 

Proposed solution is to upgrade to Ruby on Rails 2.3.15, 3.0.19, 3.1.10, 3.2.11, or higher 

More on this vulnerability can be found here: https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-
2013-0156  

 The “TCP timestamps” vulnerability means that the remote host implements TCP timestamps (RFC1323) 
and therefore allows to compute the uptime. 

Proposed solution is to disable TCP timestamps by adding the line 'net.ipv4.tcp_timestamps = 0' to 
/etc/sysctl.conf. Execute 'sysctl -p' to apply the settings at runtime. 

 

https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2002-0237
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2002-0237
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2013-0156
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2013-0156
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2.8.2 Cloud Network Controller Node (Neutron) 

This section of the report is a summary and lists the number of alerts found according to the automatic security 
scan: 

Service (Port) Threat Level 

general/tcp High 

general/icmp Log 

22/tcp Log 

Table 2-9: Port Summary 

 

 

Figure 2-37: OpenVAS Compliance at a Glance (Cloud Network Controller Node) 

 The “BlackIce DoS” vulnerability means that it was possible to crash the remote machine by flooding it 
with 10 KB ping packets. A cracker may use this attack to make this host crash continuously, 
preventing us from working properly. 

Proposed solution is to upgrade our BlackIce software or remove it. 

More on this vulnerability can be found here: https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-
2002-0237  

 The “TCP timestamps” vulnerability means that the remote host implements TCP timestamps (RFC1323) 
and therefore allows to compute the uptime. 

Proposed solution is to disable TCP timestamps by adding the line 'net.ipv4.tcp_timestamps = 0' to 
/etc/sysctl.conf. Execute 'sysctl -p' to apply the settings at runtime. 

 

https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2002-0237
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2002-0237
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3 Summary and Conclusions 
Privacy could be understood as the right of a person to have his personal data properly secured. Any data 
that could uniquely identify a person or, which is not supposed to be known to any person other than its owner 
and/or her immediate family, without her consent is called Private Data. 

The report focused on the most common issues related to privacy in cloud computing environment, together 
with key recommendations for maintaining the confidentiality of private data including: data isolation, the 
right to be forgotten, principle of privacy by design, client-side encryption and Privacy Impact Assessment 
(PIA). Moreover the privacy provisions for the entire system were presented. 

When considering a move to cloud computing, we must have a clear understanding of potential security 
benefits and risks associated with cloud computing, and set realistic expectations from our CSPs. Attention must 
be given to the different service models (IaaS, PaaS or SaaS) as each model brings different security 
requirements and responsibilities. 

The Cloud Standards Customer Council (CSCC) has released a guide namely “Security for Cloud Computing: 
Ten Steps to Ensure Success” that can be used by municipalities to analyze and consider the security 
implications of cloud computing on their environments. These 10 steps can be used as a basis for evaluation of 
cloud provider security while the associated standards provide detailed guidance to help municipalities 
evaluate their CSP. 

Cloud computing services certification is an important aspect since it provides assurance that our critical 
security requirements are being met. Therefore, we should identify which security certifications are important 
to us and insist from our CSP to demonstrate their conformance. 

Various virtualisation security issues were analysed concluding that we should be securing the hypervisor, the 
environment, and the VMs. To secure the hypervisor we should regularly check for new updates and apply 
them accordingly. To secure the VMs we should differentiate the traffic coming in and going out from a VM on 
the same physical host.  

Additionally the importance of the network security architecture was presented as it is relevant to another 
aspect of the seventh data protection principle, namely "accidental loss or destruction of, or damage to, 
personal data". 

Moreover as APIs present a great opportunity to integrate applications quickly and easily, but at the cost of 
increasing the risk, municipalities should address API security as an architectural challenge long before any 
development takes place. Similarly cloud APIs are critical in the sense that fuel application development, 
enable automation and streamline cloud services management. However without proper security measures, 
cloud APIs can also be a gateway to an attack. 

The benefits of transport layer security (SSL/TLS) were presented showing that although measures are easy to 
implement, users must put more effort into properly configuring their servers. 

Authentication in the context of web applications involves transmission of security tokens, such as user name or 
ID and one or more items of private information that only a given user knows. Session expiration and 
management together with other authentication guidelines, such as those presented in [34] should be used. 

Security auditing tools automate the process of verifying that a large number of security controls are satisfied 
for a given system configuration. Combining configuration management and security auditing tools creates a 
powerful combination. The auditing tools will highlight deployment concerns, while the configuration 
management tools will simplify the process of changing each system to address the audit concerns.  

Such tools were presented, together with the testing framework and the web application penetration testing 
methodology. Using these tools and methodology the STORM CLOUDS prototype applications were tested 
against the OWASP ten most critical web application security risks. The number of alerts per application and 
per individual OWASP compliance/risk category suggests that the applications don’t present any major 
security risks. Municipalities following the proposed countermeasures succeeded in further increasing the 
security posture of their applications. 

The suggested penetration testing tools can be used by any municipality to conduct a security assessment on 
their own VMs only. Moreover, we should always check the terms of service of the selected CSP to determine 
if we are allowed to run security tests on the CSP infrastructure, even when we are only targeting our own 
machines only. If not, we should either choose a CSP that allows it or run the tests on a development or testing 
environment on private deployed VMs before deploying to the public cloud. 
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Cloud service agreements (CSAs) should be used by municipalities to set clear expectations for service 
between them and the service provider. For this reason a series of recommendations that should be used by 
municipalities, to evaluate CSAs in order to compare multiple cloud providers or to negotiate terms with a 
selected provider, were presented and discussed. 

Proper preparation and practice of an incident response process is of great importance as it will provide the 
necessary experience needed should an incident occur. Each phase from ration to lessons learned is extremely 
beneficial to follow in sequence, as each one builds upon the other. The presented phases provide a basic 
foundation to be able to perform incident response while allowing municipalities to create their own incident 
response plan. 

When we talk about securing our cloud infrastructure part of it is what we are going to do to implement 
controls for the layers that we have control over and how we can audit the CSP regarding the actions taken to 
lock-down the tenant instances. 

Although guidance is provided, each municipality must perform its own analysis of its needs, and assess, select, 
engage, and oversee the cloud services that can best fulfil those needs. 
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Privacy impact assessment screening questions 

These questions are intended to help organisations decide whether a PIA is necessary. Answering ‘yes’ to any 
of these questions is an indication that a PIA would be a useful exercise.  

We can adapt these questions to develop a screening method which fits more closely with the project we are 
assessing. 

Q1. Will the project involve the collection of new information about individuals? 

Q2. Will the project change the way personal data, particular important to individuals, is being 
handled? Examples include racial and ethnic origin, political opinions, religious beliefs, trade union 
membership, health conditions, sexual life, offences and court proceedings. 

Q3. Further important examples apply in particular circumstances. The addresses and phone-numbers of 
a small proportion of the population need to be suppressed, at least at particular times in their lives, 
because such 'persons at risk' may suffer physical harm if they are found. 

Q4. Will the project compel individuals to provide information about them? 

Q5. Will the project perform any data processing at personal data on a large number of individuals? 
Examples include applications seeking to locate people, or to build or enhance profiles of them. 

Q6. Will information about individuals be disclosed to organisations or people who have not previously 
had routine access to the information, or other third parties that are not subject to comparable 
privacy regulation? 

Q7. Are you using information about individuals for a purpose it is not currently used for, or in a way it is 
not currently used? 

Q8. Will the project involve new or significantly changed consolidation, inter-linking, cross-referencing or 
matching of personal data from multiple sources?  

Q9. Will the project significantly contribute to public safety? Application dealing with critical 
infrastructure and the physical safety of the population, usually have a substantial impact on 
privacy. 

Q10. Does the project involve using new technology which might be perceived as being privacy intrusive? 
For example, does the project use biometrics, facial recognition, radio frequency identification 
(RFID) tags, locator technologies (including mobile phone location, applications of global positioning 
systems (GPS) and intelligent transportation systems), profiling, data mining, and logging of 
electronic traffic? 

Q11. Does the project involve new identifiers, re-use of existing identifiers, or intrusive identification, 
identity authentication or identity management processes? For example, does the project use digital 
signatures, presentation of identity documents as part of the registration scheme, or intrusive 
identifier such as biometrics? 

Q12. Will the project result in you making decisions or taking action against individuals in ways which can 
have a significant impact on them? 

Q13. Is the information about individuals of a kind particularly likely to raise privacy concerns or 
expectations? For example, health records, criminal records or other information that people would 
consider to be particularly private.  

Q14. Will the project require you to contact individuals in ways which they may find intrusive? 
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A.1 Agueda PIA Report 

Question Answer 

Q1 no 

Q2 no 

Q3 no 

Q4 no 

Q5 no 

Q6 no 

Q7 
The application might reuse an existing email address, 
however it is not shown to nobody 

Q8 
We think not. We, city hall, doesn't  have, in our 
competences, this matter to discuss in a PPGIS. 

Q9 

Yes. The application might store the persons location and 
time, however it is transparent, i.e., what is visible is what is 
recorded (name and data). Eventually people can choose 
other time to input the participation. 

Q10 
the application might reuse an existing email address, 
however it is not shown to nobody 

Q11 no 

Q12 no 

Q13 no 

Q14 no 

 

A.2 Thessaloniki PIA Report 

Thessaloniki answered “no” to all questions. 

A.3 Valladolid PIA Report 

Valladolid answered “no” to all questions. 


