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Executive Summary

Surfing Towards the Opportunity of Real Migration to Cloud-based public Services (STORM
CLOUDS) is a project partially funded by the European Commission within the 7th Framework
Program in the context of the CIP Programme (Grant Agreement No. 621089).

The project aims to define useful guidelines on how to address the process of moving towards a
cloud-based solution for Public Authorities and policy makers. These guidelines will be prepared
based on direct experimentation in at least 4 European cities, creating a set of relevant use cases
and best practices.

Work Package 3 (WP3) of the STORM CLOUDS project aims to adapt the selected services and to
integrate them to the STORM CLOUDS Platform (SCP) infrastructure created in WP2, while at the
same time create the tools and procedures to facilitate services migration to the cloud. Once
applications are successfully tested in the private cloud infrastructure they will be deployed in the
pilot cities public cloud infrastructure.

In this third iterative deliverable release, we address:
e Deployment of services in the 3 innovation/cloudification cycle.
e |dentified multilingual issues that resulted in services modifications.
e A number of critical security issues that were identified during vulnerability analysis.

Regarding data protection the procedure and tools presented in D3.1.2 were used resulting in the
implementation of a backup scheme similar to the one already described and implemented in
D3.1.2.

Technical details regarding the adaptation of the services and integration to the cloud
infrastructure are provided in the Annexes.

The document is organized into the following sections:

Section 2 - Multilingualism: it describes the tools and the procedure required to support
multilingual content in the selected applications, offering a clear methodology on how interested
cities can deploy selected services in their native language.

Section 3 - Security: it describes the necessary modifications to the services in order to address a
number of security vulnerabilities that were detected in the applications prior to cloudification,
such as transport layer vulnerabilities, web applications authentication vulnerabilities and
application specific security issues.

Section 4 - Summary and conclusions

At the time of writing, adaptation of new services and integration into the private cloud
infrastructure (hosted on physical infrastructure housed at Hewlett Packard's premises used by
project participants for development and testing purposes) used the same adaptation procedure
and tools described in [2] section 2. Similarly, the same data protection and automation procedure
and tools described in [3] section 3 and 4 respectively were used.

© STORM CLOUDS 2016 Page 3 of 119
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Abbreviations

Acronym Description

Csc Cloud Service Consumer

CSsp Cloud Service Provider

ESAPI OWASP Enterprise Security API

HA High Availability

HOT Heat Orchestration Template

HTML HyperText Markup Language

HTTPS Hyper Text Transfer Protocol Secure
LUKS Linux Unified Key Setup-on-disk-format
OWASP Open Web Application Security Project
POODLE Padding Oracle On Downgraded Legacy Encryption
RC4 Rivest Cipher 4

RTO Recovery Time Objective

SCP STORM CLOUDS Platform

SFTP SFTP File Transfer Protocol

SSH Secure Shell

SSL Secure Sockets Layer

TLS Transport Layer Security

XSS Cross Site Scripting

© STORM CLOUDS 2016
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1 Introduction

During the 3rd innovation cycle we have successfully cloudified the “TiMi” application from Miskolc
that enables citizens to report local problems such as illegal trash dumping, non-working street
lights, broken tiles on sidewalks and illegal advertising boards.

At the same time applications cloudified during the previous innovation cycles, namely “Have Your
Say” from Agueda, “Live the City” from Valladolid were updated in order to address issues related
to multilingual content support.

Meanwhile previsouly cloudified applications were launched in other municipalities:
1. “Have Your Say” from Agueda was launched for Thessaloniki;
2. “Live the City” from Valladolid was launched for Thessaloniki and
3. “Virtual City Market” from Thessaloniki was launched for Valladolid.
As a result applications have:
e Updated installation/configuration scripts to include the necessary security modifications;

e Updated configuration scripts to include the necessary software modules for supporting
the backup strategy;

e New deployment scripts that take advantage of the latest automation features that the SCP
offers.

Page 10 of 119 © STORM CLOUDS 2016
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2 Multilingualism

In order to enable service migration to other interested cities worldwide multilinguality is a critical
feature of the STORM CLOUDS Platform (SCP).

As the selected applications adhere to best practices in internationalising software our possibilities
for creating a consolidated portfolio of validated cloud applications are increased.

2.1 Procedure

The main steps needed for translating the user interfaces of the services are presented below.

Step 1: Ensure that applications use resource files. Before we start the translation process we must
ensure that the translatable text is separated from the code. To achieve this, application
developers should use resource files, like a ResW or ResJSON file, that take the text out of the
code.

Step 2: Provide required translations. In this step we update or create new resource files that
contain the translatable texts in the targeted language. For this to be successful guidance from the
application owner is required. Once the required Ul elements are translated the files should be
uploaded on the VM hosting the application.

In case that the application is based on existing Context Management System (CMS) like Drupal,
Wordpress or Joomla we should use the built-in functionallity for translating strings or the built-in
functionallity for exporting/importing translation strings. Here we should note that the application
should originally be created in English in order to provide the translation strings, otherwise prior
to cloudification the application owner should translate it first to English, thus introducing an
additional step.

Additionally if the application uses template files for creating and sending email messages these
should be translated as well.

Step 3: Validation. Validation of the translation process in STORM CLOUDS is made in collaboration
with the municipalities and the application owners and includes functional tests in order to ensure
that the deployed application is displayed and performs as designed.

2.2 Tools

The tools needed in order to facilitate the automation procedure are:

1. An OpenVPN client! installed on the client machine used for the automation procedure, in
order to access the cloud environment;

2. Windows Notepad++2 (or any text processor) installed on the client machine used for
translating the required strings.

1 Available at https://openvpn.net/index.php/open-source/downloads.html

© STORM CLOUDS 2016 Page 11 of 119


https://openvpn.net/index.php/open-source/downloads.html

Version 1.0 D3.1.3 - Deployment of the services in the Cloud Infrastructure

VM hosting the application Client machine
Tools: OpenVPN,
Notepad++

Figure 1: Multilingualism tools

2 Available at https://notepad-plus-plus.org/download/v6.9.2.html
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3 Security

The OWASP web application penetration testing methodology and the penetration testing tools
already presented in [4] were used in order to identify critical security issues, resulting in services
modifications in order to address them.

3.1 Municipality of Thessaloniki

3.1.1 Compliance at a Glance (City Branding)

This section of the report is a summary and lists the number of alerts found according to
individual compliance/risk categories:

OWASP Security Risks Categories Total number of alerts

1 (SQL Injection)
Al-Injection 7 (Buffer Overflow)
5 (Format String Error)

58 (Cookie set without HttpOnly flag)

o ) 90 (Cookie set without secure flag)
A2-Broken Authentication and Session

2 (Password Autocomplete in browser)
Management

124 (Incomplete or No Cache-control and
Pragma HTTP Header Set)

2 (Cross Site Scripting (Reflected))

20 (Cross-Domain JavaScript Source File
Inclusion)

135 (Web Browser XSS Protection Not Enabled)

A3-Cross-Site Scripting (XSS)

A4-Insecure Direct Object References

4 (Directory listing)

A5-Security Misconfiguration

135 (X-Content-Type-Options Header Missing)

A6-Sensitive Data Exposure

93 (Private IP Disclosure)

A7-Missing Function Level Access Control

v" No alerts in this category

A8-Cross-Site Request Forgery (CSRF)

v" No alerts in this category

A9-Using Components with Known
Vulnerabilities

v No alerts in this category

A10-Unvalidated Redirects and Forward

135 (X-Frame-Options Header Not Set)

Table 3-1: Thessaloniki (City Branding) Compliance at a Glance

© STORM CLOUDS 2016
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Figure 3-2: Vega Compliance at a Glance - Thessaloniki (City Branding)
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Figure 3-3: Qualys Secure Seal - Thessaloniki (City Branding)
3.1.2 Compliance According to Categories: A Detailed Report (City Branding)

3.1.2.1 (A1) Injection

Total number of alerts in this category: 13

Alerts in this category

SQL Injection

Injection flaws, such as SQL, OS, and LDAP injection occur when untrusted data is sent to an
interpreter as part of a command or query. The attacker's hostile data can trick the interpreter
into executing unintended commands or accessing data without proper authorization.

Reference: https://www.owasp.org/index.php/SQL_lnjection

https://www.owasp.org/index.php/SQL_lInjection_Prevention_Cheat_Sheet

https://www.owasp.org/index.php/Top_10_2013-Al-Injection

Buffer Overflow

Risk: Low

Buffer overflow errors are characterized by the overwriting of memory spaces of the background
web process, which should have never been modified intentionally or unintentionally.
Overwriting values of the IP (Instruction Pointer), BP (Base Pointer) and other registers causes
exceptions, segmentation faults, and other process errors to occur. Usually these errors end
execution of the application in an unexpected way.

Solution: Rewrite the background program using proper return length checking. This will
require a recompile of the background executable.

Reference: https://www.owasp.org/index.php/Buffer_overflow_attack

Format String Error
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Risk: Low

A Format String error occurs when the submitted data of an input string is evaluated as a
command by the application.

Solution: Rewrite the background program using proper deletion of bad character strings. This
will require a recompile of the background executable.

Reference: https://www.owasp.org/index.php/Format_string_attack

3.1.2.2(A2) Broken Authentication and Session Management

Total number of alerts in this category: 274

Alerts in this category

Cookie set without HttpOnly flag

Risk: Low

A cookie has been set without the HttpOnly flag, which means that the cookie can be accessed
by JavaScript. If a malicious script can be run on this page then the cookie will be accessible and
can be transmitted to another site. If this is a session cookie then session hijacking may be
possible.

Solution: Ensure that the HttpOnly flag is set for all cookies.

Reference: https://www.owasp.org/index.php/HttpOnly

Cookie set without secure flag

Risk: Low

A cookie has been set without the secure flag, which means that the cookie can be accessed via
unencrypted connections.

Solution: Whenever a cookie contains sensitive information or is a session token, then it should
always be passed using an encrypted tunnel. Ensure that the secure flag is set for cookies
containing such sensitive information.

Reference: https://www.owasp.org/index.php/Testing_for_cookies_attributes_(OTG-SESS-002)

Password Autocomplete in browser

Risk: Low

AUTOCOMPLETE attribute is not disabled in HTML FORM/INPUT element containing password
type input. Passwords may be stored in browsers and retrieved.

Solution: Turn off AUTOCOMPLETE attribute in form or individual input elements containing
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password by using AUTOCOMPLETE="OFF'.

Reference:
https://www.owasp.org/index.php/Testing_for_Vulnerable_Remember_Password_(OTG-AUTHN-

005)

Incomplete or No Cache-control and Pragma HTTP Header Set

Risk: Low

The cache-control and pragma HTTP header have not been set properly or are missing allowing
the browser and proxies to cache content.

Solution: Whenever possible ensure the cache-control HTTP header is set with no-cache, no-
store, must-revalidate, private; and that the pragma HTTP header is set with no-cache.

Reference:
https://www.owasp.org/index.php/Session_Management_Cheat_Sheet#Web_Content_Caching

https://www.owasp.org/index.php/Testing_for_Browser_cache_weakness_(OTG-AUTHN-006)

3.1.2.3(A3) Cross-Site Scripting (XSS)

Total number of alerts in this category: 157

Alerts in this category

Cross Site Scripting (Reflected)

Cross site scripting (also referred to as XSS) is a vulnerability that allows an attacker to send
malicious code (usually in the form of JavaScript) to another user. Because a browser cannot
know if the script should be trusted or not, it will execute the script in the user context allowing
the attacker to access any cookies or session tokens retained by the browser.

Solution: Use a vetted library or framework, such as Microsoft's Anti-XSS library, the OWASP
ESAPI Encoding module, and Apache Wicket, that does not allow this weakness to occur or
provides constructs that make this weakness easier to avoid.

For every page generated, use and specify a character encoding such as ISO-8859-1 or UTF-8.

When performing input validation, consider all potentially relevant properties, including length,
type of input, the full range of acceptable values, missing or extra inputs, syntax, consistency
across related fields, and conformance to business rules.

Reference:
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https://www.owasp.org/index.php/Testing_for_Reflected_Cross_site_scripting_(OTG-INPVAL-
001)
https://www.owasp.org/index.php/Cross-site_Scripting_(XSS)

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Cheat_Sheet

NOTE: Municipality has confirmed that appropriate source code modifications were successfully
performed and the risk was removed.

Cross-Domain JavaScript Source File Inclusion

Risk: Low

Pages include one or more script files from a third-party domain.

Solution: Ensure JavaScript source files are loaded from only trusted sources, and the sources
can't be controlled by end users of the application.

Web Browser XSS Protection Not Enabled

Risk: Low

Web Browser XSS Protection is not enabled, or is disabled by the configuration of the 'X-XSS-
Protection' HTTP response header on the web server.

Solution: Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-Protection
HTTP response header to '1".

Reference:
https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Cheat_Sheet

3.1.2.4(A4) Insecure Direct Object References

Total number of alerts in this category: 4

Alerts in this category

Directory listing
Risk: Medium

It is possible to view the directory listing. Directory listing may reveal hidden scripts, include
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files, backup source files etc. which be accessed to read sensitive information.

Solution: Disable directory browsing. If this is required, make sure the listed files does not
induce risks.

Reference: https://www.owasp.org/index.php/Top_10_2013-A5-Security_Misconfiguration

http://www.thesitewizard.com/apache/prevent-directory-listing—htaccess.shtml

http://httpd.apache.org/docs/current/mod/core.html#options

https://wiki.apache.org/httpd/DirectoryListings

http://www.linuxscrew.com/2008/06/03 /fag-how-to-disable-directory-browsing-in-
apachehttpd/

NOTE: Municipality has confirmed that relevant modification to the Apache configuration was
successfully performed and the risk was removed.

3.1.2.5(A5) Security Misconfiguration

Total number of alerts in this category: 135

Alerts in this category

X-Content-Type-Options Header Missing

Risk: Low

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to 'nosniff'. This allows
older versions of Internet Explorer and Chrome to perform MIME-sniffing on the response body,
potentially causing the response body to be interpreted and displayed as a content type other
than the declared content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

Solution: Ensure that the application/web server sets the Content-Type header appropriately,
and that it sets the X-Content-Type-Options header to 'nosniff' for all web pages.

Reference: https://www.owasp.org/index.php/List_of_useful_HTTP_headers

https://msdn.microsoft.com/library/qg622941(v=vs.85).aspx

3.1.2.6 (A6) Sensitive Data Exposure

Total number of alerts in this category: 93

Alerts in this category

Private IP Disclosure

Risk: Low

Private IP 10.15.5.226 has been found in the HTTP response body. This information might be
helpful for further attacks targeting internal systems.
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Solution: Remove the private IP address from the HTTP response body. For comments, use
JSP/ASP comment instead of HTML/JavaScript comment which can be seen by client browsers.

3.1.2.7 (A7) Missing Function Level Access Control

No alerts in this category.

3.1.2.8(A8) Cross-Site Request Forgery (CSRF)

No alerts in this category.

3.1.2.9(A9) Using Components with Known Vulnerabilities

No alerts in this category.

3.1.2.10 (A10) Unvalidated Redirects and Forward

Total number of alerts in this category: 135

Alerts in this category

X-Frame-Options Header Not Set
Risk: Medium

X-Frame-Options header is not included in the HTTP response to protect against 'ClickJacking'
attacks.

Solution: Ensure that the X-Frame-Options HTTP header is set on all web pages returned by the
application. Since we don't expect the page to be framed by other servers, we should use DENY.

Reference: https://www.owasp.org/index.php/Clickjacking_Defense_Cheat_Sheet

https://www.owasp.org/index.php/Clickjacking

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

https://developer.mozilla.org/en-US/docs/Web/HTTP/X-Frame-Options

NOTE: Municipality has confirmed that site configuration was successfully updated by adding:
Header always append X-Frame-Options SAMEORIGIN and the risk was removed.

3.2 Ayuntamiento de Valladolid

3.2.1 Compliance at a Glance (Live the City)

This section of the report is a summary and lists the number of alerts found according to
individual compliance/risk categories:

OWASP Security Risks Categories Total number of alerts
Al-Injection 1 (Remote OS Command Injection)
A2-Broken Authentication and Session 63 (Incomplete or No Cache-control and
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Management Pragma HTTP Header Set)

4 (Password Autocomplete in browser)

50 (Cross—-Domain JavaScript Source File
A3-Cross-Site Scripting (XSS) Inclusion)
63 (Web Browser XSS Protection Not Enabled)

A4-Insecure Direct Object References v" No alerts in this category

A5-Security Misconfiguration 63 (X-Content-Type-Options Header Missing)
A6-Sensitive Data Exposure 26 (Private IP Disclosure)

A7-Missing Function Level Access Control v No alerts in this category

A8-Cross-Site Request Forgery (CSRF) v" No alerts in this category

A9-Using Components with Known . .
e v No alerts in this category
Vulnerabilities

A10-Unvalidated Redirects and Forward 63 (X-Frame-Options Header Not Set)
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Figure 3-4: OWASP ZAP Compliance at a Glance - Valladolid (Live the City)
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Figure 3-5: Vega Compliance at a Glance - Valladolid (Live the City)
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Figure 3-6: Qualys Secure Seal - Valladolid (Live the City)
3.2.2 Compliance According to Categories: A Detailed Report (Live the City)

3.2.2.1 (A1) Injection

Total number of alerts in this category: 1

Alerts in this category

Remote OS Command Injection

Attack technique used for unauthorized execution of operating system commands. This attack is
possible when an application accepts untrusted input to build operating system commands in an
insecure manner involving improper data sanitization, and/or improper calling of external
programs.

Solution: If at all possible, use library calls rather than external processes to recreate the desired

functionality.
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Run your code in a "jail" or similar sandbox environment that enforces strict boundaries between
the process and the operating system. This may effectively restrict which files can be accessed
in a particular directory or which commands can be executed by your software.

OS-level examples include the Unix chroot jail, AppArmor, and SELinux. In general, managed
code may provide some protection. For example, java.io.FilePermission in the Java
SecurityManager allows you to specify restrictions on file operations.

This may not be a feasible solution, and it only limits the impact to the operating system; the
rest of your application may still be subject to compromise.

For any data that will be used to generate a command to be executed, keep as much of that data
out of external control as possible. For example, in web applications, this may require storing
the command locally in the session's state instead of sending it out to the client in a hidden
form field.

Use a vetted library or framework that does not allow this weakness to occur or provides
constructs that make this weakness easier to avoid.

For example, consider using the ESAPI Encoding control or a similar tool, library, or framework.
These will help the programmer encode outputs in a manner less prone to error.

If you need to use dynamically-generated query strings or commands in spite of the risk,
properly quote arguments and escape any special characters within those arguments. The most
conservative approach is to escape or filter all characters that do not pass an extremely strict
whitelist (such as everything that is not alphanumeric or white space). If some special characters
are still needed, such as white space, wrap each argument in quotes after the escaping/filtering
step. Be careful of argument injection.

If the program to be executed allows arguments to be specified within an input file or from
standard input, then consider using that mode to pass arguments instead of the command line.

If available, use structured mechanisms that automatically enforce the separation between data
and code. These mechanisms may be able to provide the relevant quoting, encoding, and
validation automatically, instead of relying on the developer to provide this capability at every
point where output is generated.

Some languages offer multiple functions that can be used to invoke commands. Where possible,
identify any function that invokes a command shell using a single string, and replace it with a
function that requires individual arguments. These functions typically perform appropriate
quoting and filtering of arguments. For example, in C, the system() function accepts a string
that contains the entire command to be executed, whereas execl(), execve(), and others require
an array of strings, one for each argument. In Windows, CreateProcess() only accepts one
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command at a time. In Perl, if system() is provided with an array of arguments, then it will quote
each of the arguments.

Assume all input is malicious. Use an "accept known good" input validation strategy, i.e., use a
whitelist of acceptable inputs that strictly conform to specifications. Reject any input that does
not strictly conform to specifications, or transform it into something that does. Do not rely
exclusively on looking for malicious or malformed inputs (i.e., do not rely on a blacklist).
However, blacklists can be useful for detecting potential attacks or determining which inputs are
so malformed that they should be rejected outright.

When performing input validation, consider all potentially relevant properties, including length,
type of input, the full range of acceptable values, missing or extra inputs, syntax, consistency
across related fields, and conformance to business rules. As an example of business rule logic,
"boat” may be syntactically valid because it only contains alphanumeric characters, but it is not
valid if you are expecting colours such as "red" or "blue."

When constructing OS command strings, use stringent whitelists that limit the character set
based on the expected value of the parameter in the request. This will indirectly limit the scope
of an attack, but this technique is less important than proper output encoding and escaping.

Note that proper output encoding, escaping, and quoting is the most effective solution for
preventing OS command injection, although input validation may provide some defence-in-
depth. This is because it effectively limits what will appear in output. Input validation will not
always prevent OS command injection, especially if you are required to support free-form text
fields that could contain arbitrary characters. For example, when invoking a mail program, you
might need to allow the subject field to contain otherwise-dangerous inputs like ";" and ">"
characters, which would need to be escaped or otherwise handled. In this case, stripping the
character might reduce the risk of OS command injection, but it would produce incorrect
behaviour because the subject field would not be recorded as the user intended. This might
seem to be a minor inconvenience, but it could be more important when the program relies on
well-structured subject lines in order to pass messages to other components.

Even if you make a mistake in your validation (such as forgetting one out of 100 input fields),
appropriate encoding is still likely to protect you from injection-based attacks. As long as it is
not done in isolation, input validation is still a useful technique, since it may significantly reduce
your attack surface, allow you to detect some attacks, and provide other security benefits that
proper encoding does not address.

Reference: http://cwe.mitre.org/data/definitions/78.html

https://www.owasp.org/index.php/Command_lnjection

Page 24 of 119 © STORM CLOUDS 2016


http://cwe.mitre.org/data/definitions/78.html
https://www.owasp.org/index.php/Command_Injection

D3.1.3 - Deployment of the services in the Cloud Infrastructure Version 1.0

3.2.2.2(A2) Broken Authentication and Session Management

Total number of alerts in this category: 67

Alerts in this category

Password Autocomplete in browser

Risk: Low

AUTOCOMPLETE attribute is not disabled in HTML FORM/INPUT element containing password
type input. Passwords may be stored in browsers and retrieved.

Solution: Turn off AUTOCOMPLETE attribute in form or individual input elements containing
password by using AUTOCOMPLETE="OFF'.

Reference:
https://www.owasp.org/index.php/Testing_for_Vulnerable_Remember_Password_(OTG-AUTHN-

005)

Incomplete or No Cache-control and Pragma HTTP Header Set

Risk: Low

The cache-control and pragma HTTP header have not been set properly or are missing allowing
the browser and proxies to cache content.

Solution: Whenever possible ensure the cache-control HTTP header is set with no-cache, no-
store, must-revalidate, private; and that the pragma HTTP header is set with no-cache.

Reference:
https://www.owasp.org/index.php/Session_Management_Cheat_Sheet#Web_Content_Caching

https://www.owasp.org/index.php/Testing_for_Browser_cache_weakness_(OTG-AUTHN-006)

3.2.2.3(A3) Cross-Site Scripting (XSS)

Total number of alerts in this category: 113

Alerts in this category

Cross-Domain JavaScript Source File Inclusion

Risk: Low

Pages include one or more script files from a third-party domain.

Solution: Ensure JavaScript source files are loaded from only trusted sources, and the sources
can't be controlled by end users of the application.

Web Browser XSS Protection Not Enabled

Risk: Low

Web Browser XSS Protection is not enabled, or is disabled by the configuration of the "X-XSS-
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Protection' HTTP response header on the web server.

Solution: Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-Protection
HTTP response header to '1".

Reference:
https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Cheat_Sheet

3.2.2.4(A4) Insecure Direct Object References

No alerts in this category.

3.2.2.5(A5) Security Misconfiguration

Total number of alerts in this category: 63

Alerts in this category

X-Content-Type-Options Header Missing

Risk: Low

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to 'nosniff'. This allows
older versions of Internet Explorer and Chrome to perform MIME-sniffing on the response body,
potentially causing the response body to be interpreted and displayed as a content type other
than the declared content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

Solution: Ensure that the application/web server sets the Content-Type header appropriately,
and that it sets the X-Content-Type-Options header to 'nosniff' for all web pages.

Reference: https://www.owasp.org/index.php/List_of_useful_HTTP_headers

https://msdn.microsoft.com/library/gg622941(v=vs.85).aspx

3.2.2.6 (A6) Sensitive Data Exposure

Total number of alerts in this category: 26

Alerts in this category

Private IP Disclosure

Risk: Low

Private IP 10.15.5.226 has been found in the HTTP response body. This information might be
helpful for further attacks targeting internal systems.

Solution: Remove the private IP address from the HTTP response body. For comments, use
JSP/ASP comment instead of HTML/JavaScript comment which can be seen by client browsers.
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3.2.2.7 (A7) Missing Function Level Access Control

No alerts in this category.

3.2.2.8(A8) Cross-Site Request Forgery (CSRF)

No alerts in this category.

3.2.2.9(A9) Using Components with Known Vulnerabilities

No alerts in this category.

3.2.2.10 (A10) Unvalidated Redirects and Forward

Total number of alerts in this category: 63

Alerts in this category

X-Frame-Options Header Not Set
Risk: Medium

X-Frame-Options header is not included in the HTTP response to protect against 'ClickJacking'
attacks.

Solution: Ensure that the X-Frame-Options HTTP header is set on all web pages returned by the
application. Since we don't expect the page to be framed by other servers, we should use DENY.

Reference: https://www.owasp.org/index.php/Clickjacking_Defense_Cheat_Sheet

https://www.owasp.org/index.php/Clickjacking

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

https://developer.mozilla.org/en-US/docs/Web/HTTP/X-Frame-Options

NOTE: Municipality has confirmed that site configuration was successfully updated by adding:
Header always append X-Frame-Options SAMEORIGIN and the risk was removed.

3.3 City of Miskolc

3.3.1 Compliance at a Glance (TiMi)

This section of the report is a summary and lists the number of alerts found according to
individual compliance/risk categories:
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OWASP Security Risks Categories

Total number of alerts

Al-Injection

114 (SQL Injection - Oracle)
124 (Buffer Overflow)
124 (Format String Error)

A2-Broken Authentication and Session
Management

74 (Password Autocomplete in browser)

A3-Cross-Site Scripting (XSS)

16 (Cross-Domain JavaScript Source File
Inclusion)

176 (Web Browser XSS Protection Not Enabled)

A4-Insecure Direct Object References

v No alerts in this category

A5-Security Misconfiguration

v" No alerts in this category

A6-Sensitive Data Exposure

82 (Private IP Disclosure)

A7-Missing Function Level Access Control

v No alerts in this category

A8-Cross-Site Request Forgery (CSRF)

v No alerts in this category

A9-Using Components with Known
Vulnerabilities

v" No alerts in this category

A10-Unvalidated Redirects and Forward

176 (X-Frame-Options Header Not Set)

Table 3-3: Miskolc (TiMi) Compliance at a Glance
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> [ﬁ' i Cross-Domain JavaScript Source File Inclusion (16)
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Figure 3-7: OWASP ZAP Compliance at a Glance - Miskolc (TiMi)
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Figure 3-8: Vega Compliance at a Glance - Miskolc (TiMi)
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3.3.2 Compliance According to Categories: A Detailed Report (TiMi)

3.3.2.1 (A1) Injection

Total number of alerts in this category: 362

Alerts in this category

SQL Injection - Oracle

Injection flaws, such as SQL, OS, and LDAP injection occur when untrusted data is sent to an
interpreter as part of a command or query. The attacker's hostile data can trick the interpreter
into executing unintended commands or accessing data without proper authorization.

Reference: https://www.owasp.org/index.php/SQL_Injection

https://www.owasp.org/index.php/SQL_lInjection_Prevention_Cheat_Sheet

https://www.owasp.org/index.php/Top_10_2013-Al-Injection

Buffer Overflow

Risk: Low

Buffer overflow errors are characterized by the overwriting of memory spaces of the background
web process, which should have never been modified intentionally or unintentionally.
Overwriting values of the IP (Instruction Pointer), BP (Base Pointer) and other registers causes
exceptions, segmentation faults, and other process errors to occur. Usually these errors end
execution of the application in an unexpected way.

Solution: Rewrite the background program using proper return length checking. This will
require a recompile of the background executable.

Reference: https://www.owasp.org/index.php/Buffer_overflow_attack

Format String Error

Risk: Low

A Format String error occurs when the submitted data of an input string is evaluated as a
command by the application.

Solution: Rewrite the background program using proper deletion of bad character strings. This
will require a recompile of the background executable.

Reference: https://www.owasp.org/index.php/Format_string_attack

3.3.2.2(A2) Broken Authentication and Session Management

Total number of alerts in this category: 74

Alerts in this category
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Password Autocomplete in browser

Risk: Low

AUTOCOMPLETE attribute is not disabled in HTML FORM/INPUT element containing password
type input. Passwords may be stored in browsers and retrieved.

Solution: Turn off AUTOCOMPLETE attribute in form or individual input elements containing
password by using AUTOCOMPLETE="OFF".

Reference:
https://www.owasp.org/index.php/Testing_for_Vulnerable_Remember_Password_(OTG-AUTHN-

005)

3.3.2.3(A3) Cross-Site Scripting (XSS)

Total number of alerts in this category: 192

Alerts in this category

Cross-Domain JavaScript Source File Inclusion

Risk: Low

Pages include one or more script files from a third-party domain.

Solution: Ensure JavaScript source files are loaded from only trusted sources, and the sources
can't be controlled by end users of the application.

Web Browser XSS Protection Not Enabled

Risk: Low

Web Browser XSS Protection is not enabled, or is disabled by the configuration of the 'X-XSS-
Protection' HTTP response header on the web server.

Solution: Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-Protection
HTTP response header to '1".

Reference:
https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Cheat_Sheet

3.3.2.4(A4) Insecure Direct Object References

No alerts in this category.

3.3.2.5(A5) Security Misconfiguration

No alerts in this category.
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3.3.2.6 (A6) Sensitive Data Exposure

Total number of alerts in this category: 82

Alerts in this category

Private IP Disclosure

Risk: Low

Private IP 10.15.5.226 has been found in the HTTP response body. This information might be
helpful for further attacks targeting internal systems.

Solution: Remove the private IP address from the HTTP response body. For comments, use
JSP/ASP comment instead of HTML/JavaScript comment which can be seen by client browsers.

3.3.2.7(A7) Missing Function Level Access Control

No alerts in this category.

3.3.2.8(A8) Cross-Site Request Forgery (CSRF)

No alerts in this category.

3.3.2.9(A9) Using Components with Known Vulnerabilities

No alerts in this category.

3.3.2.10 (A10) Unvalidated Redirects and Forward

Total number of alerts in this category: 176

Alerts in this category

X-Frame-Options Header Not Set
Risk: Medium

X-Frame-Options header is not included in the HTTP response to protect against 'ClickJacking'
attacks.

Solution: Ensure that the X-Frame-Options HTTP header is set on all web pages returned by the
application. Since we don't expect the page to be framed by other servers, we should use DENY.

Reference: https://www.owasp.org/index.php/Clickjacking_Defense_Cheat_Sheet

https://www.owasp.org/index.php/Clickjacking

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

https://developer.mozilla.org/en-US/docs/Web/HTTP/X-Frame-Options

NOTE: Municipality has confirmed that site configuration was successfully updated by adding:
Header always append X-Frame-Options SAMEORIGIN and the risk was removed.
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4 Summary and Conclusions

This document has described the deployment of new services to the cloud infrastructure for
customization and testing as well as the necessary modifications to the services in order to
address a number of security vulnerabilities detected in the applications prior to cloudification. In
addition, we describe the actions performed to safeguard against vulnerabilities coming from
virtualization technologies.

The procedure and the tools for operational data backup, required to safeguard important
information from corruption and/or loss, have also been presented. Using duplicity, the OpenStack
CLI keystone and OpenStack Swift, we have successfully implemented the designed backup
strategy.

Another implemented feature is the automatic transferability of the services to the cloud. Both the
procedure and the tools required have been discussed in this document, thus constituting a clear
methodology on how interested cities can automatically deploy selected services and how
municipalities can re-deploy their services in another CSP.

For the newly cloudified applications we have described how to use the newly developed SCP
Database Layer that supports the Active-Passive Cluster high availability database deployment
model.

The document is the second of a four issues series aimed describing the steps needed to adapt
services to the cloud paradigm and the steps needed for replicating these services in the cloud
infrastructure of the pilot cities. What we have presented in this issue is procedures and
supporting tools to enable the creation of a generic cloud-based services portfolio.

In the next release, we will continue with more aspects of the development of the “production
ready environment” for all cloudified applications. The purpose is that they can all benefit from the
inclusion of High Availability (Database Clustering) and Monitoring (Zabbix) in the SCP platform.
Any modifications made to the applications to support new SCP features will also be documented
including any code refactoring for improving the modularity and reusability of the offered tools. In
this way, the technical evolution of the tools can be tracked, while, at the same time, capturing the
“lessons learned” during the cloudification process, which is one of the main objectives of the
project.

Page 34 of 119 © STORM CLOUDS 2016



D3.1.3 - Deployment of the services in the Cloud Infrastructure Version 1.0

References

[1] STORM CLOUDS Consortium, “Surfing Towards the Opportunity of Real Migration to CLOUD-
based public Services”, November 2013

[2] D3.1.1 “Deployment of the services in the Cloud Infrastructure for Cloudification
customization and testing”, Alkiviadis Giannakoulias, June 2015

[3] D3.1.2 “Deployment of the services in the Cloud Infrastructure for Cloudification
customization and testing”, Alkiviadis Giannakoulias, October 2015

[4] D4.3 “Privacy and security measures”, Alkiviadis Giannakoulias, August 2015
[5] D2.2.2 “Storm Clouds Platform Architectural Design”, M. Consonni, A. Milani, February 2015

[6] https://www.ctl.io/blog/post/load-balancing-high-availability-and-disaster-recovery-what-

they-are/

© STORM CLOUDS 2016 Page 35 of 119


https://www.ctl.io/blog/post/load-balancing-high-availability-and-disaster-recovery-what-they-are/
https://www.ctl.io/blog/post/load-balancing-high-availability-and-disaster-recovery-what-they-are/

Version 1.0 D3.1.3 - Deployment of the services in the Cloud Infrastructure

Annex A Services Deployment

A.l City Of Miskolc
A.1.1 “TiMi” Application

A.1.1.1 Installation and configuration commands list

After installing the VM and configuring the network access (see D3.1.1) we used Putty and issued
the following list of commands to install and configure the application on the cloud infrastructure:

$ sudo su

$ vi Jetc/hostname

and replace with the name of the application, i.e. TiMi

Svi Jetc/hosts
Here update line 1 with 127.0.0.1 TiMi

S vi Jetc/resolv.conf
Here update to allow traffic to pass through DNS server with nameserver 10.15.5.22
$ reboot

$ apt-get update

Install all necessary packages.

$ apt-get install -y apache2

$ apt-get install php5 -y

§$ apt-get install libapache2-mod-php5 -y
$ apt-get install php5-mcrypt -y
§$ apt-get install php5-mysql -y
$ apt-get install php5-cli -y

$ apt-get install php5-gd -y

$ apt-get install php5-curl -y

$ apt-get install libssh2-php -y
$ apt-get install unzip -y

$ apt-get install drush -y

Install MySQL version 5.0 or greater and
$ apt-get install mysql-server

During the installation process you will be prompted to enter a password for the MySQL
root user. Type “mysqlM1skOIc” for example but make a note on the password as it will

be needed later.

If debconf-get-selections isn’t installed install it:

$ apt-get install debconf-utils
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otherwise type:

$ debconf-get-selections | grep mysql-server

Create the database and the database user on the remote host

$ mysql -uroot -pmysqIM]sk0Ilc -e "DROP DATABASE IF EXISTS timi,"

$ mysql -uroot -pmysqIM|]sk0Ilc -e "CREATE DATABASE timi;"

$ mysql -uroot -pmysqIM]skOlc -e "DROP USER timi@'%""

$ mysql -uroot -pmysqlIM1sk0lc -e "FLUSH PRIVILEGES,"

$ mysql -uroot -pmysqlM1sk0lc -e "CREATE USER timi@'%' IDENTIFIED BY 'F4UXolm1yGUHxTIV'"

5 mysql -uroot -pmysqlM1sk0lc -e "GRANT
SELECT,INSERT,UPDATE,DELETE, CREATE,DROP,INDEX,ALTER, CREATE TEMPORARY TABLES,LOCK
TABLES ON $SDATABASE_NAME.* TO timi @%""

$ mysql -uroot -pmysqlM1sk0lc -e "FLUSH PRIVILEGES,"

Update php.ini

sed -i 'Ymemory_limit/c|memory_limit = 256M' /etc/php5/apache2/php.ini

sed -i '/max_execution_time/c\max_execution_time = 300' /etc/php5/apache2/php.ini
sed -i '/post_max_size/c\post_max_size = 16M' /etc/php5/apache2/php.ini

sed -i '/upload_max_filesize/c\upload_max_filesize = 16M' /etc/php5/apache2/php.ini

Apache rewrite enable

§ a2enmod rewrite

Create the directory structure

$ mkdir -p /var/www/timi/public_htm/

$ chown -R root:.root /var/www/timi/public_htm/
$ chmod -R 755 /var/www/timi

Create and enable Virtual Host
$ cp /etc/apache’/sites-available/000-default.conf /etc/apache’2/sites-available/timi.conf
echo ”
<VirtualHost *:80>
ServerAdmin admin@test.com
ServerName timi.miskolc.hu
ServerAlias www.timi.miskolc.hu
DocumentRoot /var/www/timi/public_htm/
<Directory /var/www/timi/public_htm/ >
AllowOverride All
</Directory>

ErrorLog ${APACHE_LOG_DIR}/timi-error.log
CustomLog ${APACHE_LOG_DIR}/timi-access.log combined
</VirtualHost>
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Enable the newly created Virtual host

§ alensite timi.conf

Restart apache. $ service apache?2 restart

Git clone the application source files
$ mkdir /var/www/timi/github
$ cd /var/www/timi/github

Download the application files from github to the github subfolder (temporary folder)

5 wget https.//qgithub.com/holding-it/timi/archive/master.zip

Download the latest Drupal 7 core files in the Drupal subfolder (temporary folder) with drush
(Drush is a command-line shell and scripting interface for Drupal)

$ cd /var/www/timi

Sdrush dI drupal-7 --drupal-project-rename=drupal

Copy all filed from Drupal subfolder to the application final folder (public_html)
$ cp -avr /var/www/timi/drupal/* /var/www/timi/public_htm/

S cp -avr /var/www/timi/drupal/.htaccess /var/www/timi/public_htm/

$ cp -avr /var/www/timi/drupal/.gitignore /var/www/timi/public_htm/

$ cd /var/www/timi/public_htm/

Install the new Drupal 7 and create the database connection (with the specified parameters)
automatically with drush (Drush is a command-line shell and scripting interface for Drupal
https.//github.com/drush-ops/drush)

$ drush site-install standard --db-url="mysql.//root:mysq/M]skOlc@localhost:80/timi’ —-site-
name=Timi —-yes

Remove unnecessary files and folders
$ rm -rf yvar/www/timi/public_html/sites/default/files
rm —rf /var/www/timi/public_html/sites/all

Drop all tables from the newly created Drupal database which is currently empty. This step is
necessary to be able to safely import the application database

$ drush sq/-drop --database=default --yes

Unzip and copy to their final location the application files and folders. Then clean up
unnecessary files

$ cd /var/www/timi/github

S unzip /var/www/timi/qgithub/master.zip

$ mysql —uroot -p mysqIM1skOlc timi < /var/www/timi/github/timi-master/db/timi.sq/

$ cp -avr /var/www/timi/github/timi-master/all /var/www/timi/public_html/sites

5 unzip Jvar/www/timi/public_html/sites/all/libraries.zip -d
Jvar/www/timi/public_html/sites/all
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$ rm svar/www/timi/public_html/sites/all/libraries.zip

5 unzip svar/www/timi/public_html/sites/all/modules.zip -d
svar/www/timi/public_html/sites/all

5 rm Jfvar/www/timi/public_html/sites/all/modules.zip

5 unzip Jvar/www/timi/public_html/sites/all/themes.zip -d
Jvar/www/timi/public_html/sites/all

$ rm Jvar/www/timi/public_html/sites/all/themes.zip
5 cp -avr /var/www/timi/github/timi-master/files /var/www/timi/public_html/sites/default

5 unzip Jvar/www/timi/public_html/sites/default/files/files.zip -d
Jvar/www/timi/public_html/sites/default

5 rm fvar/www/timi/public_html/sites/default/files /files.zip

$ cp -avr /var/www/timi/github/timi-master/mob /var/www/timi/public_htm/

S rm -rf fvar/www/timi/qithub

S rm -rf fvar/www/timi /var/www/timi/drupal

Set the necessary folder and file permissions

$ chmod 644 /var/www/timi/public_html/sites/default/settings.php
$ chown -R :www-data /var/www/timi/public_html/sites/default/files
$ chmod -R 775 /var/www/timi/public_html/sites/default/files

Update the application database and truncate the cache tables with drush
$ cd /var/www/timi/public_htm/
drush updb --yes

Turn off the application maintenance mode with drush
$ drush vset maintenance_mode 0 --yes

Table A-1: TiMi Application Deployment
A.1.1.2 Backup Setup

A.1.1.2.1MySQL Database Backup

Using mysqgldump and duplicity we can perform a full back using the following list of commands
(backup_full.sh).

#!/bin/bash
source /home/ubuntu/backup/SCP_duplicity.rc

if [! -d /home/ubuntu/backup ]; then
mkdir -p /home/ubuntu/backup
fi

if [! -d /home/ubuntu/backup/db ]; then
mkdir —-p /home/ubuntu/backup/db
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fi

if [! -d /home/ubuntu/backup/db/sql ]; then
mkdir -p /home/ubuntu/backup/db/sql

fi

cd /home/ubuntu/backup

$(which  mysqgldump) -uroot -pmysql timi --add-drop-database --lock-tables >
/home/ubuntu/backup/db/sql/timi.sql
$(which duplicity)  full —--encrypt-sign-key=DE6877E3 /home/ubuntu/backup/db/sql/

swift://Timi_db
$(which duplicity) remove-all-but-n-full 3 --force swift://Timi_db

To perform the incremental backup we issue the following list of commands
(backup_incremental.sh).

#!/bin/bash
source /home/ubuntu/backup/SCP_duplicity.rc

if [! -d /home/ubuntu/backup ]; then
mkdir -p /home/ubuntu/backup
fi

if [! -d /home/ubuntu/backup/db ]; then
mkdir -p /home/ubuntu/backup/db
fi

if [! -d /home/ubuntu/backup/db/sql ]; then
mkdir -p /home/ubuntu/backup/db/sql

fi

cd /home/ubuntu/backup

$(which  mysgldump) -uroot -pmysql timi --add-drop-database --lock-tables >
/home/ubuntu/backup/db/sql/timi.sql
$(which duplicity) ——encrypt-sign-key= DE6877E3 /home/ubuntu/backup/db/sql/

swift://Timi_db

To program these two jobs so that we have a full back every Sunday at 04:00 am and incremental
ones daily at 04:00am we edit crontab:

$ crontab -e
And on the editor add:

00 04 ** 0 /home/ubuntu/backup/backup_full.sh >> /home/ubuntu/backup/backup.log
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00 04 * * 1-6 /home/ubuntu/backup/backup_incremental.sh >>
/home/ubuntu/backup/backup.log

To verify that cron jobs were updated we issue the same list of commands as the one presented in
A.1.1.2.2 of D3.1.2

A.1.1.2.2Application Folders Backup

The following the list of commands for backing up application specific folders using duplicity.

$ sudo mkdir /home/ubuntu/backup

$ cd /home/ubuntu/backup

$ source /home/ubuntu/backup/SCP_duplicity.rc

$(which duplicity) -—encrypt-sign-key=DE6877E3 /var/www/timi/public_html/sites/default/files /
swift://Timi_files
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Annex B Services Validation
Ayuntamiento de Valladolid - “Virtual City Market” Application

B.1
Accessing the main page is possible through the private IP at https://10.15.5.213/virtual-city-
market/en/index.html
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Figure B-1: Ayuntamiento de Valladolid - Virtual City Market (Spanish version)

Creation of a new user is possible by clicking on the “New user registration” button (red circle):
Inicio Directorio Mercado virtual Ofertas Evaluaciones

Zona Comercial Virtual

Registro de nuevo usuario

Conexion

Por favor, introduzca sus datos de acceso.

Correo electrénico:

Contrasefia:

[£] Recordar

m o0 ¢Ha olvidado su contrasefia?
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Figure B-2: Ayuntamiento de Valladolid - Virtual City Market (Registration page #1)

ry

ZOlla CO[T]EI'C]EI Vil'tl.lal Inicio Directorio Mercado virtual Ofertas

Evaluaciones  Acceder

D de VALLADOLID - Servicios de Smart Cit

H Registrar

Por favor, utilice el siguiente formulario para crear su cuenta de usuario. Tedos los campos son obligatorios.

- Datos de la conexion

Direccidn de correo: &

Se usars su direction de cormeo pars activar su cuenta.

Contrasefia: @
Repetir contrasefia: ®

Su contrassfia debe tener una longitud de al menos ocho (B) caracteres e induir al menos un (1) nimero.
Datos de usuario
Nombre:
Apellido:

Tipo de usuario: Por favor, seleccions -
Por favor, seleccione su tipo de usuaric. Los negodios locales deben obtener un PIN de su asodacidn

profesional para acceder a la informacion del negocio Puede introducir su oddizo PIN més tarde, en los ajustes
de la cuentz

Confirmacion Visual

[ Estoy de acuerdo con "Términos de uso"

Figure B-3: Ayuntamiento de Valladolid - Virtual City Market (Registration page #2)

When a new account is created we are directed to the next screen:
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Registrar x
(€ ) @ @ | https://178.239.183.156/virtual-city-market/es/account/register. html?redirect= & || Q search % E QO H- @3- 3 a4 0 =
Zona Comercial Virtual Inicio  Directorio ~ Mercadovirtual ~ Ofertas  Evaluaciones  Acceder
CIUDAD de VALLADOLID - Servicios de Smart City
m Registrar
Su cuenta ha sido activada correctamente, pero ain no esta
activada. Hemos enviado un mensaje de confirmacion a su
correo. Por favor, |éalo y siga las intrucciones para activar su
cuenta.
Inicio Directorio  Mercadovirtual ~ Ofertas  Evaluaciones © 2014 Organizacién, Todos los derechos reservados. Volver arriba 1
= Spanish

Figure B-4: Ayuntamiento de Valladolid - Virtual City Market (Registration Confirmation)

Activation of a new user account is possible through the link received at the confirmation e-mail
we have received at the e-mail account entered during registration.

= Confirme su registro en "Z.., *® -
t. Get Messages |~ EWrite - Chat ! Address Book | ‘ Tag * T Quick Filter Search < Ctri+K > R =
From Zona Comercial Virtual <valladolidvem@gmail.coms11 49 Reply = Forward Archive @) Junk () Delete  More ~
Subject Confirme su registro en "Zona Comercial Virtual” 17:04
To Med

Ha recibido este mensaje porque acaba de crear una cuenta en "Zona Comercial Virtual

Confirme su registro en "Zona Comercial Virtual”

Querido Alkis Giannakoulias,
Par favor, pulse el enlace que se le ha proporcionado para confirmar su registro.
Si el enlace inferior no funciona, puede pegar la siguiente url en su navegador:

http://178.239.183.156//virtual-city-market/es/account/activate. html?code=1f1bc3a7607a5c33

El enlace es valido durante 2 horas y para un Unico uso.

5i encuentra cualquier tipo de problema, por favor, contacte con nosotros en valladolidvCh@gmail.com

Saludos
El Equipo de Administracian
La informacién de este mensaje de correo lectrénico, incluyende cualquier anexo, puede requerir privilegios, es confidencial y destinada

exclusivamente al destinatanio. 5i Vd no es destinatario pretendide, pre favor, notifique al remitente devolviende el correo y biorrando todas las copias
que haya en su sistema, Mo debe reproducir, almacenar, retransmitir, usar o revelar su contenido a nadie.

Figure B-5: Ayuntamiento de Valladolid - Virtual City Market (Registration confirmation email)
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Clicking on the hyperlink results in the next screen.

x O
C || Q Search

Active su cuenta
i) @ | https://178.239.183.156/virtual-city-market/es/account/activate.html?code=1flbc3al
Inicio Directorio Mercado virtual Ofertas Evaluaciones  Acceder

Zona Comercial Virtual

CIUDAD de VALLADOLID - Servicios de Smart City

m Active su cuenta
Su cuenta ha sido activada correctamente. Puede usar su

I I correo y contrasefia para Conexion

Evaluaciones

© 2014 Organizacion, Todos los derechos reservados. Volver arriba 1

Inicio  Directorio  Mercado virtual  Ofertas

2= Spanish

Figure B-6: Ayuntamiento de Valladolid - Virtual City Market (Account activation page)

|

e =

Accessing a user’s space is possible after logging in with the provided credentials, as shown

below.
C || Q Search wE 9 H- ®B- & A 4

Zona Comercial Virtual x

(€ ) © @ | https://178.239.183156/virtual-city-market/es/index. html
\as
o catelve!
o
Directorioc  Mercado virtual ~ Ofertas  Evaluaciones  Cuenta =
- s o encw 1a Nebulosa
& Gale e < 3
il %% &
K3

Zona Comercial Virtual
3 h
Calle del Cometa

s
£ Cany,
£
5
s

CIUDAD de VALLADOLID - Servicios de Smart City
e §F & H T cale 88
aenterio de & & & o
J: 5§ g 3 X C @,
il & g Feria de Valladolid » | & S % %
s 5 S &4 % )
e & 8 £ 3 X H
5 = & ¥ 3
a < i & s = 5 g
> Eh 5 o &5 e
; Fetrng, & 50 Museo Catedralicioy S 2 & Calle del Saté s
«° ¥ g Diocesanc de Valladolid 3 & el atéfie )
o g & calle An E
<& & o, o Vaalda'dodid e Renegy, 8
5 & “Lu,, =
3 & U Pasaje Gutiérrez o
g & 5 z
= 5
I e Eurobook & 5 Iy
& ® ose g N e
Luis affese % S e ® {
© k3 % & U o &
& %, olF @ Ty & o
& 5, N 5 ey =2
F& Ok '5' o g
& Q < i & @ g
& i B & Viltahaz_
o>

©
.
Navegar por el mercado virtual » mar de un error de Mg

Mercado virtual de la ciudad

Visite la Zona Comercial Virtual.

Google

2014 Organizacién, Todes los derechos reservados. Volver arriba 1

Inicio  Directoric  Mercado virtual ~ Ofertas  Evaluaciones

= spanish

Figure B-7: Ayuntamiento de Valladolid - Virtual City Market (User home page)
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B.2 Municipalilty of Thessaloniki - “Live the city” Application

Accessing the main page is possible through the private IP at http://10.15.5.214

NEA APAZTHPIOTHTA TA ©@EMATAMOY AKOAOYOEZ EKAHAQEEIZ XPHETEZ TO NPO®IA MOY

AMOIYNAEZIH [3

Tomog Tipn Ovoua

KardoTaon

I I _ SOOI S —

BpéBnkav 3 ekBNAWCEIG
V800 Kopdenio 23]
+ Xapng  Aopugdpog 2
Anpog e & y A
- Exedwpou oy 3 a Evoopog ITAUPOUTIOAN oy
AheEaudpeio z g o »
Te; \OYIKO £ )
EXRIBEONKS L2 | no)dxvqﬁ%'-m 7, MEVKA i
1o AevdPOROTaOG 5 “%
L1 ]
- - ApTiEAOKNTIOL gy NedroAn =
4/6
Ohoynod ”49[ ZUKLEG
p2
%, B
Kahoxwpt “oy
¥ AcBeo
Oecoalovikn

B
%
o,
%
% %,
%, (2 @
A s 2
g % 25
g A%
£ p ¢ Tplavdpia
£ 3
S 2 =
] &
2 £
£l N
S e < = U,
4 F =3 g Way,
& = 3 .
s =
T 3 i\
& L ©2016 Asbopévaxiptn Google 1 xAy 1 OpoiXpAons  Avapopd cpdhuatos xptn

KAAQZ HPOATE 2TO ZQ ©OEZ>AAONIKH

Figure B-8: Municipality of Thessaloniki - Live the city (Greek version)

Creation of a new user is possible through the registration page shown below:

o IYNAEIH 3] EITPA®H ¥

APXIKH

Ovopayprion *

Ta keva enTpémovial-Ta onpeia oTiEng SevemTpémrovral, ekTdg arrd Tig Teheieg, Tig TawAsg, TIC ATTOCTPAPOUG, Kai TIG KATW TaUAEG

LAigdbuvon e-mail *

Eradyere pia fykupn SiedBuvon e-mail. OAa Ta ppvipara e-mail amd To cdonpa Ba aréAvovrar o autd T SiedBuvan. H izdBuvan e-mail Bz Snpooiomroizitan kal Ba ypnoipotonBei pévo av {nrrioetevio
ouvBnpariké eigédou i aveehioete va maipvete kdmoiec aidfoeig f eifomoifoelg piow e-mail.

[E1Opo1 koi MpoumeBiceig xpriong *
| have read and accept the

Figure B-9: Municipality of Thessaloniki - Live the city (Registration page)

When we create a new account we are directed to the next screen
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v “Eva pivupo KaAwoopiopaTog Le Trepamépw odnyieg £xel amoaTaAei oTn dieGBuvon e-mail oag.

Tomog Tiun Ovopa KardoTaon

IYNAEIH 3] EFTPA®H [4
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Figure B-10: Municipality of Thessaloniki - Live the city (Registration Confirmation)

Activation of the new user account is possible through the link found at
received at the e-mail account entered during registration.

|'i'| Inbox

/m Fwd: Aemropépeizg Tow Ao, x\

the confirmation e-mail

T enletEh s

d’.GetMessages hd E’Write -Chat lAddressBook | ‘Tag' T Quick Filter

Search <Ctri+K>

PO o - . 45 Reply = Forward
Subject Fwed: Aem ¢ Tow A 0 AlkisG otov wototomo Zw OEZTANONIKH

Frem

B3 Archive

To Me

AlkisG,

IO EUYOPLOTOUNE YA TNV eyypadr] oog atov
Lototano Zw OEIZANONIKH. Mmopeite twpa va
£102ABeTE OTO CUOTNUO KAVOVTAC KALK aTNWV
TIOPOKATW TP 1] aVTYpadovTac Kol
ETUKOAAWVTOE TN OTOV TIEPLNYNTH

wotooeAibwv oacg:

https://smartcity.thessaloniki.gr/vive/user/reset/157/1464166096/5i 6HfDzH97 qvmuACrkwz2 c3xK-

2
@ Junk 0 Delete

Mare =

11:49

EUyZfNmanBdwuNQ

H mopamoprt auth wiopel va ypriowonown Bl
uovo pia popd yua eloodo oto ohoTnua, Kot
Ba oac obnynoel os pia osAiba omou Ba
unopéoste va aAhdieTe To ouvBnuaTike ooc.

Metd tnv ahhayr] Tov cuvBnuatikod cag, Ba
unopeite oto péMov va eloelBete oto

https://smartcity.thessaloniki.gr/vive/user ypnowlonouwvrac:

Ovopa Xpriotn: AlkisG
ZuvBnuatko: To Sikd oag cuvBnuatiko

- H opdda tou Zw OEZZANONIKH

m

| 80% |
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Figure B-11: Municipality of Thessaloniki - Live the city (Registration confirmation email)

Clicking on the activation link brings us here:

o IYNAEIH &] EMTPA®H [#

APXIKOIOIHZH ZYNOHMATIKOY EIZOAQY

AuT eiven pia S1ob YICH it PG ato xpriom AlkisG ken 8o Agei myv My, 26/05/2016 - 10:48.

MemoTe o2 ¢ £TE TOV KWBIKG 00,

AuTA n TTapoTTOpTT EI0600U UTTOPET Vo XpNaIoTToINBEl pov

MNEPIZZOTEPEX NAHPO®OPIEX

Figure B-12: Municipality of Thessaloniki - Live the city (Password re-setting)
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NEA APAETHPIOTHTA TAOEMATA MOY ~  AKONOYOEEZ EKAHAQZEIZ XPHITEL TONPO®IAMOY

AMOXYNAEZH [

V4 Méhig ypnoipoTroifoaTe pia TapatropTrr sigdbou piag yprionc. Aev sivan TTAZov avaykaio va ¥prolpoTToisTe autd To cuvBeopo yiava ouvbeBeite. Mapakatolps va

ahhaters To ouvBnpankd oag.

ALKISG:ONOMA

‘ Mpopohi H AxohouBw H Axchoubor || Emefepyaaia |

Ovopaypiem ™

AlkisG e}
Ta kevd ermpérroviar Ta onpeia otigng Sev ermpérrovTa, exrdg amrd ng Tekdicg, Ig TIAGAES, TG ATTOCTPOPOUG, KaITIg KaTW TTOUAEG.
AigdBuvon e-mail *

alkis gian@gmail.com

Evgdyzrz o Eykupn BizdBuvan e-mail. Dhara pnvipara e-mail arré ro odomnua Ba oréivevia o aur m BizdBuvan. H BizdBuvon e-mail 5z BnuomoTroizita ko Ba xpnooTronba pdvo av nThosre véo ouvBnuomkd
acbbou fj ov BeEAfoere va TTaipveTe kimToieg alifioag f) aboTronoac pécwe-mail.

EuvBnparmiko
Avtoyr ouvBnparikou: loyupd

EmpeBaiwen cuvBnparikon
Ta cuvBnparika Taipiddouy: var

®

Mo va ahAGEeTz To Tpéxov guvinuamkd acélou yia To Aoyapacyd gag, aodyere 10 vEo ouvenuomke acébou K oTa Bio Tredin.

EIKONA

AtrooTohn apysiou sikovag

No file selected.

To awoviko Gag TTROGWITE f aéva. Ma ak6vee PeyaAGTEpEs TT6 1024x1024 pixel 8a aAAoxBei T0 péyeBOC TOUG TTPOG Ta Kimw.

PYEMIZEIZFAQITAT

Mwooa

© English

@ Ehhnvikd

@ Spanish (Espafiol)

H Trpoemieypévn yAibooa Tou Aoyopaopod yio tae-mail

TaBéuardpiou

Zuwn wpag

Europe/Madrid: Teripm, 25 Minog, 2016 - 10:52 +0200

ETIAZEre T ermBupNTA TOTIKA Gipa Kaa Ziv Gopag. D1 N EpopnVieg ke GpaTTavTol 5E aUTS TovIoTOTé O Bo eupoviZovTEn e aUTA T Govn dipac.

Opor kanMpoumoBéaeig xpiong *
I have read and accept the Te:

Mpogwmk @dppa ETIKoNWVIaG
Etmpéyte oz GAAoug XpRoTeg va emKenvwvolv padi oag péow wag oo cwTTKAS PApNas ETIKoNWYIaE N oTToia Biotnpa Ty e-mail BizdBuvef oag Kpued. InpakeTs 0T pzpKoi XpGTEC PE T KaTAAANALS GBasg
0TTwC 01 Bioy aMoTEC TOU IoTOTGTTOU, Ba £XoUV TN SuvaTGTNTE Va EMIKoVWVATOoUY Podi CO¢ aKGPa K OV TTTEVEPYOTTOINCETE QUTE TO XOROKTIMCTIKO.

AMNOBHKEYIH AMNENEPTOMOIHZH AOTAPIAZMOY
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Figure B-13: Municipality of Thessaloniki - Live the city (Password re-setting)
After successfully setting the login credentials we are presented with the following page

NEAAPAZTHPIOTHTA TA ©EMATA MOY AKONOYOEX EKAHAQXEIX XPHITEX TONPO®IA MOY
ATNOZYNAEZH [3
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©2016 Asbopéva xapt Google | 2XAW ke Dpot Xpiong  Avapopa opalpatos xaptn

KAAQZ HPOATE ZTO ZQ ©OEXXAAONIKH
Figure B-14: Municipality of Thessaloniki - Live the city (User home page)
Selecting an event to see is quite. By clicking on the icons presented on the screen we are re-

directed to the relevant event, as shown below:

o NEA APAYTHPIOTHTA TA OEMATA MOY AKOAOYOEX EKAHNQZEIX XPHITEX TONPO®IAMOY
AMOXYNAEZH [3

AQPEAN MAGHMATATIA PHP

PHP aro Tpfia Twpivij kardoTaon: Mpooexwe

BOcooaovikn

* Xaprag  Aopu J08{0 ATATOUPK
& vixnG
- S
&, P
r oy
alkis >
MAateia ApioToréAoss w,
3 1 Avida o0 8,
o TaAepiov (P N0) g,
Yo, Z
7 3
S 2 5
%, % %
et o o~ 3 &

711G BE00ANOVIKAG.

@B o Moipdoou

AVOOPETOU TTEPIEXOPEVOU WG OKATGAANAD.

NEPIZXOTEPEX NAHPO®OPIEX

Figure B-15: Municipality of Thessaloniki - Live the city (Event details)
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B.3 Municipalilty of Thessaloniki - “Have Your Say” Application

Accessing the main page is possible through the private IP at http://10.15.5.215/haveyoursay/

Meg ™ yvwpn cou
l Anpog Bsooahovikng

# Kahwg fipbare
Meg TN yvuopn cou

Meg T yvuopn oou sival pia web-based mhatgdppa ou Biver Blvapn oToug evepyols TrokiTeg.

%%
> Storm
Clouds

0 Néog XpAoTng EKKivnon cuvedpiag ¥

Ofpara v oufinon

EAMANVIK ¥

e

Figure B-16: Municipality of Thessaloniki - Have Your Say (Main Page)

Clicking on the “Ekkivnon ouvedpiag” button leads us to the next screen where the user is prompted to

enter her/his credentials:

AuvbBsvTikoToinon

XpnopoToinos fva pigo konwvikA SIKTOWOnG

To péoo kowwwvikng BikTdwong oag eival pia kar@AinAn pibodog
auBEVTIKOTTOINOTG yIG V& ¥PNOIPOTToIACETE QUTH TNy TTAGTRGpUT
¥wplg KwdIKkd

f Facebook &+ Google m

Tiwora dev Ba SnpooiLuTE OTO PECO KOIVWVIKIG
BikTiwong oag.

KpnaipoToifars To email kal Tov kwdikd Tou £eTs karaywpoz
Email:
KuwBikdg: ‘H

Eipan aTov Tpoowmikd pou
utoAoyiaTr:

Ay Xpna@ipoTToleiTe Tov UTTOADYIOTT] 0Og PTTOPEITE va guvdEsaTe
aurépaTa yia pie poopdda.

Mnv yenoororeite aur mv emiAoyr} oe éva dnpdaio
umoAoyioT.

Sexdoare Tov KwhiKé oag AxUpan

Figure B-17: Municipality of Thessaloniki - Have Your Say (Login Page)
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Once the right credentials are given the user is presented with the next screen:

- .
WL g™ VWi oou - .
u ﬂ! AfiHo¢ OsoTahovikng A% Administrator EAANVIKA

o [ | e |

Meg T yvupn cou

Neg TN yvwpn oou sival pia web-based mAargdppa Tou divel Bovapn oToug svepyols ToATEg

Oépara uwo culfTnon

Amrd: 13 Jun 2016
‘Ewg: 13 Sep 2016
YmeaBuvog: Administrator

Em ia: alk dis.giannakoulias@

D
N Storm
Clouds

Figure B-18: Municipality of Thessaloniki - Have Your Say (Plans under discussion)

Clicking on the “Eicobog” button we are dirrected to the next screen, where we see the plan under

discussion description:

HE Mg ywiopn oou o .
l! Afjpoc DsooTAOVIKNG % Administrator EAANVIKA

s

Meg T yvuopn cou

Neg T yvwpn cou gival pia web-based mhargdpua Tou Givel Slvapn aToug evepyols TTOATEG.

©Zpara uTrd cuifiTnon

Amrd: 13 Jun 2016
Ewg: 13 Sep 2016
YmedBuvog: Administrator

Em fa: alkiviadi nakoulias@

Mou moTedeTs 6 TpéTTel v Pahoups Traykdrkia aTny Tapalia;
Kavoveg GuPHETOXS

3
> Storm
Clouds
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Figure B-19: Municipality of Thessaloniki - Have Your Say (Plan under discussion)

Clicking on the “Kavéveg ouppetoxig” button we are dirrected to the next screen, where we see the
plan under discussion participation rules:

Mg m vvidun oo o .
Afpog Begoahovikng # Administrator EAMNVIKG

-

YrelBuvog: Administrator

ia: alkiviadi

Mou moTedere 6n péme va Bihoupe Maykéria oy Tapahia:

Kavéveg oupHeToXTig

1 Mpim gopa 57 MpETTel va £yypageiTe yIa va ouppeTéxers. AuTo Ba TIape! pepIkG AeTrTd povo. EvahAaKTikd PTTopsite va XpnaipoTToRgets
fva pEao Kovwvikn¢ BikTowong yia va ouvdeBefte.

. . 0 New user
MNarioTe ebt

2. ZuvbeBeits yia va oUppETEKETE.

VIC VT EYYPOPEITE.

. . Start session N
MNarioTe ebt yia va ouvdebeits.

3. Asite @hAeg oupp £¢. Mropsire va 3 p ¢ OUppETOXEG.

4 Orav vidiosTe dueta pTopeiTe va TpooBEoeTs vésg ouppeToxéc MaroTe aTo Néa Fupperoxs yia va Befte m péppa ouppeToyrc.
1. EmAETe éva TiTAo yia T GUPPETOXA.
2. Tpéwre pia Tepiypagr

~ 3. Narriare £56 yia va emAéEere Ty TomoBeoia. (amapaitnTo).
~ 4. NpooBioTs Eyypaga f sikdveg aTn aulfmon.
Fa 5. Ga AaBete fva email petd atmd Tnv oAokArpwoT) TG CUPPETOXT Tag.

;" storm

Clouds

Figure B-20: Municipality of Thessaloniki - Have Your Say (Plan under discussion - Participation
Rules)

Clicking on the “suintrote L oxé610” button leads us to the next screen:

Teg T vwioun gou .
Aipog Becoahovikng #R4 Administrator EANVIKA
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Figure B-21: Municipality of Thessaloniki - Have Your Say (Details of the plan under discussion)
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From the project main screen a user can create/request for a new account by clicking on the “Néog
xpnotng” button as shown bellow:

Q Néog xproTng KKivnon ouvedpiog ¥ EAANVIKR ¥

Figure B-22: Municipality of Thessaloniki - Have Your Say (Create new user, main page option)

Clicking on the “Néog xpriotng” button leads us to the next screen, where users are requested to add
their email, name/surname and password:

Niog xprioTng

EvypapeiTe yia va oUPPETEYETE OTIG OUENTATEIG.

X¥pnopotromoTe pic evepyry Biz0Buvan email yia Ty
TQUTOTTOMON T,

Email:* || |

OvopaTeTTivug
Kuwbikdg:

EmaviAnyn
Kubiko:

AxOpwon

Figure B-23: Municipality of Thessaloniki - Have Your Say (Registration)

After pressing the “Eyypadr)” button we see a confirmation message of our newly created account.
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H diabikagia syypapric £xa exivijoan

‘Eva nhektpovikd privupa £xel oTaAsl oTo
Mapakain akohouBioTe Tig 0dnyieg.
Mpémer va emBefainoere To email oag Tpiv eyypageite.

Figure B-24: Municipality of Thessaloniki - Have Your Say (Registration Confirmation)

If we then open our email client we will see that we have received an e-mail confirmation message
from the application, prompting us to click to the email hypelink in order to activate our account.

Clicking on the “Exkivnon ouvedpiag” button from the main screen leads us to the next screen where

we can login to our newly created account. Here we put our e-mail and password and press

“30vbeon” button.
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Figure B-25: Municipality of Thessaloniki - Have Your Say (User Login)

The default home screen after logging in is as follows:
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Figure B-26: Municipality of Thessaloniki - Have Your Say (User Account Page)

As before user navigates to the available plans under discussion and selects the one of interest.
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Figure B-27: Municipality of Thessaloniki - Have Your Say (Details of the plan under discussion)

Pressing the drop down arrow on the top-right of the screen next to the user name (Alkis in this
example) presents us with the following options.
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OAa Ta &yypaga
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Figure B-28: Municipality of Thessaloniki - Have Your Say (User Account Options)

Clicking on the “Teheutaia TTpéoBacn” brings us to the next screen with information on when we last
accessed the application.
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6 2016-06-15 15:17:45 62.192.66.236 ENOTFOUND Chrome 51.0.2704
5 2016-06-15 14:59:11 62.192.66.236 ENOTFOUND Firefox 47.0.0

Page 1 of 1 Displaying 1-2 of 2

Figure B-29: Municipality of Thessaloniki - Have Your Say (User Account Options - Last Access)

Clicking on the “NpodiA” brings us to the next screen where the account personal information is
displayed.
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Figure B-30: Municipality of Thessaloniki - Have Your Say (User Account Options - Profile
information)

If our account is an administration account we can see the user account options have more entries,
for managing users and groups, GIS layers and plans under discussion:
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Figure B-31: Municipality of Thessaloniki - Have Your Say (Administrator User Account Options)

Clicking on the “©uata kat tpowdntéc” shows tha current plans under discussion, as shown bello:
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Figure B-32: Municipality of Thessaloniki - Have Your Say (Organizations and plans under
discussion)

B.4 City of Miskolc - TiMi Application

Accessing the main page is possible through the private IP at http://10.15.5.216

Enter o Jain

TISZTAMISK/

New tickets. Process tickets Closed issues
l. l.
[ed

Front Page Announcements Error map How does it work? Overview

What is Timi? How does it How to send a
TIMI is a mobile and web application with Work? re ma rk?

which citizen may submit remarks about the

disturbing and/or hazardous circumstances Nowadays there is a smartphone with a GPS Download our application to your phone and
in their environment. receiver and a camera hiding in the pockets than take a photo of what you have seen and
of all of us, so why would not we make our send it to TIMI! You will soon receive a
- - city a better place with only a few clicks. feedback about the status of what you saw
N and you can follow-up the solving of the

- - - - - issue!

Figure B-33: City of Miskolc - TiMi (Main page)

If we don’t have an account we are ale to create one by clicking on the “Join” menu option that
leads us to the next screen:
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Username

E-mail address

Password

Confirm password

Enter

Figure B-34: City of Miskolc - TiMi (Create new account)

As soon as we provide the required information the account is created and we are logged in, as
the next screen illustrates:

New announcement ayian_2004

New tickets Process tickets Closed issues
l. l.
TISZTAMISK/LC

Front Page Announcements Error map How does it work? Overview

Figure B-35: City of Miskolc - TiMi (User main page)

Login to the application is also possible by clicking on the “Enter” menu option that leads us to the
next screen:
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Enter

Username

Password

Login

Figure B-36: City of Miskolc - TiMi (Login page)
After providing the required information we are forwarded to the user main page, as shown in
Figure B-35.

Users can report new issues (tickets) from the main page by clicking on the “New announcement”

button that brings us to the next screen (Figure B-37). Once the ticket is created we are directed
to Figure B-38.
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Figure B-37: City of Miskolc - TiMi (Create ticket page)

Page 62 of 119 © STORM CLOUDS 2016



D3.1.3 - Deployment of the services in the Cloud Infrastructure

Version 1.0

New tickets

Front Page Announcements Error map How does it work? Overview

Ticket Bad tarmachas been created.

Process tickets

Bad tarmac dangerous to motorcyclists.

%2 %\ oSS
. g hvBlgy Vs kirdly v
Map Satelite B\ e “
S
\ BODOTETO
LT 2 fndor, Vologda U
Szarkd" ﬁlé i il 2 - s;,..‘ iy
35 2 Addm v B - entstvin u,
N\ E1CER IR o Racz A ayonikapu et
\BULGARFOLD gleg 88 = Pt s
3 e o= L
! < = s jja u
Stadion, aréssy Gyula u— ——— 1 GUDIOSGYOR A —a Meggyes?l
. {1 _esEmOUT , Avasalja v
< i 8= 'S
3 AV NS g s BEKESZALLO-TELEP Vo™
i \ 7‘/ g Szov6 u. =
- £ \ i o
2 P g [ | G P Miskolc! ¥
gl S = Di6sgy6ri Acélmavek o
EW = =3 MUSZKASTELER [ &
2 \
H \ A
s | = RUZSINSZOLG
2 -
| 1 Teglagyari U 7 z
\ s — 2
\ / > = =
¥ % A & ‘%, 2
2 o> 5/ Csermeyg; i £ %f. S
§ 3
Google Gozon® - § S CSERMOKE % =
feachy =15

Closed issues

s00gle play

« App Stor:?

e \ 3
{26 &
) 2
2
@ 3
k3
S | Lg——
. —F
%%- |
a7 e \
S B SIS
4 . 7_78&1csy-15\ 5
S <
WRer,, s i Y FSELVEMAET..
§ b6 !
S (5] 20ty Mingy, 4
KISAVAS N et
P
Csokona
jé'u
=
2
EA é‘f
o =
& - K
o
o
g
3 Miskolc - Renc ™~
£ & [E\ = palyaudvar
&

Task Manager Data

date of modification: 2016. May 30., Monday - 09:51
task category: Bicycle road surface defect
tickets ID: Bad tarmac

approved task: 72

task completed: ”?

task status: New issue

sender system: ”?

identification tags: ”?

Figure B-38: City of Miskolc - TiMi (Create ticket validation page)
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However, for the ticket to become visible it is up to the platform administrator to change its status
from “New issue” to “wait”, “processing” or “solved”. Once this is done we can see the new ticket
from the “Announcements” page by clicking the relevant menu item, as shown below:

New tickets Process tickets Closed issues

TISZTAMISKMLC

Front Page Announcements Error map How does it work? Overview

Announcements

Sed aliquam ultrices mauris. Pellentesque habitant morbi tristique senectus et netus et malesuada fames ac turpis %
egestas. Phasellus tempus. Vivamus laoreet. In turpis. Aenean vulputate eleifend tellus. Nunc sed turpis. Etiam feugiat

lorem non metus. Aenean leo ligula, porttitor eu, consequat vitae, eleifend ac, enim. Praesent nec nisl a purus blandit §%
viverra. In ut quam vitae odio lacinia tincidunt. Vestibulum volutpat pretium libero. Cum sociis natoque penatibus et

magnis dis parturient montes, nascetur ridiculus mus. Ut varius tincidunt libero.

Bad tarmac dangero... Traffic sign missi... Problems with tree... Problems with tree...
2016.05.30. 09:45 2016.05.24. 14:20 2016.05.24. 14:30

Solved

Minden, csak nem M...
2016.05.24. 07:45

Figure B-39: City of Miskolc - TiMi (list of tickets)
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Annex C Services Automation (OpenStack Heat Templates
SCP v2.0)

The following scripts take advantage of the high availability database cluster. The difference to the
scripts presented in the previous section is that we don’t deploy the application databases on the
same virtual machine where applications are installed. Instead we use the DB made available as a
‘shared service’ at a well-known IP address, that we can obtain by asking the SCP administrator.
(in the private cloud infrastructure SCP@HP it is found at 10.0.0.10).

Moreover, in order to re-use software as much as possible we have used a series of bash script
files that are re-used across different applications.

C.1 Municipality of Thessaloniki

C.1.1 City Branding

This section describes a heat stack for deploying City Branding in SCP v2.0.
The following files are involved in the stack creation:

1. CityBrandingFEESingleNode.yaml, that is responsible for creating the stack containing the
VM,

2. CityBrandingFEESingleNode.env, that defines or overrides Heat stack parameters;

3. CityBranding_setup.sh, this is the main bash shell script for install and configuring the
application;

4. apache_setup.sh, that is responsible for installing Apache HTTP Server version 2.x, creating
the /etc/apache2/sites-available/citybranding.conf file and enabling it, installing the SSL
certificates and configuring the SSL engine in order for the application to be accessible via
secure HTTPS links;

5. mysgldump_prepare-script.sh, that is responsible for executing the backup strategy;
6. duplicity_setup.sh, that is responsible for configuring the backup environment;

7. backup_setup.sh, that is responsible for implementing the backup strategy;

heat_template_version: 2013-05-23

description: >
Heat template to deploy City Branding on an Ubuntu instance using Heat's software orchestration
feature.

parameter_groups:

- label: Mail_Parameters
description:
parameters:
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- SMTP_Host

- SMTP_From

- SMTP_From_Name
- SMTP_User

- SMTP_Password

- label: Duplicity_Parameters
description:
parameters:
- KeyPairPassphrase
- KeyPairEmail
- Encrypt_Sign_Key

parameters:
# The stacks must receive the name of the municipality as a parameter.

# It is used as the activation key name and as a part of the shared volume name.

FQDN_or_IP:
type: string
description : Leave default value if the application is deployed behind a proxy
default: ™

Municipality:
type: string
description : Name of a key pair to enable SSH access to instances.

Appl_Name:
type: string
description : Name of the application.
default: "citybranding”

Server_Name:

type: string

description: the name of the server
Image:

type: string

description: the name of the boot image

default: trusty-server-cloudimg-amd64-heat-hook
Flavor:

type: string

description: Flavor to use for the WordPress server.

constraints:

- custom_constraint: nova.flavor

Network_ld:
type: string
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Subnet_Id:
type: string

IP_Address:
type: string

DB_Database:
type: string
description: name of the DB
DB_User:
type: string
description: name of the DB User
hidden: true
DB_Password:
type: string
description: name of the DB Password
hidden: true
DB_Dump_Script:
type: string
description: Name of the DB dump (for backup)
default: "dumpmysqgldb.sh”
DB_Dump_File:
type: string
description: Name of the DB dump file (for backup)

SMTP_Host:

type: string

description: Email SMTP Host address (Outgoing server)
SMTP_From:

type: string

description: Email SMTP Host address (Return path)
SMTP_From_Name:

type: string

description: Name to appear in the from field of email clients
SMTP_User:

type: string

description: SMTP user name
SMTP_Password:

type: string

description: Password of SMTP user.

hidden: true

KeyPairPassphrase:
type: string
description: Private key passphrase required to use the key
hidden: true
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KeyPairEmail:
type: string
description: E-mail of the loaded key

Encrypt_Sign_Key:
type: string
description: Private key ID
hidden: true

resources:

CityBranding_setup:
type: OS::Heat::SoftwareConfig

properties:
group: script
config:
str_replace:
template: { get_file: fragments/CityBranding_setup.sh }
params:
__MUNICIPALITY__: {get_param: Municipality}
__Appl_Name__: {get_param: Appl_Name}
__DB_Database__: {get_param: DB_Database}
__DB_User__: {get_param: DB_User}
__DB_Password__: {get_param: DB_Password}
__SMTP_Host__: {get_param: SMTP_Host}
__SMTP_From__: {get_param: SMTP_From}
__SMTP_From_Name__: {get_param: SMTP_From_Name}
__SMTP_User__: {get_param: SMTP_User}

__SMTP_Password__: {get_param: SMTP_Password}

apache_setup:
type: OS::Heat::SoftwareConfig
properties:
group: script
config:
str_replace:
template: {get_file: ../../application-common/heat/fragments/apache_setup.sh}
params:
__MUNICIPALITY__: {get_param: Municipality}
__FQDN_or_IP__: {get_param: FQDN_or_IP}
__SERVER_NAME__: {get_param: Server_Name}
__ADMIN_EMAIL__: {get_param: SMTP_From}
__APP_NAME__: {get_param: Appl_Name}
__APP_DIRECTORY__: "citybranding"
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mysqgldump_prepare-script:
type: OS::Heat::SoftwareConfig

properties:
group: script
config:
str_replace:
template: {get_file: ../../application-common/heat/fragments/mysqgldump_prepare-
script.sh}
params:
__DB_Host__: "MySQLDB"
__DB_User__: {get_param: DB_User}
__DB_Password__: {get_param: DB_Password}

__DB_Database__: {get_param: DB_Database}
__DB_Dump_Script__: {get_param: DB_Dump_Script}
__DB_Dump_File__: {get_param: DB_Dump_File}

duplicity_setup:
type: OS::Heat::SoftwareConfig
properties:
group: script
config:
str_replace:
template: {get_file: ../../application-common/heat/fragments/duplicity_setup.sh}
params:
__KeyPairPassphrase__: {get_param: KeyPairPassphrase}
__Encrypt_Sign_Key__: {get_param: Encrypt_Sign_Key}

backup_setup:
type: OS::Heat::SoftwareConfig

properties:
group: script
config:
str_replace:
template: {get_file: ../../application-common/heat/fragments/backup_setup.sh}
params:
__MUNICIPALITY__: {get_param: Municipality}
__Appl_Name__: {get_param: Appl_Name}

__Encrypt_Sign_Key__: {get_param: Encrypt_Sign_Key}
__Full_Backup_Script__: {get_param: DB_Dump_Script}
__Incremental_Backup_Script__: {get_param: DB_Dump_Script}

CityBranding_config:
type: OS::Heat::MultipartMime

Page 70 of 119 © STORM CLOUDS 2016




D3.1.3 - Deployment of the services in the Cloud Infrastructure

Version 1.0

properties:

parts:

- config: {SCP-get_shellout: "heat stack-show SCP-Common
'/\042output_value\042:/ {print $4}"}

- config: {get_resource: apache_setup}

- config: {get_resource: CityBranding_setup}

- config: {get_resource: duplicity_setup}

- config: {get_resource: mysqgldump_prepare-script}

- config: {get_resource: backup_setup}

CityBranding_node_port:
type: OS::Neutron::Port
properties:
network_id: {get_param: Network_Id}
fixed_ips:
- subnet_id: {get_param: Subnet_Id}
ip_address: {get_param: IP_Address}
security_groups: [
SSH_Security_Group,
Zabbix_Security_Group,
WebFEE_Security_Group
]

CityBranding_instance:

type: OS::Nova::Server

properties:
name: {get_param: Server_Name}
image:  {get_param: Image}
flavor:  {get_param: Flavor}
key_name: {get_param: Municipality }
networks:

- port: {get_resource: CityBranding_node_port}

admin_user: ubuntu
user_data_format: RAW
user_data: {get_resource: CityBranding_config}

outputs:
instance_ip:
description: The internal IP address of the deployed instance
value: { get_attr: [CityBranding_instance, first_address] }

awk -F '\042'

Table C-2: CityBrandingFEESingleNode.yaml

parameters:
Municipality: thessaloniki

© STORM CLOUDS 2016

Page 71 of 119




Version 1.0 D3.1.3 - Deployment of the services in the Cloud Infrastructure

Appl_Name: citybranding

Server_Name: thessaloniki-citybranding

Flavor: elstandard.x?2

Network_ld: {SCP-get_shellout: "neutron net-list | awk '/SCP-Network/ {print $2}"}
Subnet_Id: {SCP-get_shellout: "neutron subnet-list | awk '/SCP-Subnet/ {print $2}'"}
IP_Address: "10.20.1.10"

DB_Database: citybranding

DB_User: thessaloniki

DB_Password: rZLcZtHGewtqRTth

DB_Dump_File: "/thessaloniki-citybranding/mysqldump.sql"

SMTP_Host: mail.thessaloniki.gr

SMTP_From: smartcity@thessaloniki.gr

SMTP_From_Name: City Branding

SMTP_User: smartcity

SMTP_Password: thestorm

KeyPairPassphrase: 5tOrmC10ud5

KeyPairEmail: Alkiviadis.Giannakoulias@eurodyn.com

Encrypt_Sign_Key: "D4185B7D"

FQDN_or_IP:

Table C-3: CityBrandingFEESingleNode.env

#!/bin/bash -ex

sudo su

cd/

source SCP_Environment.sh

export DBHOST=$SCP_MySQL_Host

export DBUSER=__DB_User__

export DBPASS=__DB_Password__

export NameDB=__DB_Database__

export bckgqt="echo -e '\x60""

export DBNAME="${DBUSER}_...${NameDB}"

export FULLDBNAME="$bckqqt${DBNAME}$bckqqt"
export DBCOLLATION=$bckqqt'utf8_general_ci'$bckqqt

apt-get -y install mysql-client
apt-get -y install unzip

#drop database as it will be created latter from composer
mysql ~-u$DBUSER -p$DBPASS -h$DBHOST << EOF

DROP DATABASE IF EXISTS $FULLDBNAME;

COMMIT;

QUIT

EOF
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# 1. install composer

curl -sS https://getcomposer.org/installer | sudo php -- --install-dir=/usr/local/bin --
filename=composer

export COMPOSER_HOME="/usr/local/bin/composer”

# Install automation script using Composer:
sudo composer global require joomlatools/joomla-console

# 2. Tell your system where to find the executable of joomla-console by adding the composer
directory to your PATH.

# Add the following line to your shell configuration file called either .profile, .bash_profile,
.bash_aliases, or .bashrc.

# This file is located in your home folder.

export PATH="$PATH:~/.composer/vendor/bin"

# 3. Verify the installation
joomla --version

# 4. create the new citybranding site with the latest available Joomla version
joomla site:create __Appl_Name__ --www=/var/www/html —--mysql-login=$DBUSER:$DBPASS --
mysql-host=$DBHOST --mysql-database=$DBNAME

# 5. install extra languages (greek)

wget -O /tmp/greek.zip http://joomlacode.org/gf/download/frsrelease/18750/162390/el-
GR_joomla_lang_full_3.4.2v1.zip && joomla extension:installfile  --www=/var/www/html
__Appl_Name__ /tmp/greek.zip

# 6. get and install the latest citybranding extension

wget -0 /tmp/com_citybranding.zip https://github.com/icos-
urenio/citybranding/archive/master.zip && joomla extension:installfile —-www=/var/www/html
__Appl_Name__ /tmp/com_citybranding.zip

# 7. get and install the latest citybranding theme template
wget -O /tmp/tpl_city.zip https://github.com/icos-urenio/tpl_city/archive/master.zip && joomla
extension:installfile ——www=/var/www/html __Appl_Name__ /tmp/tpl_city.zip

# 8. get and install sample database

wget -0 /tmp/cb_sample_data.sql https://raw.githubusercontent.com/icos-
urenio/sampledata_citybranding/master/cb_sample_data.sql && joomla database:install --
www=/var/www/html --mysql-login=$DBUSER:$DBPASS --mysql-host=$DBHOST --mysql-
database=$DBNAME --sql-dumps /tmp/cb_sample_data.sql -e citybranding

# 9. get the sample media (images and panorama)

# make sure you set the correct path to the images /var/www/html/citybranding/images

wget -0 /tmp/cb_sample_images.zip https://github.com/icos-
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urenio/sampledata_citybranding/raw/master/sample_images.zip && sudo unzip
/tmp/cb_sample_images.zip -d /var/www/html/citybranding/images

#Update configuration.php

# Remove debug console

sed - 's/public $debug = "\"1'\";/public $debug = ™0™, /g’
/var/www/html/citybranding/configuration.php

sed - 's/public $sitename = "\"citybranding'\";/public $sitename =
" __SMTP_From_Name__""";/g"' /var/www/html/citybranding/configuration.php

sed -i 's/public $smtphost = '\"localhost'\";/public $smtphost = ""'__SMTP_Host__""";/g'
/var/www/html/citybranding/configuration.php

sed -i 's/public $smtpuser = '\""\";/public $smtpuser = ""__SMTP_User__""";/g"
/var/www/html/citybranding/configuration.php

sed -i 's/public $smtppass = '\""\":/public $smtppass = ""'__SMTP_Password__""";/g"

/var/www/html/citybranding/configuration.php

sed =i 's/public $mailfrom = "\"admin@example.com'\";/public $mailfrom =
" __SMTP_From__""";/g" /var/www/html/citybranding/configuration.php

sed =i 's/public $fromname = "\"citybranding'\";/public $fromname =
" __SMTP_From_Name__""";/g"' /var/www/html/citybranding/configuration.php

sed -i 's/public $MetaDesc = '\"Joomla! - the dynamic portal engine and content management
system'\";/public $MetaDesc = """"";/g" /var/www/html/citybranding/configuration.php

sed -i 's/public $MetaKeys = '\"joomla, Joomla'\";/public $MetaKeys = """""":;/g'

/var/www/html/citybranding/configuration.php

# Disable the deafult site, standard site is fine
a2dissite 1-citybranding.conf
service apache? restart

# Change the ssh configuration to enable password authentication

sed -i 's/.*PasswordAuthentication.*/PasswordAuthentication yes/g' /etc/ssh/sshd_config
# Restart ssh service

restart ssh

sed -i 's/.*error_reporting.*/error_reporting = E_ALL \& ~E_WARNING \& ~E_DEPRECATED |
E_STRICT/g"' /etc/php5/apache2/php.ini

# GlusterFS Volume for municipalityx
scpvolumemount.sh __MUNICIPALITY__ __Appl_Name__
virt_vol=__MUNICIPALITY__"-'__Appl_Name__

if [!-d /$virt_vol/images ]; then
mkdir —p /$virt_vol/images
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fi

#clear contents
rm -rf /$virt_vol/images/*

# move initial contents

cp -a /var/www/html/citybranding/images/. /$virt_vol/images/
# Remove images folder

rm -rf /var/www/html/citybranding/images

# create symbolic link

In -s /$virt_vol/images /var/www/html/citybranding/images

# Change owner of images directory to www-data

chown -R www-data.www-data /$virt_vol/images

# Now give appropriate permissions in the directory
chown -R www-data.www-data /var/www/html/citybranding
chmod -R 755 /var/www/html/citybranding

Table C-4: CityBranding_setup.sh

#!/bin/bash -ex
sudo su

# Install Apache HTTP Server version 2.x

apt-get -y install apache2

apt-get -y install php5 libapache2-mod-php5 php5-mcrypt php5-common php5-mysql php5-cli
php5-gd

# disable all enbled-sites

find /etc/apache2/sites-enabled/* -exec rm "{}" \;
a2enmod headers

a2enmod ssl

a2enmod rewrite

cat << EOF > /etc/apache?2/sites—available/__APP_NAME__.conf
<VirtualHost *:80>
# The ServerName directive sets the request scheme, hosthame and port that
# the server uses to identify itself. This is used when creating
# redirection URLs. In the context of virtual hosts, the ServerName
# specifies what hostname must appear in the request's Host: header to
# match this virtual host. For the default virtual host (this file) this
# value is not decisive as it is used as a last resort host regardless.
# However, you must set it for any further virtual host explicitly.
#ServerName www.example.com

© STORM CLOUDS 2016 Page 75 of 119



Version 1.0 D3.1.3 - Deployment of the services in the Cloud Infrastructure

ServerAdmin __ADMIN_EMAIL__
ServerName __SERVER_NAME__

ErrorLog \ ${APACHE_LOG_DIR}/__APP_NAME__-error.log
CustomLog \ ${APACHE_LOG_DIR}/__APP_NAME__-access.log combined

DocumentRoot /var/www/html
<Directory /var/www/html/__APP_DIRECTORY__>
Options FollowSymLinks
AllowOverride All
</Directory>
RedirectMatch A/$ /__APP_DIRECTORY__
</VirtualHost>

# vim: syntax=apache ts=4 sw=4 sts=4 sr noet
EOF

HBHHHHHHHBRAAHFHRBHAHHHRRHH
# Configuration for HTTPS #
HBHHHHHHHBRAAHFHRBHAHHHRRHH

# Generate default key and self-signed crtificate
mkdir /etc/apache2/ssl
openssl req -x509 -nodes -newkey rsa:2048 -out /etc/apache2/ssl/STORM-default.crt -keyout
/etc/apache2/ssl/STORM-default.key \
-subj "/C=/ST=/L=/0=/0U=/CN=__SERVER_NAME__/emailAddress=__ADMIN_EMAIL__/"

#Redirect all HTTP requests to HTTPS
cat << EOF > /etc/apache?2/sites—available/__APP_NAME__-redirect2ssl.conf
<VirtualHost *:80>
ServerAdmin __ADMIN_EMAIL__
ServerName __SERVER_NAME__
<IfModule mod_rewrite.c>
RewriteEngine On
RewriteCond %{HTTPS} off
RewriteRule (.*) https://__FQDN_or_IP__%{REQUEST_URI}
</IfModule>

<IfModule 'mod_rewrite.c>
RedirectPermanent / https://__FQDN_or_IP__
</IfModule>
</VirtualHost>

# vim: syntax=apache ts=4 sw=4 sts=4 sr noet
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EOF
cat << EOF > /etc/apache?2/sites-available/__APP_NAME__-ssl.conf
<IfModule mod_ssl.c>
#LoadModule ssl_module modules/mod_ssl.so
<VirtualHost _default_:443>
ServerAdmin __ADMIN_EMAIL__
ServerName __SERVER_NAME__

ErrorLog \ ${APACHE_LOG_DIR}/__APP_NAME__-ssl-error.log
CustomLog \ ${APACHE_LOG_DIR}/__APP_NAME__-ssl-access.log combined

DocumentRoot /var/www/html

<Directory /var/www/html/__APP_DIRECTORY__>
Options FollowSymLinks
AllowOverride All

</Directory>

RedirectMatch A/$ /__APP_DIRECTORY__

SSLEngine on
# Configure the following 3 lines with your own credentials
SSLCertificateFile /etc/apache2/ssl/STORM-default.crt
SSLCertificateKeyFile /etc/apache2/ssl/STORM-default.key
# SSLCertificateChainFile /etc/ssl/certs/<YourOwnBundle>.ca-bundle
# End
#This is needed to guard against POODLE
SSLProtocol all -SSLv2 -SSLv3
Header add Strict-Transport-Security "max-age=15768000"

# These are needed for Disabling TLS 1.0 Compression and Weak Ciphers
SSLHonorCipherOrder On
SSLCipherSuite

ECDH+AESGCM:DH-+AESGCM:ECDH+AES256:DH+AES256:ECDH+AES128:DH+AES:ECDH-+3DES:DH

+3DES:RSA+AESGCM:RSA+AES:RSA+3DES:!laNULL:!MD5
SSLCompression Off

BrowserMatch "MSIE [2-6]" /\
nokeepalive ssl-unclean-shutdown /\
downgrade-1.0 force-response-1.0
BrowserMatch "MSIE [17-9]" ssl-unclean-shutdown

</VirtualHost>
</IfModule>
EOF

FQDN=__FQDN_or_IP__
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if [ -z "$FQDN" ]; then
# If the sites is NOT exposed to Internet, use plain HTTP
a2ensite __APP_NAME__.conf

else
# If the sites is exposed to Internet, we need HTTPs
# sed -i 's/Group ${APACHE_RUN_GROUP}/Group ${APACHE_RUN_GROUP}\nServerName

__SERVER_NAME__/g' /etc/apache2/apache2.conf
# echo 'Header always append X-Frame-Options SAMEORIGIN' >> /etc/apache2/apache2.conf
a2ensite __APP_NAME__-redirect2ssl.conf
a2ensite __APP_NAME__-ssl.conf

fi

service apache? restart

Table C-5: apache_setup.sh

#!/bin/bash -ex

sudo su

export FULLDBNAME=__DB_User__'_..."__DB_Database__

cat << EOF > ~/backup/__DB_Dump_Script__

#!/bin/bash

$(which  mysgldump) -u__DB_User__ -h__DB_Host__ -p__DB_Password__ --databases
$FULLDBNAME --add-drop-database --lock-tables > __DB_Dump_File__

EOF

chmod +x ~/backup/__DB_Dump_Script__

Table C-6: mysqldump_prepare-script.sh

#!/bin/bash -ex
sudo su

if [! -d ~/backup ]; then
mkdir -p ~/backup
fi

touch ~/backup/duplicityKey.asc

chmod 0664 ~/backup/duplicityKey.asc

sh -c "echo \"----- BEGIN PGP PRIVATE KEY BLOCK-----
Version: GnuPG v2

IQO+BFZ7gX0BCADK1D2FWOGZW10YXxQNM3XWuDMxRwGzCEt1P4NvzCHTO9X0a0A0f
plun5VIqgbnB6BPTOqelLRGITiMktgAH+YXdXDE9OMVIXqdPXN8L+itTFjG4aWRQa
fuUZaG/Oy9yLFpfV6QmI5E4aWIVDMSDFi7No2e1rEAQqYj067eQwwDYsz8yuHsn9lV
OEImI3XFQcEuBMDBURVMGn1Np8Hu1f/xBPa1Y5VZ/91Bqo5DLMwlG4wPpvMGzOw
QrOkBcZV9RI60QY8LeoYUP93BFuePAkzgPqy5KvyaAgFmO/OOFr0TO8sDe602Brz
V/Rti004jFCg9CxXGBal8nVx/kAiFmngbYE9QABEBAAH-+AwMCfaly30ryc3K+ed/I
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vgboCe+p3ifEoHcVZCOO0IYPozQ60aBhJMPwDsAmoVfpr4L7hFamaZ)9Gd4HhenFP
+v1n9Z4pweEgmtgaedbt34AeuSc4yibQE8a+XmMxdTfjix+BwlIxEvG8YIc6vJRNb
x0dyDrzWcHnKIOrqtBUIBYcZIwiiY8stPCtiodagbEH +tl+rYYmOFtfODtPDbSgo
w1W4+dkDuv/SuG3XS/QE1nirJURPk4VOtCDOegUi+Vv9jHcRUZJJEfNIPUIT6RHES
pMmMQGApY7LLYFTtjb6Hy6XJwawcWPKIE8bfidWY1JRD/fxumpDS8eHYot/h+jN1c
sO1IPUIV3NJmVyOwvpucCjsSY1i4d5ktgtfXvWEgNK/RVEvbI9XwjoThgMCwtXG8
K/S/uvMEIqEObPh94EU9JtUdBTlauCh+aSwkTRDBgznptry4KW)J627CggmXGLotE
OERgHEI3DZu8kbEv2HPXxXUSLMQIRjZmkadB/S7LAAOUL3d3VIl/ 7pffBE2iCvp0
PygTk5+0iWOyrYpdF6wlEQ14leEddKxRBqCFqOxz+Ntw4EWr6HYYQHS8BVZMICuYy
2Ay9LK9uUMD91nbSrc1Fxq37u54zDgvK5uwX7ZuMaW1ylnYswFDPCkUqjyWw9ybB/P
OWtOCAsr/s0zjS104pq94U5CvN1jOpH-+LFNPxgW9vd37S74RIImtW4hOAVZKYly/
av/hGJctOJM71TuKeaE1pQ1bl7WfhC8aHGQMHHERAD94Zrwey//VzUinUKX6Uw7/
bLwO+SGZb3Lycel12ibxawElUq66x2TLUzhIngSjOwb6aRYIS6EDdy0Oph6tgG/vE
YXwD2+qCdumIAFXLvgKUnc92fUuBzsHThf6RPrnISHAfhgafeBNJpaZdrEj8UCYL
47R8QWxraXZpYWRpcyBHaWFubmFrb3VsaWFzIChDb252ZW5pZW5jZSBrZXkgZm9y
IGFsbCBTVE9STSBDTE9VRFMgYXBwbGIjYXRpb24gaW5zdGFuY2VzKSA8QWxraXZp
YWRpcy5HaWFubmFrb3VsaWFzQGV1cm9keW4uY29tPokBOQQTAQgAIWUCVNnupfQlb
DwcLCQgHAwIBBhUIAgkKCwQWAgMBAh4BAheAAAOJEJB41]bUGFt9yYkH/ihZu3NR
1m3cEpfc9s6QbGTzCX6VyeXsl//QcQgy3bDg3hfS3utlIFNTGFxNiRs1tk2vnID2P
mkdH2JEtgyYHV7MiU/i2kbGvFmg8sTOIljUm4lpb3nRgY9066ckM42 /NKT1A/2Hms
uTBomcdH2kUqCtYmamXD1haPasND9bQEBp+yFNpU+/dxUIO/b3HflsBaBwoU9IfQ+
EInbMaXMf8qrD26m/zm0Omxd8ZRuqfxVmXNzZee3WxvdTmzqupothLehbvDRjGL26
1xzwMSCy6bP+iuJa+0oNPyuCwN64ys4EbiZ3fFKRgDsysssL/zP5kyNRFaYIOMy+7
eazgaz7UldYaCd8=

=s81l

————— END PGP PRIVATE KEY BLOCK-----\" >> /root/backup/duplicityKey.asc"

# run the import as ubuntu user
gpg --import ~/backup/duplicityKey.asc

#Install expect:
apt-get -y install expect

#Create expect script

touch ~/backup/set-trust.exp

cat << EOF > ~/backup/set-trust.exp
#!/usr/bin/expect

set timeout 10

spawn /usr/bin/gpg --edit-key \$argv 0 —--yes trust quit

expect "Your decision? " { send "5\r" }
expect "Do you really want to set this key to ultimate trust? (y/N) " { send "y\r" }
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interact

EOF

chmod 0755 ~/backup/set-trust.exp
~/backup/set-trust.exp __Encrypt_Sign_Key__

apt-get -y install gnupg2
apt-get -y install duplicity

mv ~/duplicity.rc ~/backup/duplicity.rc

sed =i '/export PASSPHRASE=/c\export PASSPHRASE=""__KeyPairPassphrase__""
~/backup/duplicity.rc
sed -i '/export SIGN_PASSPHRASE=/c\export SIGN_PASSPHRASE=""__KeyPairPassphrase__""

~/backup/duplicity.rc

chmod 0775 ~/backup
exit

Table C-7: duplicity_setup.sh

#!/bin/bash -ex
sudo su

if [! -d ~/backup ]; then
mkdir -p ~/backup
fi

# Precondition: the virtual volume of the application is expected to be already mounted
export VirtualVolume="/'"__MUNICIPALITY__"-'__Appl_Name__
export BackupContainer=__MUNICIPALITY__"_'__Appl_Name__

export BackupScriptDir="'/root/backup’

cat << EOF > $BackupScriptDir/backup_full.sh

#!/bin/bash

cd $BackupScriptDir

. duplicity.rc

# Backup data preparation down here: data are expected to be in $VirtualVolume
./__Full_Backup_Script__

$(which duplicity) full —-encrypt-sign-key=__Encrypt_Sign_Key__ $VirtualVolume
swift://$BackupContainer

$(which duplicity) remove-all-but-n-full 3 --force swift://$BackupContainer
EOF

chmod +x $BackupScriptDir/backup_full.sh

cat << EOF > $BackupScriptDir/backup_incremental.sh
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#!/bin/bash

cd $BackupScriptDir

. duplicity.rc

# Backup data preparation down here: data are expected to be in $VirtualVolume
./__Incremental_Backup_Script__

$(which duplicity) —-encrypt-sign-key=__Encrypt_Sign_Key__ $VirtualVolume
swift://$BackupContainer

$(which duplicity) remove-all-inc-of-but-n-full 3 --force swift://$BackupContainer

EOF

chmod +x $BackupScriptDir/backup_incremental.sh

echo "00 04 * * 0  $BackupScriptDir/backup_full.sh >> $BackupScriptDir/backup.log" >>
/var/spool/cron/crontabs/root

echo "00 04 * * 1-6 $BackupScriptDir/backup_incremental.sh >> $BackupScriptDir/backup.log"
>> /var/spool/cron/crontabs/root

chown root:crontab /var/spool/cron/crontabs/root

# Perform a full backup for testing
$BackupScriptDir/backup_full.sh >> $BackupScriptDir/backup.log

Table C-8: backup_setup.sh
C.1.2 Cloud Funding

This section describes a heat stack for deploying Cloud Funding in SCP v2.0.
The following files are involved in the stack creation:

1. CloudFundingFEESingleNode.yaml, that is responsible for creating the stack containing the
VM;

2. CloudFundingFEESingleNode.env, that defines or overrides Heat stack parameters;
3. CloudFunding_setup.sh, this is the main bash shell script for install and configuring the
application;

4. apache_setup.sh, that is responsible for installing Apache HTTP Server version 2.x, creating
the /etc/apache2/sites-available/citybranding.conf file and enabling it, installing the SSL
certificates and configuring the SSL engine in order for the application to be accessible via
secure HTTPS links (Same as Table C-5);

5. mysgldump_prepare-script.sh, that is responsible for executing the backup strategy (Same
as Table C-6);

6. duplicity_setup.sh, that is responsible for configuring the backup environment (Same as
Table C-7);

7. backup_setup.sh, that is responsible for implementing the backup strategy (Same as Table
C-8);

heat_template_version: 2013-05-23
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description: >
Heat template to deploy CloudFunding on an Ubuntu instance using Heat's
software orchestration feature.

parameter_groups:
- label: Duplicity_Parameters
description:
parameters:
- KeyPairPassphrase
- KeyPairEmail
- Encrypt_Sign_Key

parameters:
# The stacks must receive the name of the municipality as a parameter.
# It is used as the activation key name and as a part of the shared volume name.
FQDN_or_IP:
type: string
description : Leave default value if the application is deployed behind a proxy
default: ™

Municipality:
type: string
description : Name of a key pair to enable SSH access to instances.

Appl_Name:
type: string
description : Name of the application.
default: "crowdfunding”

Server_Name:

type: string

description: the name of the server
Admin_Email:

type: string

description: Email SMTP Host address (Return path)
Image:

type: string

description: the name of the boot image

default: trusty-server-cloudimg-amd64-heat-hook
Flavor:

type: string

description: Flavor to use for the Goteo server.

constraints:

- custom_constraint: nova.flavor
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Network_ld:
type: string

Subnet_Id:
type: string

IP_Address:
type: string

DB_Database:
type: string
description: name of the DB
DB_User:
type: string
description: name of the DB User
hidden: true
DB_Password:
type: string
description: DB Password
hidden: true
DB_Dump_Script:
type: string
description: Name of the DB dump (for backup)
default: "dumpmysqgldb.sh”
DB_Dump_File:
type: string
description: Name of the DB dump file (for backup)

Git_User:
type: string
description: name of the Git User for connecting to private account
hidden: true
Git_Password:
type: string
description: Git Password
hidden: true

KeyPairPassphrase:
type: string
description: Private key passphrase required to use the key
hidden: true

KeyPairEmail:
type: string
description: E-mail of the loaded key
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Encrypt_Sign_Key:
type: string
description: Private key ID
hidden: true

resources:

CloudFunding_setup:
type: OS::Heat::SoftwareConfig

properties:
group: script
config:
str_replace:
template: { get_file: fragments/CloudFunding_setup.sh }
params:
__MUNICIPALITY__: {get_param: Municipality}
__Appl_Name__: {get_param: Appl_Name}
__DB_Database__: {get_param: DB_Database}
__DB_User__: {get_param: DB_User}
__DB_Password__: {get_param: DB_Password}
__Git_User__: {get_param: Git_User}
__Git_Password__: {get_param: Git_Password}

apache_setup:
type: OS::Heat::SoftwareConfig
properties:
group: script
config:
str_replace:
template: {get_file: ../../application-common/heat/fragments/apache_setup.sh}
params:
__MUNICIPALITY__: {get_param: Municipality}
__FQDN_or_IP__: {get_param: FQDN_or_IP}
__SERVER_NAME__: {get_param: Server_Name}
__ADMIN_EMAIL__: {get_param: Admin_Email}
__APP_NAME__: {get_param: Appl_Name}
__APP_DIRECTORY__: "crowd-funding"

mysgldump_prepare-script:
type: OS::Heat::SoftwareConfig
properties:
group: script
config:
str_replace:
template: {get_file: ../../application-common/heat/fragments/mysqgldump_prepare-
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script.sh}
params:
__DB_Host__: "MySQLDB"
__DB_User__: {get_param: DB_User}
__DB_Password__: {get_param: DB_Password}

__DB_Database__: {get_param: DB_Database}
__DB_Dump_Script__: {get_param: DB_Dump_Script}
__DB_Dump_File__: {get_param: DB_Dump_File}

duplicity_setup:
type: OS::Heat::SoftwareConfig
properties:
group: script
config:
str_replace:
template: {get_file: ../../application-common/heat/fragments/duplicity_setup.sh}
params:
__KeyPairPassphrase__: {get_param: KeyPairPassphrase}
__Encrypt_Sign_Key__: {get_param: Encrypt_Sign_Key}

backup_setup:
type: OS::Heat::SoftwareConfig

properties:
group: script
config:
str_replace:
template: {get_file: ../../application-common/heat/fragments/backup_setup.sh}
params:
__MUNICIPALITY__: {get_param: Municipality}
__Appl_Name__: {get_param: Appl_Name}

__Encrypt_Sign_Key__: {get_param: Encrypt_Sign_Key}
__Full_Backup_Script__: {get_param: DB_Dump_Script}
__Incremental_Backup_Script__: {get_param: DB_Dump_Script}

CloudFunding_config:

type: OS::Heat::MultipartMime

properties:
parts:
- config: {SCP-get_shellout: "heat stack-show SCP-Common | awk

'/\042output_value\042:/ {print $4}"}

- config: {get_resource: apache_setup}
- config: {get_resource: CloudFunding_setup}
- config: {get_resource: duplicity_setup}
- config: {get_resource: mysqgldump_prepare-script}
- config: {get_resource: backup_setup}

-F

"\042'
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CloudFunding_node_port:
type: OS::Neutron::Port
properties:
network_id: {get_param: Network_ld}
fixed_ips:
- subnet_id: {get_param: Subnet_Id}
ip_address: {get_param: IP_Address}
security_groups: [
SSH_Security_Group,
Zabbix_Security_Group,
WebFEE_Security_Group
]

CloudFunding_instance:

type: OS::Nova::Server

properties:
name: {get_param: Server_Name}
image: {get_param: Image}
flavor:  {get_param: Flavor}
key_name: {get_param: Municipality }
networks:

- port: {get_resource: CloudFunding_node_port}

admin_user: ubuntu
user_data_format: RAW
user_data: {get_resource: CloudFunding_config}

outputs:
instance_ip:
description: The internal IP address of the deployed instance
value: { get_attr: [CloudFunding_instance, first_address] }

Table C-9: CloudFundingFEESingleNode.yaml

parameters:

Municipality: thessaloniki

Appl_Name: cloudfunding

Server_Name: thessaloniki-cloudfunding

Admin_Email: smartcity@thessaloniki.gr

Flavor: elstandard.x?2

Network_ld: {SCP-get_shellout: "neutron net-list | awk '/SCP-Network/ {print $2}"}
Subnet_Id: {SCP-get_shellout: "neutron subnet-list | awk '/SCP-Subnet/ {print $2}"}
IP_Address: "10.20.1.20"

DB_Database: cloudfunding

DB_User: thessaloniki
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DB_Password: rZLcZtHGewtqRTth

DB_Dump_File: "/thessaloniki-cloudfunding/mysqgldump.sqgl”
Git_User: ayian2004

Git_Password: 9Wy%GraFZ9rgfonM

KeyPairPassphrase: 5tOrmC10ud5

KeyPairEmail: Alkiviadis.Giannakoulias@eurodyn.com
Encrypt_Sign_Key: "D4185B7D"

FQDN_or_IP:

Table C-10: CloudFundingFEESingleNode.env

#!/bin/bash -ex

sudo su

cd /

source SCP_Environment.sh

export DBHOST=$SCP_MySQL_Host

export DBUSER=__DB_User__

export DBPASS=__DB_Password__

export NameDB=__DB_Database__

export bckqqt="echo -e '\x60""

export DBNAME="${DBUSER}_...${NameDB}"

export FULLDBNAME="$bckqqt${DBNAME}$bckqgqt"
export DBCOLLATION=$bckqqt'utf8_general_ci'$bckqqt

#DEBIAN_FRONTEND=noninteractive apt-get -y -o Dpkg::Options::="--force-confdef" -o
Dpkg::Options::="--force-confold" dist-upgrade

# Install debconf-get-selections
apt-get -y install debconf-utils mysql-client

# 1. Git clone the application source files

cd /var/www/html

git clone https://__Git_User__:__Git_Password__@github.com/STORM-CLOUDS/Cloud-Funding.git
# this line assumes that the SSH key of console is added on Github

# git clone git@github.com:STORM-CLOUDS/crowd-funding.git

# rename folder
mv /var/www/html/Cloud-Funding /var/www/html/crowd-funding

# Now give appropriate permissions in the directory
chown -R www-data.www-data /var/www/html/crowd-funding

chmod -R 755 /var/www/html/crowd-funding

# prepare database
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mysql —u$DBUSER -p$DBPASS ~h$DBHOST << EOF

DROP DATABASE IF EXISTS $FULLDBNAME;

CREATE DATABASE $FULLDBNAME COLLATE $DBCOLLATION;

COMMIT;

QUIT

EOF

mysql ~-u$DBUSER ~-h$§DBHOST -p$DBPASS $DBNAME < /var/www/html/crowd-funding/db/cloud-
funding.sql

# 4. Edit local-settings.php and add your mysql connection and other details
# PATH

sed -i 's/define("\"PATH"\", '\"/cloud-funding'\");/define("\"PATH"\", "\"'/crowd-funding'\");/g'
/var/www/html/crowd-funding/local-settings.php

# Metadata

sed =i 's/define("\"GOTEO_SITE_NAME"\", "\"CityName'\");/define("\"GOTEO_SITE_NAME"\",

Municipality of __MUNICIPALITY__"");/g" /var/www/html/crowd-funding/local-settings.php

# Database

sed —i 's/define('\"GOTEO_DB_HOST"\", "\"localhost'\");/define("\"GOTEO_DB_HOST'\",
"$DBHOST™);/g" /var/www/html/crowd-funding/local-settings.php

sed -i 's/define("\"GOTEO_DB_SCHEMA"\", "\"cloud-funding'\");/define("\"GOTEO_DB_SCHEMA'\",
"'$DBNAME™");/g" /var/www/html/crowd-funding/local-settings.php

sed -i 's/define("\"GOTEO_DB_USERNAME"\", '\"root'\");/define("\"GOTEO_DB_USERNAME"\",
"$DBUSER™);/g" /var/www/html/crowd-funding/local-settings.php
sed =i 's/define("\"GOTEO_DB_PASSWORD'\", "\""\");/define("\"GOTEO_DB_PASSWORD"\",

"$DBPASS™");/g" /var/www/html/crowd-funding/local-settings.php

# 4. Edit .htaccess
sed -i 's/cloud-funding/crowd-funding/g' /var/www/html/crowd-funding/.htaccess

# Change the ssh configuration to enable password authentication
sed -i 's/.*PasswordAuthentication.*/PasswordAuthentication yes/g' /etc/ssh/sshd_config
restart ssh

sed -i 's/.*error_reporting.*/error_reporting = E_ALL \& ~E_WARNING \& ~E_DEPRECATED |
E_STRICT/g"' /etc/php5/apache2/php.ini

# GlusterFS Volume for municipalityx
scpvolumemount.sh __MUNICIPALITY__ __Appl_Name__
virt_vol=__MUNICIPALITY__"-'__Appl_Name__

if [ -d /$virt_vol/data ]; then
mkdir -p /$virt_vol/data

fi

#clear contents
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rm -rf /$virt_vol/data/*

# move initial contents

cp -a /var/www/html/crowd-funding/data/. /$virt_vol/data/

# Remove data folder

rm -rf /var/www/html/crowd-funding/data/
# create symbolic link
In -s /$virt_vol/data /var/www/html/crowd-funding/data

C.2

C.2.1

Table C-11: CloudFunding_setup.sh

Ayuntamiento de Valladolid

Live the City (Vive)

This section describes a heat stack for deploying Live the City in SCP v2.0.

The following files are involved in the stack creation:

1.

2
3.
4

ViveFEESingleNode.yaml, that is responsible for creating the stack containing the VM;
ViveFEESingleNode.env, that defines or overrides Heat stack parameters;
vive_setup.sh, this is the main bash shell script for install and configuring the application;

apache_setup.sh, that is responsible for installing Apache HTTP Server version 2.x, creating
the /etc/apache2/sites-available/citybranding.conf file and enabling it, installing the SSL
certificates and configuring the SSL engine in order for the application to be accessible via
secure HTTPS links (Same as Table C-5);

mysqldump_prepare-script.sh, that is responsible for executing the backup strategy (Same
as Table C-6);

duplicity_setup.sh, that is responsible for configuring the backup environment (Same as
Table C-7);

backup_setup.sh, that is responsible for implementing the backup strategy (Same as Table
C-3);

heat_template_version: 2013-05-23

description: >

Heat ViveValladolid template to deploy Drupal on an Ubuntu instance using Heat's software

orchestration feature.

parameter_groups:
- label: Duplicity_Parameters

description:
parameters:
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- KeyPairPassphrase
- KeyPairEmail
- Encrypt_Sign_Key

parameters:
# The stacks must receive the name of the municipality as a parameter.
# It is used as the activation key name and as a part of the shared volume name.
FQDN_or_IP:
type: string
description : Leave default value if the application is deployed behind a proxy
default: ™

Municipality:
type: string
description : Name of a key pair to enable SSH access to instances.

Appl_Name:
type: string
description : Name of the application.

Appl_Directory:
type: string
description : Application installation path/directory.

Server_Name:

type: string

description: the name of the server
Admin_Email:

type: string

description: Email SMTP Host address (Return path)
Image:

type: string

description: the name of the boot image

default: trusty-server-cloudimg-amd64-heat-hook
Flavor:

type: string

description: Flavor to use for the WordPress server.

constraints:

- custom_constraint: nova.flavor

Network_ld:
type: string

Subnet_Id:
type: string

IP_Address:
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type: string

DB_Database:
type: string
description: name of the DB
DB_User:
type: string
description: name of the DB User
hidden: true
DB_Password:
type: string
description: name of the DB Password
hidden: true
DB_Dump_Script:
type: string
description: Name of the DB dump (for backup)
default: "dumpmysqldb.sh”
DB_Dump_File:
type: string
description: Name of the DB dump file (for backup)

KeyPairPassphrase:
type: string
description: Private key passphrase required to use the key
hidden: true

KeyPairEmail:
type: string
description: E-mail of the loaded key

Encrypt_Sign_Key:
type: string
description: Private key ID
hidden: true

Git_User:
type: string

description: name of the Git User for connecting to private account

hidden: true
Git_Password:

type: string

description: Git Password

hidden: true

resources:

© STORM CLOUDS 2016

Page 91 of 119




Version 1.0 D3.1.3 - Deployment of the services in the Cloud Infrastructure

vive_setup:
type: OS::Heat::SoftwareConfig
properties:
group: script
config:
str_replace:
template: { get_file: fragments/vive_setup.sh }
params:
__MUNICIPALITY__: {get_param: Municipality}
__Appl_Name__: {get_param: Appl_Name}

__APP_DIRECTORY__: {get_param: Appl_Directory}
__DB_Database__: {get_param: DB_Database}

__DB_User__: {get_param: DB_User}
__DB_Password__: {get_param: DB_Password}
__Git_User__: {get_param: Git_User}
__Git_Password__: {get_param: Git_Password}

apache_setup:
type: OS::Heat::SoftwareConfig
properties:
group: script
config:
str_replace:
template: {get_file: ../../application-common/heat/fragments/apache_setup.sh}
params:
__MUNICIPALITY__: {get_param: Municipality}
__FQDN_or_IP__: {get_param: FQDN_or_IP}
__SERVER_NAME__: {get_param: Server_Name}
__ADMIN_EMAIL__: {get_param: Admin_Email}
__APP_NAME__: {get_param: Appl_Name}
#__APP_DIRECTORY__: {get_param: Appl_Directory}
# Replace line bellow, once all yaml files are updated to allow application's installation
path to be Municipality specific and not application specific
__APP_DIRECTORY__: "vive"

mysgldump_prepare-script:
type: OS::Heat::SoftwareConfig
properties:
group: script
config:
str_replace:
template: {get_file: ../../application-common/heat/fragments/mysqgldump_prepare-
script.sh}
params:
__DB_Host__: "MySQLDB"
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__DB_User__: {get_param: DB_User}
__DB_Password__: {get_param: DB_Password}
__DB_Database__: {get_param: DB_Database}
__DB_Dump_Script__: {get_param: DB_Dump_Script}
__DB_Dump_File__: {get_param: DB_Dump_File}

duplicity_setup:
type: OS::Heat::SoftwareConfig
properties:
group: script
config:
str_replace:
template: {get_file: ../../application-common/heat/fragments/duplicity_setup.sh}
params:
__KeyPairPassphrase__: {get_param: KeyPairPassphrase}
__Encrypt_Sign_Key__: {get_param: Encrypt_Sign_Key}

backup_setup:
type: OS::Heat::SoftwareConfig

properties:
group: script
config:
str_replace:
template: {get_file: ../../application-common/heat/fragments/backup_setup.sh}
params:
__MUNICIPALITY__: {get_param: Municipality}
__Appl_Name__: {get_param: Appl_Name}

__Encrypt_Sign_Key__: {get_param: Encrypt_Sign_Key}
__Full_Backup_Script__: {get_param: DB_Dump_Script}
__Incremental_Backup_Script__: {get_param: DB_Dump_Script}

vive_config:
type: OS::Heat::MultipartMime
properties:
parts:
- config: {SCP-get_shellout: "heat stack-show SCP-Common | awk -F

'/\042output_value\042:/ {print $4}"}
- config: {get_resource: apache_setup}
- config: {get_resource: vive_setup}
- config: {get_resource: duplicity_setup}
- config: {get_resource: mysqgldump_prepare-script}
- config: {get_resource: backup_setup}

vive_node_port:
type: OS::Neutron::Port

"\042'
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properties:
network_id: {get_param: Network_Id}
fixed_ips:
- subnet_id: {get_param: Subnet_Id}
ip_address: {get_param: IP_Address}
security_groups: [
SSH_Security_Group,
Zabbix_Security_Group,
WebFEE_Security_Group
]

vive_instance:

type: OS::Nova::Server

properties:
name: {get_param: Server_Name}
image: {get_param: Image}
flavor:  {get_param: Flavor}
key_name: {get_param: Municipality }
networks:

- port: {get_resource: vive_node_port}
admin_user: ubuntu
user_data_format: RAW
user_data: {get_resource: vive_config}

outputs:
instance_ip:
description: The internal IP address of the deployed instance
value: { get_attr: [vive_instance, first_address] }

Table C-12: ViveFEESingleNode.yaml

parameters:

Municipality: thessaloniki

Appl_Name: vive

Appl_Directory: "/var/www/html/vive"

Server_Name: thessaloniki-vive

Admin_Email: smartcity@thessaloniki.gr

Flavor: elstandard.x?2

Network_ld: {SCP-get_shellout: "neutron net-list | awk '/SCP-Network/ {print $2}"}
Subnet_Id: {SCP-get_shellout: "neutron subnet-list | awk '/SCP-Subnet/ {print $2}'""}
IP_Address: "10.20.1.50"

DB_Database: vive

DB_User: thessaloniki

DB_Password: rZLcZtHGewtgRTth

Git_User: ayian2004
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Git_Password: IWy%GraFZ9rgfonM

DB_Dump_File: "/thessaloniki-vive/mysqgldump.sql"
KeyPairPassphrase: 5tOrmC10ud5

KeyPairEmail: Alkiviadis.Giannakoulias@eurodyn.com
Encrypt_Sign_Key: "D4185B7D"

FQDN_or_IP:

Table C-13: ViveFEESingleNode.env

#!/bin/bash -ex

sudo su

cd /

source SCP_Environment.sh

export DBHOST=$SCP_MySQL_Host

export DBUSER=__DB_User__

export DBPASS=__DB_Password__

export NameDB=__DB_Database__

export bckqqgt="echo -e "\x60""

export DBNAME="${DBUSER}_...${NameDB}"

export FULLDBNAME="$bckqqt${DBNAME}$bckqqt"
export DBCOLLATION=$bckqqt'utf8_general_ci'$bckqqt

apt-get -y install mysql-client-core-5.6 mysql-client-5.6
apt-get -y install unzip

o
# Commented following lines as source code has been moved to github
o
#cd /tmp/

#wget http://gimli.asi-soft.com/ViveValladolid.zip

#unzip ViveValladolid.zip -d /var/www/html

#mv /var/www/html/viveValladolid /var/www/html/vive

#rm -f ViveValladolid.zip
e e b i

# 1. Git clone the application source files

cd /var/www/html

git clone https://__Git_User__:__Git_Password__@github.com/STORM-CLOUDS/Vive.git
mv /var/www/html/Vive __APP_DIRECTORY__

# These lines should be un=commented only when deployed in public cloud @ Enter
# Google Analytics support

#echo "<script>

# (function(i,s,0,9,r,a,m}{i['GoogleAnalyticsObject']=r;i[r]=i[r]||function(){
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# (i[rl.g=ilrl.ql|[]).push(arguments)},i[r].I=1*new Date();a=s.createElement(o),
# m=s.getElementsByTagName(o)[0];a.async=1;a.src=g;m.parentNode.insertBefore(a,m)
# }(window,document,'script’,'/ /www.google-analytics.com/analytics.js','ga");

# ga('create’, 'UA-67737651-2", 'auto’);
# ga('send', 'pageview');

#</script>" >> /var/www/html/vive/index.php

i e i e
# Commented following lines as source code has been moved to github
e i e i g i i
#wget http://gimli.asi-soft.com/db_vive_valladolid.sql.zip

#unzip db_vive_valladolid.sqgl.zip -d /var/www/db

#rm -f db_vive_valladolid.sql.zip
B B e
unzip __APP_DIRECTORY__/db_vive_bk.sql.zip -d /var/www/db

# Required to fix error messages

mkdir /var/www/html/tmp

chown -R www-data.www-data __APP_DIRECTORY__
chown www-data:www-data /var/www/html/tmp

# chmod -R 755 /var/www/html/vive

chown -R www-data.www-data /var/www/db

sed -i 's/'\"database'\" => '\"db_vive_valladolid'\",/'\"database'\" => "$DBNAME",/g'
__APP_DIRECTORY__/sites/default/settings.php
sed —i 's/"\"'username'\" => "\"root'\",/"\"username'\" => "'$DBUSER™, /g’
__APP_DIRECTORY__/sites/default/settings.php
sed -i 's/"\"password'\" => '"\"mysql@Rladna'\",/'\"password'\" => "'$DBPASS",/g'
__APP_DIRECTORY__/sites/default/settings.php
sed -i 's/"\"host'\" => "\"localhost'\",/"\"host"'\" => "'$DBHOST™,/d'

__APP_DIRECTORY__/sites/default/settings.php

# Added to support HTTPS
# echo '$conf['https'] = TRUE;' >> __APP_DIRECTORY__/sites/default/settings.php
echo '$_SERVER['\"HTTPS'\"] = "\"on"\";" >> __APP_DIRECTORY__/sites/default/settings.php

#create database

mysql ~u$DBUSER -p$DBPASS ~h$DBHOST << EOF

DROP DATABASE IF EXISTS $FULLDBNAME;

CREATE DATABASE $FULLDBNAME COLLATE $DBCOLLATION;
COMMIT;
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QuIT
EOF

#populate database
mysql ~-u$ DBUSER -h$DBHOST -p$DBPASS $DBNAME < /var/www/db/db_vive_bk.sqgl
rm -rf /var/www/db

# Mount GlusterFS Volume for municipalityx
scpvolumemount.sh __MUNICIPALITY__ __Appl_Name__
virt_vol=__MUNICIPALITY__'-'__Appl_Name__

# Clean volume
rm -rf /$virt_vol/*

if [! -d /$virt_vol/sites/default/files 1; then
mkdir -p /$virt_vol/sites/default/files
fi

# Change owner of sites directory to www-data
#chown -R www-data.www-data /$virt_vol/sites

# move initial contents

cp -a __APP_DIRECTORY__/sites/default/files/. /$virt_vol/sites/default/files/
# Remove files folder

rm -rf __APP_DIRECTORY__/sites/default/files/

# create symbolic link

In -s /$virt_vol/sites/default/files/ __APP_DIRECTORY__/sites/default/files

Table C-14: vive_setup.sh

C.3  Municipio de Agueda

C.3.1 Have Your Say (PPGIS)

This section describes a heat stack for deploying Have Your Say in SCP v2.0.
The following files are involved in the stack creation:
1. PPGISFEESingleNode.yaml, that is responsible for creating the stack containing the VM;
2. PPGISFEESingleNode.env, that defines or overrides Heat stack parameters;
3. ppgis_setup.sh, this is the main bash shell script for install and configuring the application;

4. apache_setup.sh, that is responsible for installing Apache HTTP Server version 2.x, creating
the /etc/apache2/sites-available/citybranding.conf file and enabling it, installing the SSL
certificates and configuring the SSL engine in order for the application to be accessible via
secure HTTPS links(Same as Table C-5);
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5. postgresqldump_prepare-script.sh, that is responsible for executing the backup strategy;

8. duplicity_setup.sh, that is responsible for configuring the backup environment (Same as

Table C-7);

9. backup_setup.sh, that is responsible for implementing the backup strategy (Same as Table

C-8);

heat_template_version: 2013-05-23

description: >

Heat template to deploy Have Your Say on an Ubuntu

orchestration feature.

parameter_groups:
- label: Mail_Parameters
description:
parameters:
- Support_Email
- SMTP_Host
- SMTP_Port
- SMTP_From
- SMTP_User
- SMTP_Password
- SMTP_Secure

- label: Duplicity_Parameters
description:
parameters:
- KeyPairPassphrase
- KeyPairEmail
- Encrypt_Sign_Key

parameters:

# The stacks must receive the name of the municipality as a parameter.

instance using Heat's software

# It is used as the activation key name and as a part of the shared volume name.

Municipality:
type: string

description : Name of a key pair to enable SSH access to instances.

Appl_Name:
type: string

description : Name of the application.

Server_Name:
type: string

description: the name of the server
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Image:

type: string

description: the name of the boot image

default: trusty-server-cloudimg-amd64-heat-hook
Flavor:

type: string

description: Flavor to use for the WordPress server.

constraints:

- custom_constraint: nova.flavor

Host_URL:
type: string
description: Path of the host URL

Network_ld:
type: string

Subnet_Id:
type: string

IP_Address:
type: string

DB_Database:
type: string
description: name of the DB
DB_User:
type: string
description: name of the DB User
hidden: true
DB_Password:
type: string
description: name of the DB Password
hidden: true
DB_Dump_Script:
type: string
description: Name of the DB dump (for backup)
default: "dumppostgresqldb.sh”
DB_Dump_File:
type: string
description: Name of the DB dump file (for backup)

Support_Email:

type: string

description: Support email for the application
SMTP_Host:

type: string
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description: Email SMTP Host address (Outgoing server)
SMTP_Port:

type: string

description: SMTP Host Port
SMTP_From:;

type: string

description: Email SMTP Host address (Return path)
SMTP_User:

type: string

description: SMTP user name
SMTP_Password:

type: string

description: Password of SMTP user.

hidden: true
SMTP_Secure:

type: string

description: SMTP secure flag.

hidden: false

KeyPairPassphrase:
type: string
description: Private key passphrase required to use the key
hidden: true

KeyPairEmail:
type: string

description: E-mail of the loaded key

Encrypt_Sign_Key:

type: string
description: Private key ID
hidden: true
resources:
ppgis_setup:
type: OS::Heat::SoftwareConfig
properties:
group: script
config:
str_replace:
template: { get_file: fragments/ppgis_setup.sh }
params:
__MUNICIPALITY__: {get_param: Municipality}
__Appl_Name__: {get_param: Appl_Name}
__Host_URL__: {get_param: Host_URL}
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__DB_Database__: {get_param: DB_Database}

__DB_User__: {get_param: DB_User}
__DB_Password__: {get_param: DB_Password}
__Support_Email__: {get_param: Support_Email}
__SMTP_Host__: {get_param: SMTP_Host}
__SMTP_Port__: {get_param: SMTP_Port}
__SMTP_From__: {get_param: SMTP_From}
__SMTP_User__: {get_param: SMTP_User}

__SMTP_Password__: {get_param: SMTP_Password}
__SMTP_Secure__: {get_param: SMTP_Secure}

postgresqgldump_prepare-script:
type: OS::Heat::SoftwareConfig

properties:
group: script
config:
str_replace:
template: {get_file: fragments/postgresqldump_prepare-script.sh}
params:
__DB_Host__: "PostgreSQLDB"
__DB_User__: {get_param: DB_User}
__DB_Password__: {get_param: DB_Password}

__DB_Database__: {get_param: DB_Database}
__DB_Dump_Script__: {get_param: DB_Dump_Script}
__DB_Dump_File__: {get_param: DB_Dump_File}

duplicity_setup:
type: OS::Heat::SoftwareConfig
properties:
group: script
config:
str_replace:
template: {get_file: ../../application-common/heat/fragments/duplicity_setup.sh}
params:
__KeyPairPassphrase__: {get_param: KeyPairPassphrase}
__Encrypt_Sign_Key__: {get_param: Encrypt_Sign_Key}

backup_setup:
type: OS::Heat::SoftwareConfig
properties:
group: script
config:
str_replace:
template: {get_file: ../../application-common/heat/fragments/backup_setup.sh}
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params:
__MUNICIPALITY__: {get_param: Municipality}
__Appl_Name__: {get_param: Appl_Name}

__KeyPairPassphrase__: {get_param: KeyPairPassphrase}
__Encrypt_Sign_Key__: {get_param: Encrypt_Sign_Key}
__Full_Backup_Script__: {get_param: DB_Dump_Script}
__Incremental_Backup_Script__: {get_param: DB_Dump_Script}

ppgis_config:
type: OS::Heat::MultipartMime
properties:
parts:
- config: {SCP-get_shellout: "heat stack-show SCP-Common | awk -F '\042'

'/\042output_value\042:/ {print $4}"}
- config: {get_resource: ppgis_setup}
- config: {get_resource: duplicity_setup}
- config: {get_resource: postgresgldump_prepare-script}
- config: {get_resource: backup_setup}

ppgis_node_port:
type: OS::Neutron::Port
properties:
network_id: {get_param: Network_Id}
fixed_ips:
- subnet_id: {get_param: Subnet_Id}
ip_address: {get_param: IP_Address}
security_groups: [
SSH_Security_Group,
Zabbix_Security_Group,
WebFEE_Security_Group
]

ppgis_instance:

type: OS::Nova::Server

properties:
name: {get_param: Server_Name}
image:  {get_param: Image}
flavor:  {get_param: Flavor}
key_name: {get_param: Municipality }
networks:

- port: {get_resource: ppgis_node_port}

admin_user: ubuntu
user_data_format: RAW
user_data: {get_resource: ppgis_config}
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outputs:
instance_ip:

description: The internal IP address of the deployed instance
value: { get_attr: [ppgis_instance, first_address] }

Table C-15: PPGISFEESingleNode.yaml|

parameters:
Municipality:
Appl_Name:
Server_Name:
Flavor:
Network_ld:
Subnet_Id:
IP_Address:

DB_Database:
DB_User:
DB_Password:

DB_Dump_File:

Support_Email:

SMTP_Host:
SMTP_Port:
SMTP_From:
SMTP_User:

SMTP_Password:

SMTP_Secure:

Host_URL:

KeyPairPassphrase:

KeyPairEmail:

Encrypt_Sign_Key:

thessaloniki
haveyoursay
thessaloniki-haveyoursay
elstandard.x?2
{SCP-get_shellout: "neutron net-list | awk '/SCP-Network/ {print $2}"}
{SCP-get_shellout: "neutron subnet-list | awk '/SCP-Subnet/ {print $2}""}
"10.20.1.40"

haveyoursay

thessaloniki
rZLcZtHGewtgRTth
"/thessaloniki-haveyoursay/postgresqgl.dmp"

smartcity@thessaloniki.gr
mail.thessaloniki.gr
25
smartcity@thessaloniki.gr

false
smartcity.thessaloniki.gr
5t0rmC10ud5

Alkiviadis.Giannakoulias@eurodyn.com
"D4185B7D"

Table C-16: PPGISFEESingleNode.env

#!/bin/bash -ex

cd /

source SCP_Environment.sh

export DBHOST=$SCP_MySQL_Host
export DBUSER=__DB_User__
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export DBPASS=__DB_Password__
export NameDB=__DB_Database__
export DBNAME="${DBUSER}_...${NameDB}"

#export DBUSER=geobox
#export DBPASS=geobox
#export DBNAME=geopublic

DEBIAN_FRONTEND=noninteractive apt-get -y -o Dpkg::Options::="--force-confdef" -o
Dpkg::Options::="--force-confold" install redis-server build-essential subversion graphicsmagick

# install at least one language package
DEBIAN_FRONTEND=noninteractive apt-get -y -o Dpkg::Options::="--force-confdef" -o
Dpkg::Options::="--force-confold" install language-pack-pt

# Create pgpass file for accessing psql from command line
touch /root/.pgpass

chmod 0600 /root/.pgpass

cat << EOF > /root/.pgpass
hostname:5432:*:db_username:db_password
hostname:5432:*:stormjanitor:ylemacamRHMWOTG+
EOF

sed -i 's/hostname/'$DBHOST'/g" /root/.pgpass
#sed -i 's/database/'$DBNAME'/g' /root/.pgpass

sed -i 's/db_username/'$DBUSER'/g" /root/.pgpass
sed -i 's/db_password/'$DBPASS'/g' /root/.pgpass

# Revoke any access to the DB and drop the DB
if psql -h $DBHOST -d postgres -U stormjanitor -w -Iqt | cut -d \| -f 1 | grep -w $DBNAME; then
psql -h $DBHOST -d postgres -U stormjanitor -w << EOF
REVOKE CONNECT ON DATABASE "$ DBNAME" FROM public;
SELECT pg_terminate_backend(pg_stat_activity.pid)
FROM pg_stat_activity
WHERE pg_stat_activity.datname = '$DBNAME’;

DROP DATABASE IF EXISTS "$DBNAME";
\q

EOF

fi

# Create new role

psql -h $DBHOST -d postgres -U stormjanitor -w << EOF

DROP ROLE IF EXISTS "$ DBUSER";

CREATE ROLE "$DBUSER" LOGIN PASSWORD '$DBPASS' SUPERUSER INHERIT CREATEDB CREATEROLE
REPLICATION;
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\q
EOF

# Create new database

psql -h $DBHOST -d postgres -U $DBUSER -w << EOF
CREATE DATABASE "$DBNAME" WITH TEMPLATE
$DBUSER;

\connect "$DBNAME"

CREATE EXTENSION adminpack;

CREATE EXTENSION postgis;

CREATE EXTENSION hstore;

CREATE EXTENSION pgcrypto;

\q
EOF

template0 ENCODING = 'UTF8 OWNER

su ubuntu -c'
cd /home/ubuntu/

# Install node.js

sudo apt-add-repository ppa:chris-lea/node.js -y

sudo DEBIAN_FRONTEND=noninteractive apt-get -y update

sudo DEBIAN_FRONTEND=noninteractive apt-get -y install nodejs
sudo npm install -g forever

sudo npm install -g forever-service

sudo chown -R $USER:$USER ~/.npm

# Install the PPGIS application
if [! -d /home/ubuntu/public_html ]; then
mkdir -p /home/ubuntu/public_html
fi
cd public_html/
svn checkout —--force https://github.com/jgrocha/geopublic/trunk/server .
svn revert -R .
cp server-config-template.json server-config.json
# port where the server run. Port 80 maybe taken by Apache
sed -i "s/\""port\"": [0-9]\+/\""port\"": 80/" server-config.json
# full address
sed -i "s/localhost/__Host_URL__/" server-config.json
# smtps host
sed -i "/\""smtphost\""/c\ \""smtphost\"": \""__SMTP_Host__\""," server-config.json
sed -i "/\""smtpport\""/c\ \"'smtpport\"": __SMTP_Port__," server-config.json

sed -i "/\""smtpfrom\""/c\ \""smtpfrom\"": \""__SMTP_From__\""," server-config.json

sed -i "/\""smtpuser\""/c\ \""smtpuser\"": \""__SMTP_User__\""," server-config.json

sed -i "/\""smtppass\"'/c\ \""smtppass\"": \""__SMTP_Password__\""" server-config.json
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# update server-db.js
cd /home/ubuntu/public_html

sed -i 's#conString = "postgres://geobox:geobox@localhost:5432/geopublic”;#conString =
"postgres://'$DBUSER":'$ DBPASS'@'$DBHOST':5432 /'$DBNAME";#' server-db.js
sed -i 's#conString =  "postgres://geobox:geobox@localhost/geopublic’;#conString =

"postgres://'$DBUSER':'$ DBPASS'@'$ DBHOST'/'$DBNAME™;#' server-db.js

su ubuntu -c'

cd /home/ubuntu/public_html

npm update

svn checkout ——force
https://github.com/jgrocha/geopublic/trunk/client/GeoPublic/build/production/GeoPublic public
svn revert -R public

mkdir —-p uploads

if [! -d /home/ubuntu/public_html/public/participation_data ]; then
mkdir -p /home/ubuntu/public_html/public/participation_data

fi

if [! -d /home/ubuntu/public_html/public/uploaded_images ]; then
mkdir -p /home/ubuntu/public_html/public/uploaded_images

fi

# Populate supporting tables

wget https://raw.githubusercontent.com/jgrocha/geopublic/master/geopublic-20160115-all.sql
wget https://raw.githubusercontent.com/jgrocha/geopublic/master/geopublic-20160115-
data.sql

cd /home/ubuntu/public_html

# Populate supporting tables

psql -h $DBHOST -U $DBUSER $DBNAME -f geopublic-20160115-all.sql
psql -h $DBHOST -U $DBUSER $DBNAME -f geopublic-20160115-data.sql
rm geopublic-20160115-all.sql

rm geopublic-20160115-data.sql

# initial user;

psql -h $DBHOST -U $DBUSER $DBNAME -c "insert into utilizador (idgrupo, email, password,
nome, emailconfirmacao) values(1, 'alkiviadis.giannakoulias@eurodyn.com’,
encode(digest(‘pa55word’, 'shal'), 'hex"), 'Administrator’, true);"

# GlusterFS Volume for municipalityx
scpvolumemount.sh __MUNICIPALITY__ __Appl_Name__
virt_vol=__MUNICIPALITY__'-'__Appl_Name__
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if [! -d /$virt_vol/public ]; then
mkdir -p /$virt_vol/public
fi

#clear contents
rm —rf /$virt_vol/public/*

# move initial contents

cp -a /home/ubuntu/public_html/public/. /$virt_vol/public/
# Remove public folder

rm —-rf /home/ubuntu/public_html/public

# create symbolic link

In -s /$virt_vol/public /home/ubuntu/public_html/public

# Change owner of images directory to www-data

chown -R ubuntu.ubuntu /$virt_vol/public

# This is required to allow the application to run
mkdir —-p /home/ubuntu/public_html/__Appl_Name__
cd /home/ubuntu/public_html/__Appl_Name__

In -s /home/ubuntu/public_html/directppgis .

su ubuntu -c'

# Create the service for the application

cd ~/public_html/

sudo forever-service install -e "NODE_ENV=production" ppgis —--script server.js

# Start the application
sudo start ppgis

Table C-17: ppgis_setup.sh

#!/bin/bash -ex
cd /
source SCP_Environment.sh

export DBHOST=$SCP_MySQL_Host

export DBUSER=__DB_User__

export DBPASS=__DB_Password__

export NameDB=__DB_Database__

export DBNAME="${DBUSER}_...${NameDB}"

#export DBUSER=geobox
#export DBPASS=geobox
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#export DBNAME=geopublic

cat << EOF > ~/backup/__DB_Dump_Script__
#!/bin/bash

# Database
bds=$DBNAME
# export FULLDBNAME=__DB_User__'_..."__DB_Database__

for bd in <bds>

do
echo Processing postgres backup. File to generate : <bd>.dmp
echo Initializing export.

pg_dump -h $DBHOST -p 5432 -U $DBUSER -w -F ¢ -O -v -f __DB_Dump_File__ <bd> >>
~/backup/pg_dump.log 2>&1
done
EOF

sed -i 's/<bds>/$bds/g"' ~/backup/__DB_Dump_Script__
sed -i 's/<bd>/$bd/g"' ~/backup/__DB_Dump_Script__

chmod +x ~/backup/__DB_Dump_Script__

Table C-18: postgresqldump_prepare-script.sh
C.4 City of Miskolc

C.4.1 TiMi

This section describes a heat stack for deploying TiMi in SCP v2.0.
The following files are involved in the stack creation:
1. TiMIFEESingleNode.yaml, that is responsible for creating the stack containing the VM;
2. TiMIiFEESingleNode.env, that defines or overrides Heat stack parameters;
3. TiMi_setup.sh, this is the main bash shell script for install and configuring the application;

4. apache_setup.sh, that is responsible for installing Apache HTTP Server version 2.x, creating
the /etc/apache2/sites-available/citybranding.conf file and enabling it, installing the SSL
certificates and configuring the SSL engine in order for the application to be accessible via
secure HTTPS links (Same as Table C-5);

5. mysqgldump_prepare-script.sh, that is responsible for executing the backup strategy (Same
as Table C-6);

6. duplicity_setup.sh, that is responsible for configuring the backup environment (Same as
Table C-7);
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7. backup_setup.sh, that is responsible for implementing the backup strategy (Same as Table

C-8);

heat_template_version: 2013-05-23

description: >

Heat template to deploy TiMi public place issue Report on an Ubuntu instance using Heat's

software orchestration feature.

parameter_groups:
- label: Duplicity_Parameters
description:
parameters:
- KeyPairPassphrase
- KeyPairEmail
- Encrypt_Sign_Key

parameters:
# The stacks must receive the name of the municipality as a parameter.

# It is used as the activation key name and as a part of the shared volume name.

FQDN_or_IP:
type: string

description : Leave default value if the application is deployed behind a proxy

default: "

Municipality:
type: string
description : Name of a key pair to enable SSH access to instances.

Appl_Name:
type: string
description : Name of the application.
default: "TiMi"

Server_Name:

type: string

description: the name of the server
Admin_Email:

type: string

description: Email SMTP Host address (Return path)
Image:

type: string

description: the name of the boot image

default: trusty-server-cloudimg-amd64-heat-hook
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Flavor:
type: string
description: Flavor to use for the Ubuntu server.
constraints:
- custom_constraint: nova.flavor

Network_ld:
type: string

Subnet_Id:
type: string

IP_Address:
type: string

DB_Database:
type: string
description: name of the DB
DB_User:
type: string
description: name of the DB User
hidden: true
DB_Password:
type: string
description: name of the DB Password
hidden: true
DB_Dump_Script:
type: string
description: Name of the DB dump (for backup)
default: "dumpmysqldb.sh"
DB_Dump_File:
type: string
description: Name of the DB dump file (for backup)

Git_User:
type: string
description: name of the Git User for connecting to private account
hidden: true
Git_Password:
type: string
description: Git Password
hidden: true

KeyPairPassphrase:
type: string
description: Private key passphrase required to use the key
hidden: true
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KeyPairEmail:
type: string
description: E-mail of the loaded key

Encrypt_Sign_Key:

type: string
description: Private key ID
hidden: true
resources:
timi_setup:
type: OS::Heat::SoftwareConfig
properties:
group: script
config:
str_replace:
template: { get_file: fragments/TiMi_setup.sh }
params:
__MUNICIPALITY__: {get_param: Municipality}
__Appl_Name__: {get_param: Appl_Name}
__DB_Database__: {get_param: DB_Database}
__DB_User__: {get_param: DB_User}
__DB_Password__: {get_param: DB_Password}
__Git_User__: {get_param: Git_User}
__Git_Password__: {get_param: Git_Password}

apache_setup:
type: OS::Heat::SoftwareConfig
properties:
group: script
config:
str_replace:

template: {get_file: ../../application-common/heat/fragments/apache_setup.sh}

params:
__MUNICIPALITY__: {get_param: Municipality}
__FQDN_or_IP__: {get_param: FQDN_or_IP}
__SERVER_NAME__: {get_param: Server_Name}
__ADMIN_EMAIL__: {get_param: Admin_Email}
__APP_NAME__: {get_param: Appl_Name}
__APP_DIRECTORY__: "timi"

mysgldump_prepare-script:
type: OS::Heat::SoftwareConfig
properties:
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group: script

config:
str_replace:
template: {get_file: ../../application-common/heat/fragments/mysqgldump_prepare-
script.sh}

params:
__DB_Host__: "MySQLDB"
__DB_User__: {get_param: DB_User}
__DB_Password__: {get_param: DB_Password}

__DB_Database__: {get_param: DB_Database}
__DB_Dump_Script__: {get_param: DB_Dump_Script}
__DB_Dump_File__: {get_param: DB_Dump_File}

duplicity_setup:
type: OS::Heat::SoftwareConfig
properties:
group: script
config:
str_replace:
template: {get_file: ../../application-common/heat/fragments/duplicity_setup.sh}
params:
__KeyPairPassphrase__: {get_param: KeyPairPassphrase}
__Encrypt_Sign_Key__: {get_param: Encrypt_Sign_Key}

backup_setup:
type: OS::Heat::SoftwareConfig

properties:
group: script
config:
str_replace:
template: {get_file: ../../application-common/heat/fragments/backup_setup.sh}
params:
__MUNICIPALITY__: {get_param: Municipality}
__Appl_Name__: {get_param: Appl_Name}

__Encrypt_Sign_Key__: {get_param: Encrypt_Sign_Key}
__Full_Backup_Script__: {get_param: DB_Dump_Script}
__Incremental_Backup_Script__: {get_param: DB_Dump_Script}

timi_config:
type: OS::Heat::MultipartMime
properties:
parts:
- config: {SCP-get_shellout: "heat stack-show SCP-Common | awk -F '\042'

'/\042output_value\042:/ {print $4}"}
- config: {get_resource: apache_setup}
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- config: {get_resource: timi_setup}

- config: {get_resource: duplicity_setup}

- config: {get_resource: mysqgldump_prepare-script}
- config: {get_resource: backup_setup}

timi_node_port:
type: OS::Neutron::Port
properties:
network_id: {get_param: Network_Id}
fixed_ips:
- subnet_id: {get_param: Subnet_Id}
ip_address: {get_param: IP_Address}
security_groups: [
SSH_Security_Group,
Zabbix_Security_Group,
WebFEE_Security_Group
]

timi_instance:

type: OS::Nova::Server

properties:
name: {get_param: Server_Name}
image: {get_param: Image}
flavor:  {get_param: Flavor}
key_name: {get_param: Municipality }
networks:

- port: {get_resource: timi_node_port}
admin_user: ubuntu
user_data_format: RAW
user_data: {get_resource: timi_config}

outputs:
instance_ip:
description: The internal IP address of the deployed instance
value: { get_attr: [timi_instance, first_address] }

Table C-19: TiMIiFEESingleNode.yaml

parameters:
Municipality: miskolc
Appl_Name: timi
Server_Name: miskolc-timi
Admin_Email: admin@test.com
Flavor: elstandard.x3
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Network_ld: {SCP-get_shellout: "neutron net-list | awk '/SCP-Network/ {print $2}"}
Subnet_Id: {SCP-get_shellout: "neutron subnet-list | awk '/SCP-Subnet/ {print $2}'"}
IP_Address: "10.20.4.10"

DB_Database: timi

DB_User: miskolc

DB_Password: F4UXolm1yGUHXTIv

DB_Dump_File: "/miskolc-timi/mysqldump.sql"

Git_User: ayian2004

Git_Password: IWy%GraFZ9rgfonM

KeyPairPassphrase: 5tOrmC10ud5

KeyPairEmail: Alkiviadis.Giannakoulias@eurodyn.com
Encrypt_Sign_Key: "D4185B7D"
FQDN_or_IP:

Table C-20: TiMiFEESingleNode.env

#!/bin/bash -ex

sudo su

cd/

source SCP_Environment.sh

export DBHOST=$SCP_MySQL_Host

export DBUSER=__DB_User__

export DBPASS=__DB_Password__

export NameDB=__DB_Database__

export bckgqt="echo -e '\x60""

export DBNAME="${DBUSER}_...${NameDB}"

export FULLDBNAME="$bckqqt${DBNAME}$bckqgqt"

export DBCOLLATION=$bckqqt'utf8_general_ci'$bckqqt
export APPLICATION_DIRECTORY=/var/www/__Appl_Name__

#apt-get -y install mysql-client-core-5.6 mysql-client-5.6
apt-get -y install php5-curl

apt-get -y install libssh2-php

apt-get -y install unzip

apt-get -y install drush
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# 1. Create database

mysql ~u$DBUSER -p$DBPASS ~h$DBHOST << EOF

DROP DATABASE IF EXISTS $FULLDBNAME;

CREATE DATABASE $FULLDBNAME COLLATE $DBCOLLATION;
COMMIT;

QUIT

EOF

# 2. Update php.ini file

# sed -i '/expose_php/c\expose_php = Off' /etc/php5/apache2/php.ini

# sed -i '/allow_url_fopen/c\allow_url_fopen = Off' /etc/php5/apache2/php.ini

# sed -i '/max_execution_time/c\max_execution_time = 300" /etc/php5/apache2/php.ini

# sed -i '/memory_limit/c\memory_limit = 256M' /etc/php5/apache2/php.ini

# sed -i '/display_errors/c\display_errors = Off' /etc/php5/apache2/php.ini

# sed -i '/session.cache_limiter/c\session.cache_limiter = nocache' /etc/php5/apache2/php.ini
# sed -i '/session.auto_start/c\session.auto_start = 0' /etc/php5/apache2/php.ini

# echo 'magic_quotes_gpc = off' >> /etc/php5/apache2/php.ini

# echo 'register_globals = off' >> /etc/php5/apache2/php.ini

PHP_MEMORY_LIMIT="$(sed -ne '/Amemory_limit/s/[A0-9]//gp' /etc/php5/apache2/php.ini)"
PHP_MAX_EXECUTION_TIME="$(sed -ne '/Amax_execution_time/s/[A0-9]//gp'
/etc/php5/apache2/php.ini)"

if [ "$PHP_MEMORY_LIMIT" -1t 256 ]; then

sed -i '/memory_limit/c\memory_limit = 256M' /etc/php5/apache2/php.ini

fi

if [ "$PHP_MAX_EXECUTION_TIME" -1t 300 ]; then
sed -i '/max_execution_time/c\max_execution_time = 300' /etc/php5/apache2/php.ini
fi

# 3. Update Virtual Host

sed -i '/DocumentRoot/c\ DocumentRoot /var/www/'__Appl_Name__'/public_html'
/etc/apache?2/sites—-available/__Appl_Name__.conf

sed -i '/<Directory/c\ <Directory /var/www/'__Appl_Name__'/public_html>'
/etc/apache?2/sites—-available/__Appl_Name__.conf

sed -i 's/RedirectMatch/#RedirectMatch/g' /etc/apache2/sites-available/__Appl_Name__.conf
service apache? restart

# 4. Create the Directory Structure

mkdir —-p $APPLICATION_DIRECTORY /public_html

chown -R $USER:$SUSER $APPLICATION_DIRECTORY/public_html
chmod -R 755 $APPLICATION_DIRECTORY

# 5. Git clone the application source files
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mkdir -p $APPLICATION_DIRECTORY/github
cd SAPPLICATION_DIRECTORY/github
wget https://github.com/holding-it/timi/archive/master.zip
cd $APPLICATION_DIRECTORY
drush dl drupal-7 --drupal-project-rename=drupal
if [ -d $APPLICATION_DIRECTORY/public_html ]; then
mkdir -p $APPLICATION_DIRECTORY/public_html
fi

cp —avr $APPLICATION_DIRECTORY /drupal/* SAPPLICATION_DIRECTORY/public_html
cp —avr $APPLICATION_DIRECTORY /drupal/.htaccess $APPLICATION_DIRECTORY/public_html
cp —avr $APPLICATION_DIRECTORY /drupal/.gitignore $APPLICATION_DIRECTORY/public_html

cd SAPPLICATION_DIRECTORY/public_html
drush site-install standard --db-url="mysql://'$DBUSER':'$DBPASS'@'$DBHOST'/'$DBNAME"
site—-name=__Appl_Name__ —-yes

if [ -d $APPLICATION_DIRECTORY/public_html/sites/default/files ]; then
rm —-rf $APPLICATION_DIRECTORY/public_html/sites/default/files
fi

if [ -d $APPLICATION_DIRECTORY/public_html/sites/all ]; then
rm —-rf $APPLICATION_DIRECTORY/public_html/sites/all
fi

# 6. Populate database

drush sqgl-drop --database=default —--yes

cd SAPPLICATION_DIRECTORY/github

unzip $SAPPLICATION_DIRECTORY/github/master.zip

mysql -u$DBUSER -h$DBHOST -p$DBPASS $DBNAME < $APPLICATION_DIRECTORY/github/timi-
master/db/timi.sql

# 7. Move contents

cp —-avr $APPLICATION_DIRECTORY/github/timi-master/all
$SAPPLICATION_DIRECTORY/public_html/sites
unzip $SAPPLICATION_DIRECTORY/public_html/sites/all/libraries.zip -d

$SAPPLICATION_DIRECTORY/public_html/sites/all

rm $APPLICATION_DIRECTORY/public_html/sites/all/libraries.zip

unzip $APPLICATION_DIRECTORY /public_html/sites/all/modules.zip -d
$SAPPLICATION_DIRECTORY/public_html/sites/all

rm $APPLICATION_DIRECTORY/public_html/sites/all/modules.zip

unzip $SAPPLICATION_DIRECTORY/public_html/sites/all/themes.zip -d
$SAPPLICATION_DIRECTORY/public_html/sites/all

rm $APPLICATION_DIRECTORY/public_html/sites/all/themes.zip
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cp -avr $APPLICATION_DIRECTORY/github/timi-master/files
SAPPLICATION_DIRECTORY/public_html/sites/default
unzip $SAPPLICATION_DIRECTORY/public_html/sites/default/files/files.zip -d

SAPPLICATION_DIRECTORY/public_html/sites/default
rm $APPLICATION_DIRECTORY/public_html/sites/default/files/files.zip

cp -avr $APPLICATION_DIRECTORY/github/timi-master/mob
$APPLICATION_DIRECTORY/public_html

rm -rf SAPPLICATION_DIRECTORY/github

rm -rf SAPPLICATION_DIRECTORY /drupal

# 8. Update folder rights and permissions

chmod 644 $APPLICATION_DIRECTORY/public_html/sites/default/settings.php
chown -R :www-data $APPLICATION_DIRECTORY/public_html/sites/default/files
chmod -R 775 $APPLICATION_DIRECTORY/public_html/sites/default/files

cd $APPLICATION_DIRECTORY/public_html
drush updb

Table C-21: TiMi_setup.sh
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Annex D Services Multilingualism

The following files are used to provide multilingual content.

D.1 Municipality of Thessaloniki

D.1.1 Virtual City Market

This section describes the set of files that are used for providing multilingual support for the
“Virtual City Market” application in SCP v2.0.

The following files are involved:

1. Strings.inc.js, that contains all strings in Javascript Language - created by transforming the
default.po and application.po files using the “virtual-city-market\php\tools\gettext.php”
script. Strings can be used in Javascript calling the function “__" (double underscore)
e.g.__(“String”);

2. Strings.inc.php, that conatins all strings in PHP Language - created by transforming the
default.po and application.po files using the “virtual-city-market\php\tools\gettext.php”
script. Strings can be used in the application with two forms:

a. In PHP scripts calling the function “_” (underscore) e.g. _(“String”), or

b. In templates using the form {LANG.String};

3. application.po, that contains application specific strings. Strings are extracted from scripts
and templates in the virtual-city-market\templates directory using the “virtual-city-
market\php\tools\gettext.php” script. The “application.po” is then used to create language
specific .po files which are then used to create the respective “Strings.inc.php” and
“Strings.inc.js” files;

4. default.po, that is a base file containing strings which are required by the library classes;

Hence, if someone changes the templates to include some new strings (using any of the forms, for
PHP, Templates or Javascript) she/he needs to:

1. Run “virtual-city-market\php\tools\gettext.php” to prepare the “application.pot” file (new
strings will be extracted from the templates and added to “application.pot”)

2. Update the application.po for each supported language using poedit (Catalog -> Update
from POT File) and the newly updated “application.pot” file

3. Translate and save application.po for each language using poedit (File -> Save)

4. Rerun ‘“virtual-city-market\php\tools\gettext.php” to prepare the “Strings.inc.php” and
“Strings.inc.php” files for each language

The Greek translation files can be found in the project private Github account:
https://github.com/STORM-CLOUDS /Virtual-City-Market/tree/master/lang/el

The Spanish translation files can be found in the project private Github account:
https://github.com/STORM-CLOUDS /Virtual-City-Market/tree/master/lang/es
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D.2  Municipio de Agueda

D.2.1 Have Your Say
This section describes the set of files that are used for providing multilingual support for the
“Have your Say” application in SCP v2.0.

For each supported languages, there should be a file in resources/languages with the name of the
language. To translate the application to Greek, for example, simple copy pt.js to el.js and edit the
translation file, but change only the "translation" string and never the "id" string.

Regarding the emails messages these are created from templates stored in the templates folder.
To update the email messages language, we should edit all templates in that folder. There is a
template for HTML based messages and another for plain text messages.

D.3  Ayuntamiento de Valladolid

D.3.1 Live the City
This section describes the set of files that are used for providing multilingual support for the “Live
the City” application in SCP v2.0.
Since it is a Drupal based application it uses the following PO translation files:

1. Blocks.po

2. Built-in interface.po
3. Contact forms.po
4

Fields.po

(9]

Menu.po
Panels.po
Rules.po

Taxonomy.po

© ® N O

Views.po

Once the files are extracted using Drupal export functionality we should translate them and then
upload them back to the system.
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