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Executive Summary 
Surfing Towards the Opportunity of Real Migration to Cloud-based public Services (STORM CLOUDS) is a 
project partially funded by the European Commission within the 7th Framework Program in the context of the 
CIP project (Grant Agreement No. 621089). 

The project aims to define useful guidelines on how to address the process of moving towards a cloud-based 
solution for Public Authorities and policy makers. These guidelines will be prepared based on direct 
experimentation in at least 4 European cities, creating a set of relevant use cases and best practices. 

Work Package 3 (WP3) of the STORM CLOUDS project aims to adapt the selected services and to integrate 
them to the STORM CLOUDS Platform (SCP) infrastructure created in WP2, while at the same time create the 
tools and procedures to facilitate services migration to the cloud. Once applications are successfully tested in 
the private cloud infrastructure they will be deployed in the pilot cities public cloud infrastructure. 

In this second iterative deliverable release, we address: 

• Deployment of services in the 2nd cloudification cycle. 

• A number of critical issues such as: Security and Data protection. 

• Some aspects regarding a “production ready environment” such as: Automation and High Availability 
(Database Clustering). 

Technical details regarding the adaptation of the services and integration to the cloud infrastructure are 
provided in the Annexes. 

The document is organized into the following sections: 

Section 2 – Security: it describes the necessary modifications to the services in order to address a number of 
security vulnerabilities that were detected in the applications prior to cloudification, such as transport layer 
vulnerabilities, web applications authentication vulnerabilities and application specific security issues. 
Moreover as virtualization technologies have their own vulnerabilities this section describes the actions 
performed to safeguard against them. 

Section 3 – Data protection: it describes the tools and the procedure required to safeguard important 
information from corruption and/or loss, through the use of operational data backup. 

Section 4 – Automation: it describes the tools and the procedure required to automate the deployment of 
applications running on OpenStack IaaS cloud, offering a clear methodology on how interested cities can 
automatically deploy selected services and how municipalities can re-deploy their services in another Cloud 
Service Provider (CSP).  

Section 5 – High Availability: it describes how to use the SCP Database Layer for storing persistent data. This 
new component provides a shared DB environment supporting high availability; the cloudified applications 
take advantage of this feature, rather than installing a private DB on the VM(s) where the application is 
hosted. 

Section 6 – Summary and conclusions 

At the time of writing, adaptation of new services and integration into the private cloud infrastructure (hosted 
on physical infrastructure housed at Hewlett Packard's premises used by project participants for development 
and testing purposes) used the same adaptation procedure and tools described in [12] section 2. 
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1 Introduction 
During the 2nd innovation cycle we have successfully cloudified: 

1. The “Live the city” application from Valladolid that allows citizens to share information about leisure 
events in the city, map located and classified according to its cost and type. 

2. The “CloudFunding” application from Thessaloniki that provides support to local communities in order 
to collect money for social and charitable purposes, by allowing citizens and organisations to co-
finance various projects. 

3. The “City Branding” application from Thessaloniki that promotes the identity of a city using web and 
social media. 

At the same time the applications cloudified during the 1st innovation cycle, namely the PPGIS - Public 
Participation from Agueda, Urbanismo en Red from Valladolid and Virtual-City-Market from Thessaloniki, 
were updated in order to address issues such as: Security and Data protection as well as “production ready 
environment” aspects such as: Automation and High Availability (Database Clustering) 

As a result all applications have: 

• Updated installation/configuration scripts to include the necessary security modifications; 

• Updated configuration scripts to include the necessary software modules for supporting the backup 
strategy; 

• New deployment scripts that take advantage of the latest automation features that the SCP offers. 

Regarding the Virtual-City-Market application, since it belongs to the Services Portfolio, it was re-cloudified in 
order to take advantage of the latest high availability database feature that the SCP offers. 
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2 Security 
As already presented in [13] section 2.7, a number of critical security issues were identified resulting in 
services modifications in order to address them. These are presented below: 

• “Cross Site Scripting” (XSS) security risk, being the most prevalent web application security flaw, whereby 
an attacker’s malicious content is supplied to our application as a result of that content not being properly 
validated or escaped. To address it we have used the OWASP ESAPI reference implementation for HTML 
entity escaping and unescaping as well as JavaScript escaping and unescaping; 

• “Directory listing” security risk, whereby an attacker can simply list directories to find files. To address it 
we have updated the Apache configuration file (httpd.conf) by removing the Indexes from the file; 

• “Insufficient Transport Layer Protection” security risk, caused by not requiring SSL (at least for all sensitive 
pages) allowing an attacker that monitors our network traffic to obtain an authenticated victim’s session 
cookie, itself then replayed to take over the user’s session. To address it we have included an HTTPS 
certificate and requested that all traffic is forwarded to the secure connection (HTTPS). However, new 
vulnerabilities introduced by the HTTPS certificate, such as the RC4 cipher and the POODLE attack 
vulnerability, resulted in the disabling of: 

o TLS 1.0 compression and weak ciphers 

o SSL 3 in our browser and our servers 

•  “Clickjacking” security risk, caused by an attacker that is "hijacking" our clicks meant for the application 
page and routing them to another malicious page. To address it we send proper X-Frame-Options HTTP 
response headers that instruct the browser to not allow framing from other domains. This is done at the 
Apache configuration file. 

2.1 Procedure 

In order to enhance the authentication process, all applications have been updated to support session 
expiration, thus minimizing the time available to an attacker who uses a valid session identifier. In order to 
balance between security and usability, applications have properly selected the timeout values, allowing users 
to complete their operations without frequent session expirations. 

Regarding protection of data in motion we have acquired an HTTPS certificate for the Thessaloniki Virtual-
City-Market application and configured the Apache server to forward all traffic to the secure connection. 
However, as applications don’t deal with sensitive data no encryption is applied for data at rest, apart from 
the OpenStack object storage that is protected using LUKS (Linux Unified Key Setup or LUKS is the standard 
for Linux hard disk encryption). 

Virtualization technologies have their own vulnerabilities such as those coming from the virtual switch, those 
coming from reallocation of resources from one VM to another and vulnerabilities coming from the remote 
administration port that is turned on by default on all VMs. To respectively address these attack vectors: 

• We’ve used layered security mechanisms to increase the security of the system as a whole. This was 
achieved using OpenStack security groups1 in order to define a number of IP firewalling rules that 
describe what kind of network traffic is allowed to go to or come from the VMs. With this solution even if 
a VM is compromised the security group rules continue providing the required level of security because 
they are implemented in the host operating system. 

• We’ve used OpenStack functionality for zeroing all data used by a virtual resource once the resource is 
released. 

• We associated each VM with a valid SSH Keypair. This was then forwarded to the application owners in 
order to allow them to access the VM instances given the public IP address the VM is configured to use. 

                                                 

 

1 http://docs.openstack.org/openstack-ops/content/security_groups.html  

http://docs.openstack.org/openstack-ops/content/security_groups.html
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2.2 Tools 

The penetration testing tools needed to facilitate the security testing procedure are: 

1. An OpenVPN client2 installed on the client machine used for the security testing procedure, in order to 
access the cloud environment; 

2. Zed Attack Proxy (ZAP)3, installed on the client machine used for the security testing procedure; 

3. OpenVAS4, installed on the client machine used for the security testing procedure; 

4. SQL Inject Me5, installed on the client machine used for the security testing procedure; 

5. Qualys SSL Server Test6, installed on the client machine used for the security testing procedure; 

6. Vega7, installed on the client machine used for the security testing procedure. 

The following diagram illustrates the above configuration: 

 

Figure 1: Security testing tools 

                                                 

 

2 Available at https://openvpn.net/index.php/open-source/downloads.html  

3 Available at https://www.owasp.org/index.php/OWASP_Zed_Attack_Proxy_Project  

4 Available at http://www.openvas.org/download.html  

5 Available at https://addons.mozilla.org/en-US/firefox/addon/sql-inject-
me/eula/88410?src=collection&collection_id=203cc10a-26b3-5921-12ef-6ba80b06fe07  

6 Available at https://www.ssllabs.com/ssltest/index.html  

7 Available at https://subgraph.com/vega/  

https://openvpn.net/index.php/open-source/downloads.html
https://www.owasp.org/index.php/OWASP_Zed_Attack_Proxy_Project
http://www.openvas.org/download.html
https://addons.mozilla.org/en-US/firefox/addon/sql-inject-me/eula/88410?src=collection&collection_id=203cc10a-26b3-5921-12ef-6ba80b06fe07
https://addons.mozilla.org/en-US/firefox/addon/sql-inject-me/eula/88410?src=collection&collection_id=203cc10a-26b3-5921-12ef-6ba80b06fe07
https://www.ssllabs.com/ssltest/index.html
https://subgraph.com/vega/


D3.1.2 - Deployment of the services in the Cloud Infrastructure Version 1.0 

© STORM CLOUDS 2015  Page 11 of 100 

 

3 Data Protection 
Data protection is the process of safeguarding important information from corruption and/or loss [2]. 

In this context, the term data protection is used to describe operational backup of data that usually comes in 
the form of incremental backups. The aim of the backup procedure is to keep data from being lost due to 
intentional or unintentional access. As already identified in [14] section 4.5.8 encrypting offsite backups, while 
managing and backing up keys separately is important. 

The backup process is based on the data requirements of the services and the architecture of the SCP 
implemented in WP2 and is done in collaboration with the service owner (municipalities), since they are aware 
of the data that needs to be backed-up. The backup process tries to best exploit the features implemented by 
the IaaS cloud where our VMs are hosted and more specifically Swift, the Object Storage Service 
implemented by OpenStack. [5] 

3.1 Procedure 

The main steps needed for backing up application data are presented below.  

Step 1: Design a Backup Strategy. During this step we analysed several aspects related to the data and/or 
the application(s) managing the data, in order to put together a list of what needs to be backed up, when to 
backup, how long to keep the backup data and how long it takes to restore. This involved the following steps: 
[8], [9], [10] 

• The first step in developing a data backup strategy is to analyze our current data usage. What 
data we store, where we store it and how often we access it are some of the questions we made. In 
the end, our backup analysis established:  

o What electronic data is used; 

o Where the data resides, including folders and/or databases; 

o The approximate amount of data; 

o How often our the data changes, as this affects our decision on how often the data should be 
backed up (for example, data that changes daily should be backed up daily); 

o The sensitivity of data. For critical data, such as a database, we should have redundant 
backup sets that extend back for several backup periods. For sensitive data, we should 
ensure that backup data is encrypted, using public/private key-pair technology; 

o For security reasons, backup data is encrypted using public/private key-pair technology. 

o How quickly we need to recover the data; 

o What’s the best time to schedule backups: scheduling backups when system use is as low as 
possible will speed up the backup process. 

• The second step is to plan for where we will be, not where we are: the amount of data we need to 
backup is only going to increase as time goes by. 

• The third step is to identify the software tools we are going to use. More on the selected software 
tools are presented in 3.2. 

• The fourth step is to select the appropriate backup type/policy, from the primary backup types, 
namely: Full and Incremental. 

A full backup is the most basic and complete type of backup operation. Its primary advantage is that 
a complete copy of all data is available with a single set of media, resulting in minimal recovery time 
objective (RTO). However, it takes longer to perform and it requires more storage space. 

An incremental backup copies only the data that has changed since the last backup operation of any 
type. Its primary advantage is that it copies a smaller amount of data than a full backup, thus 
completing faster, and requiring less storage space. However, restore times might be longer as it may 
be required to utilize multiple sets of media to recover the information needed. 
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From these primary backup types we developed an approach to protecting data. Typically one of 
the following approaches is used: (a) Full daily, (b) Full weekly + Incremental daily. The process of 
taking incremental backups following an initial full backup is known as data deduplication. 

The final choice depends on the required performance levels and data protection levels, the total 
amount of data retained and the cost associated with it, since cloud storage space comes at a cost 
that depends on the service provider.  

• The final step is to choose where we plan to store the backups. Using the cloud environment is 
arguably more resilient to disaster than other technology solutions because it is not physically located 
at the same place as the municipality. Additionally, since our applications are hosted in the cloud we 
also save bandwidth and time taken to transfer the files needed to restart the application correctly. 
However, as already argued, the cost associated with storing the backup data is the most important 
factor. 

The following table presents the backup policy's impact on space for our applications. In these calculations we 
assume a 5% of the data changing daily, the calculations are based on 22 working days in a month and a 
one month retention period.  

Application 5% change Backup scenario Media Space Required 

Public Participation 219 MB 

Full daily 
(weekdays) 

Space for 22 daily full (22 * 219 MB) = 4818 MB 

Full (weekly) + 
Incremental 
(weekdays) 

Full, plus most recent differential since full 

(5 * 219 MB) + (22 * 5%* 219 MB) = 1335.9 MB 

Urbanismo en Red 4,5 GB 

Full daily 
(weekdays) 

Space for 22 daily full (22 *  4,5GB) =  99 GB 

Full (weekly) + 
Incremental 
(weekdays) 

Full, plus most recent differential since full 

(5 *  4,5 GB) + (22 * 5%*  4,5 GB) =  27,45 GB 

Virtual-City-Market 42 MB 

Full daily 
(weekdays) 

Space for 22 daily full (22 * 42 MB) = 924 MB 

Full (weekly) + 
Incremental 
(weekdays) 

Full, plus most recent differential since full 

(5 * 42 MB) + (22 * 5%* 42 MB) = 256.2 MB 

Live the city 50MB 

Full daily 
(weekdays) 

Space for 22 daily full (22 * 50 MB) = 1100 MB 

Full (weekly) + 
Incremental 
(weekdays) 

Full, plus most recent differential since full 

(5 * 50 MB) + (22 * 5%* 50 MB) = 305 MB 

CloudFunding 80MB 

Full daily 
(weekdays) 

Space for 22 daily full (22 * 80 MB) = 1760 MB 

Full (weekly) + 
Incremental 
(weekdays) 

Full, plus most recent differential since full 

(5 * 80 MB) + (22 * 5%* 80 MB) = 488 MB 

City Branding 43MB 

Full daily 
(weekdays) 

Space for 22 daily full (22 * 43 MB) = 946 MB 

Full (weekly) + 
Incremental 
(weekdays) 

Full, plus most recent differential since full 

(5 * 43 MB) + (22 * 5%* 43 MB) = 262.3 MB 

Table 1: Backup policy's impact on space 

It’s apparent that performing a full backup daily requires the largest amount of space, also taking the largest 
amount of time to complete. Alternatively, performing a full backup weekly together with daily incremental 
backups results in the shortest backup time during weekdays and uses the least amount of storage space. 
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Based on the above calculations, we designed the following backup scheme: 

• Incremental backup daily at 04:00 am; 

• Full back every Sunday at 04:00 am; 

• Backup of all the contents of the database (MySQL or PostgreSQL depending on the application); 

• Backup of application specific information (the location of the data depends on the application, see 
table below); 

• Encrypt backup data both for storage and transmission; 

• Store all backups in the cloud 

It was also decided to use a dedicated ‘backup’ directory for grouping all backup data (database and 
applications folders) resulting in better organisation and visualisation. 

Moreover ensuring that data is ready for being backed-up before the scheduled time is an important aspect, 
as preparing data for backup takes time. Since our backup strategy includes database backup we need to 
make sure that the database dump is ready before the scheduled backup time. This resulted in some form of 
orchestration, such as stopping the application using the database, extracting data and verifying that the 
extraction process has finished without errors. 

The following table provides some application specific information used for customizing the general backup 
scheme described above: 

Application Specific Data 
Backup 
Space 

Public 
Participation 

/home/ubuntu/public_html 184 MB 

Urbanismo en Red /urbr/app 24,3 GB 

Virtual-City-
Market 

/var/www/html/virtual-city-market/ directory excluding the cache folder 213 MB 

Live the city /var/www/html/viveValladolid/sites/default/files 242 MB 

CloudFunding 
/var/www/html/crowd-funding/ directory excluding the bin, cache, cli, 
includes, layouts, libraries and tmp folders 

377 MB 

City Branding /var/www/html/citybranding 186 MB 

Table 2: Backup application specific information 

Step 2: Generate a Key-Pair on the Client Machine. It's worth noticing that we could create the key pair 
directly on the VM because “gpg” is also available on Ubuntu (see [15]). However, it is good practice to keep 
a copy of the keys outside the VMs using them. The reason is that VMs are “ephemeral” meaning that once a 
VM is deleted we are not anymore able to decrypt our backup data when restored. In addition, creating 
key-pairs requires some level of “entropy” for ensuring randomness in the generation. Key generation 
software packages collect randomness “from hardware sources, either pre-existing ones such as mouse 
movements or specially provided randomness generators” [16] a situation that cannot be reproduced on VMs. 

Step 3: Prepare the VM for Backup. This step involves: 

1. Importing the key pair we created in the previous step in a secure way for preventing malicious 
intruders from stealing or compromising our keys. SFTP can be used but, considering that the file is 
pretty short, we should open it on the client machine, cut the contents, connect to the VM using SSH, 
open a file on the VM with a text editor, and paste. 

2. “Guarantee” gpg that the keys we've just imported are trusted. The reason for this is the “web of 
trust” model PGP is based on, since in order for a public key to be trusted, it requires either 1 
“ultimate” trust certificate (typically where we personally have verified the identities of the people 
involved), or 3 “marginal” trust certificates (where somebody we know, who knows somebody we 
know... has signed the certificate we picked the public key from). The reason our own key isn't trusted, 
in this case, is because we did not export the trust relationships from the previous gpg instance 
(Gpg4Win installed on our client machine). 
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3. Install Duplicity on the VM. Moreover we should install the OpenStack CLI components that allow our 
VM to interoperate with OpenStack namely the: 

a. keystone client that is used for authentication, and the  

b. swift client that is used to upload, download and list files (a.k.a. objects) in the cloud 

4. Provide Duplicity with the credentials (i.e. username and password) for connecting to OpenStack, the 
API URL for connecting and the API version. 

Step 4: Implement the Backup Strategy. After addressing the aspects indicated in step 1, we implemented 
bash scripts that: 

1. Import the key pair; 

2. Trust the imported key; 

3. Install Duplicity on the VM; 

4. Create the full and incremental backup scripts; 

5. Create scheduled jobs (cron job scheduler) to plan and execute these tasks. 

Step 6: Validation tests. As a best practice, we tested our backup solution after being implemented in order 
to ensure that it is working as intended. Moreover we periodically re-test our applications to ensure they’re 
functional and data is being backed up appropriately. This not only will help us identify problems in our 
backup setup, but will also train municipalities’ personnel to quickly and efficiently recover files in the event 
that this becomes necessary. 

Validation included tests on the restore mechanism. More specifically both incremental and full backups were 
used to successfully bring the applications to a previous operational state. 

3.2 Tools 

The tools needed to facilitate the backup procedure are: 

1. duplicity8 a free software package implementing “encrypted bandwidth-efficient backup, using the 
rsync algorithm”. Duplicity supports several storage back-ends used for keeping the backup data, 
Swift included. Duplicity runs on POSIX-like operating systems and we need to install it directly on the 
machine we want to backup data of. 

2. An OpenVPN client9 installed on the client machine used for the backup procedure, in order to 
access the cloud environment; 

3. An implementation of the OpenPGP standard as defined by RFC4880 (also known as PGP). If the 
client machine used for the backup procedure is a Windows machine we suggest using Gpg4Win10 a 
convenient tool for accessing the most relevant functions implemented by "gpg" that includes a 
Graphical User Interface, namely Kleopatra; 

4. A terminal client (e.g. Putty11  SSH) for accessing the VM running in the cloud environment; 

5. An open-source SFTP client for uploading the key-pair to the VMs, in a secure manner. If the client 
machine used for the backup procedure is a Windows machine we suggest using the WinSCP client12. 
Instead if the client machine used is a Linux machine we suggest using the FileZilla client13. 

                                                 

 

8 Available at http://duplicity.nongnu.org/  

9 Available at https://openvpn.net/index.php/open-source/downloads.html  

10 Available at http://www.gpg4win.org/  

11 Available at http://www.chiark.greenend.org.uk/~sgtatham/putty/download.html  

12 Available at http://winscp.net/eng/download.php  

http://duplicity.nongnu.org/
https://openvpn.net/index.php/open-source/downloads.html
http://www.gpg4win.org/
http://www.chiark.greenend.org.uk/~sgtatham/putty/download.html
http://winscp.net/eng/download.php


D3.1.2 - Deployment of the services in the Cloud Infrastructure Version 1.0 

© STORM CLOUDS 2015  Page 15 of 100 

 

The following diagram illustrates the above configuration: 

 

 

Figure 2: Backup tools 

                                                                                                                                                                  

 

13 Available at https://filezilla-project.org/  

https://filezilla-project.org/
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4 Automation 
In order to enable the automatic transferability of the services to the cloud, a set of tools and procedures 
have been designed and implemented. This will allow both interested cities to automatically deploy selected 
services from the cloud-based services portfolio and municipalities to re-deploy their services in another CSP. 

The automatic deployment is obtained using Heat, the OpenStack “orchestration engine to launch multiple 
composite cloud applications based on templates in the form of text files that can be treated like code” [17]. 
The aim of orchestration is to create a human- and machine-accessible service for managing the entire 
lifecycle of infrastructure and applications within the SCP cloud environment.  

To use Heat, we write a Heat Template that ‘declares’ the ‘list of objects’ to create in the cloud in order to 
host the application. The objects mentioned in a Heat Template are actually IaaS elements such as virtual 
machines, virtual volumes, virtual network trunks, virtual routers, etc. When we want to deploy an application 
in the cloud, we only need to submit a Heat Template to Heat that, in turn, creates all the objects listed in the 
template. 

But as applications are hosted in virtual machines we need to instruct them on how to deploy and configure 
the software. This cannot be obtained solely using Heat Orchestration Templates (HOT) but requires some 
more ‘conventional’ language that can be interpreted by the operating system (or some software) running on 
the VM. For this purpose, we use bash shell scripts that are automatically ‘sent’ to the VM for being 
interpreted when it boots. 

The following scripting languages are used for implementing automation: 

• YAML (Heat): used for creating IaaS objects (virtual machines, virtual volumes, virtual network trunks, 
virtual routers, etc) using OpenStack Heat. 

• Bash Shell: used for configuring the virtual machines. 

4.1 Procedure 

The main steps needed for automating the deployment of services to the cloud are presented below. 

Step 1: Automate software installation and configuration. Before we start the automation process we must 
implement bash shell scripts necessary to: 

1. Configure the VM hosting the application and 

2. Install and configure the application and its dependencies. 

This is a necessary step as it will ensure that the bash scripts are working properly before moving into 
creating the Heat template. This way we reduce the complexity of having to identify what went wrong in case 
the deployment was unsuccessful. 

Step 2: Integrate with Heat and execute the template. In this step we create Heat scripts, using the Heat 
template format (see [18]), that describe the infrastructure (servers, floating IPs, security groups, ports) of the 
cloud applications, integrating the software installation and configuration scripts made at the previous step. 

Step 3: Validation. Validation of the automation process in STORM-CLOUDS is made in collaboration with the 
municipalities and includes functional tests in order to ensure that the deployed application performs as 
designed. 
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4.2 Tools 

The tools needed in order to facilitate the automation procedure are: 

1. An OpenVPN client14 installed on the client machine used for the automation procedure, in order to 
access the cloud environment; 

2. Windows PowerShell installed on the client machine used for executing the OpenStack Heat scripts; 

3. Heat client installed on the client machine used for the automation procedure. As is with other 
OpenStack services, low-level access to Heat is available through a REST API. There are two Heat 
clients: 

a. a stand-alone command line client and  

b. a web-based client included with Horizon. 

However working with a stand-alone command line client is more convenient and the rest of the 
documentation assumes this approach. Additionally we should note that in order to be able to run 
Heat from the CLI we should ensure that the ports for OpenStack services are open in the VPN 
connection. 

The following diagram illustrates the above configuration: 

 

Figure 3: Automation tools 

                                                 

 

14 Available at https://openvpn.net/index.php/open-source/downloads.html  

https://openvpn.net/index.php/open-source/downloads.html
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5 High Availability 
In information technology, High Availability (HA) refers to the availability of systems and/or components in 
the aftermath of a failure. Availability is measured relative to “100% operational” or “never failing”. [19]  

HA can be implemented using clustering, in order to increase the systems uptime. Generally speaking high 
availability is implemented using a group of machines, collectively called a high availability cluster, where 
the workload of a failed machine is automatically and quickly taken over by a different machine in the 
cluster. [6] 

During the 2nd innovation cycle we have decided to implement DB high availability, taking advantage of the 
database layer that has been implemented at the SCP level. Instead of deploying the application databases 
on the same virtual machine where applications are installed, we assume that the DB service is made 
available as a ‘shared service’ (all the applications use the same DB service implementing High Availability), 
at a well-known IP address. 

5.1 Procedure 

The main steps needed for making use of the DB service are presented below. 

Step 1: Update database related configuration files. As the DB service is available at a well-known IP 
address, the application configuration files related to the location of the database must be updated. 

The following table provides the application specific configuration files used for configuring the location and 
access parameters of the database. 

Application Configuration files 

Public Participation /etc/postgresql/9.3/main/postgresql.conf 

Urbanismo en Red /urbr/database/PostgreSQL/8.4/data/postgresql.conf 

Virtual-City-Market /var/www/html/virtual-city-market/config.inc.php 

Live the city /var/www/html/viveValladolid/sites/default/settings.php 

CloudFunding /var/www/html/crowd-funding/local-settings.php 

City Branding /var/www/html/citybranding/configuration.php 

Table 3: Backup application specific information 

Step 2: Validation. The validation of service is realised in collaboration with the municipalities and includes 
functional tests to ensure that the deployed application performs as designed. 

5.2 Tools 

The tools needed in order to facilitate the process are identical to the automation procedure. 
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6 Summary and Conclusions 
This document has described the deployment of new services to the cloud infrastructure for customization and 
testing as well as the necessary modifications to the services in order to address a number of security 
vulnerabilities detected in the applications prior to cloudification. In addition, we describe the actions 
performed to safeguard against vulnerabilities coming from virtualization technologies. 

The procedure and the tools for operational data backup, required to safeguard important information from 
corruption and/or loss, have also been presented. Using duplicity, the OpenStack CLI keystone and 
OpenStack Swift, we have successfully implemented the designed backup strategy.  

Another implemented feature is the automatic transferability of the services to the cloud. Both the procedure 
and the tools required have been discussed in this document, thus constituting a clear methodology on how 
interested cities can automatically deploy selected services and how municipalities can re-deploy their 
services in another CSP. 

For the newly cloudified applications we have described how to use the newly developed SCP Database 
Layer that supports the Active-Passive Cluster high availability database deployment model. 

The document is the second of a four issues series aimed describing the steps needed to adapt services to the 
cloud paradigm and the steps needed for replicating these services in the cloud infrastructure of the pilot 
cities. What we have presented in this issue is procedures and supporting tools to enable the creation of a 
generic cloud-based services portfolio. 

In the next release, we will continue with more aspects of the development of the “production ready 
environment” for all cloudified applications. The purpose is that they can all benefit from the inclusion of High 
Availability (Database Clustering) and Monitoring (Zabbix) in the SCP platform. Any modifications made to 
the applications to support new SCP features will also be documented including any code refactoring for 
improving the modularity and reusability of the offered tools. In this way, the technical evolution of the tools 
can be tracked, while, at the same time, capturing the “lessons learned” during the cloudification process, 
which is one of the main objectives of the project. 



Version 1.0  D3.1.2 - Deployment of the services in the Cloud Infrastructure  

 

Page 20 of 100  © STORM CLOUDS 2015 

 

References 

[1] STORM CLOUDS Consortium, “Surfing Towards the Opportunity of Real Migration to CLOUD-based 
public Services”, November 2013 

[2] “Data protection”, by Margaret Rouse, August 2013, 
http://searchstorage.techtarget.com/definition/data-protection  

[3] “Protecting Personal Data in Online Services: Learning from the mistakes of others”, UK Information 
Commissioner’s Office, May 2014, https://ico.org.uk/media/for-
organisations/documents/1042221/protecting-personal-data-in-online-services-learning-from-the-
mistakes-of-others.pdf  

[4] “OpenStack Security Guide” (http://docs.openstack.org/sec/) 

[5] “How To Install Python, pip, and virtualenv on Windows with PowerShell”, Tyler Butler, May 2012, 
http://www.tylerbutler.com/2012/05/how-to-install-python-pip-and-virtualenv-on-windows-with-
powershell/  

[6] http://docs.openstack.org/openstack-ops/content/storage_decision.html  

[7] D2.2.2 “Storm Clouds Platform Architectural Design”, M. Consonni, A. Milani, February 2015 

[8] “Cloud computing issues”, Wikipedia, https://en.wikipedia.org/wiki/Cloud_computing_issues  

[9] “9 Questions You Must Ask Yourself When Planning a Backup Strategy”, Microsoft Press book Microsoft 
Windows Server 2008 Administrator’s Pocket Consultant by William R. Stanek, chapter 16, 
https://ptgmedia.pearsoncmg.com/images/9780735627116/samplepages/9780735627116.pdf 

[10] “Implementing Your Backup Strategy”, Kevin Lo, Elliot Harmon, 2015 TechSoup Global, 
http://www.techsoup.org/support/articles-and-how-tos/implementing-your-backup-strategy  

[11] “Backup Best Practices and Strategies”, 2013, Lawyers’ Professional Indemnity Company, 
http://www.practicepro.ca/Technology/pdf/Backup-Best-Practices-and-Strategies.pdf  

[12] D3.1.1 “Deployment of the services in the Cloud Infrastructure for Cloudification customization and 
testing”, Alkiviadis Giannakoulias, June 2015 

[13] D4.3 “Privacy and security measures”, Alkiviadis Giannakoulias, August 2015 

[14] D4.1.1 “Ethical Issues and Data Protection Report”, Alkiviadis Giannakoulias, December 2014 

[15] “GnuPrivacyGuardHowto”, https://help.ubuntu.com/community/GnuPrivacyGuardHowto  

[16] Entropy (computing), Wikipedia, http://en.wikipedia.org/wiki/Entropy_%28computing%29 

[17] OpenStack Heat, https://wiki.openstack.org/wiki/Heat  

[18] Heat Orchestration Template (HOT) specification, 
http://docs.openstack.org/developer/heat/template_guide/hot_spec.html  

[19] High Availability (HA) definition, Margaret Rouse, September 2005, 
http://searchdatacenter.techtarget.com/definition/high-availability  

 

http://searchstorage.techtarget.com/definition/data-protection
https://ico.org.uk/media/for-organisations/documents/1042221/protecting-personal-data-in-online-services-learning-from-the-mistakes-of-others.pdf
https://ico.org.uk/media/for-organisations/documents/1042221/protecting-personal-data-in-online-services-learning-from-the-mistakes-of-others.pdf
https://ico.org.uk/media/for-organisations/documents/1042221/protecting-personal-data-in-online-services-learning-from-the-mistakes-of-others.pdf
http://docs.openstack.org/sec/
http://www.tylerbutler.com/2012/05/how-to-install-python-pip-and-virtualenv-on-windows-with-powershell/
http://www.tylerbutler.com/2012/05/how-to-install-python-pip-and-virtualenv-on-windows-with-powershell/
http://docs.openstack.org/openstack-ops/content/storage_decision.html
https://en.wikipedia.org/wiki/Cloud_computing_issues
https://ptgmedia.pearsoncmg.com/images/9780735627116/samplepages/9780735627116.pdf
http://www.techsoup.org/support/articles-and-how-tos/implementing-your-backup-strategy
http://www.practicepro.ca/Technology/pdf/Backup-Best-Practices-and-Strategies.pdf
https://help.ubuntu.com/community/GnuPrivacyGuardHowto
http://en.wikipedia.org/wiki/Entropy_%28computing%29
https://wiki.openstack.org/wiki/Heat
http://docs.openstack.org/developer/heat/template_guide/hot_spec.html
http://searchdatacenter.techtarget.com/definition/high-availability


D3.1.2 - Deployment of the services in the Cloud Infrastructure Version 1.0 

© STORM CLOUDS 2015  Page 21 of 100 

 

Annex A Services Deployment  

A.1 Ayuntamiento de Valladolid 

A.1.1 “Live the city” Application 

A.1.1.1 Installation and configuration commands list 

After installing the VM and configuring the network access (see D3.1.1) we used Putty and issued the 
following list of commands to install and configure the application on the cloud infrastructure: 

$ sudo su 

$ vi /etc/hostname 

and replace with the name of the application, i.e. viveValladolid 

$vi /etc/hosts 

Here update line 1 with 127.0.0.1 viveValladolid 

 

$ vi /etc/resolv.conf 

Here update to allow traffic to pass through DNS server with nameserver 10.15.5.22 

$ reboot 

$ apt-get update 

Install Apache HTTP Server version 2.x : 

$ apt-get install –y apache2 

Install MySQL version 5.0 or greater and  

$ apt-get install mysql-server 

During the installation process you will be prompted to enter a password for the MySQL root user. 
Type “mysql@R1adna” for example but make a note on the password as it will be needed later.  

If debconf-get-selections isn’t installed install it: 

$ apt-get install debconf-utils 

otherwise type:  

$ debconf-get-selections | grep mysql-server 

Install PHP version 5.3 or greater 

$ apt-get install –y php5 libapache2-mod-php5 php5-mcrypt php5-common php5-mysql 

Get the application source files and unzip them 

$ apt-get -y install unzip 

$ cd /tmp/ 

$ wget http://gimli.asi-soft.com/ViveValladolid.zip  

$ unzip ViveValladolid.zip -d /var/www/html 

$ rm -f ViveValladolid.zip 

Get the application database contents 

$ wget http://gimli.asi-soft.com/db_vive_valladolid.sql.zip 

$ unzip db_vive_valladolid.sql.zip -d /var/www/db 

$ rm -f db_vive_valladolid.sql.zip 

$ mysql -uroot -pmysql@R1adna << EOF  

Create database db_vive_valladolid; 

use db_vive_valladolid; 

source /var/www/db/db_vive_valladolid.sql 

exit 

EOF 

Use the mysql@R1adna password for user root that 
we have created previously 

Note the database name (db_vive_valladolid) as it 
will be used later 

http://gimli.asi-soft.com/ViveValladolid.zip
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Create tmp directory and change ownership to www-data to make it accessible by apache 

$ mkdir /var/www/html/tmp 

$ chown www-data:www-data /var/www/html/tmp 

Change ownership to www-data for viveValladolid and db folders to make them accessible by apache 

$ chown -R www-data.www-data /var/www/html/viveValladolid 

$ chown -R www-data.www-data /var/www/db 

Update $ vi /etc/apache2/apache2.conf by adding the AllowOverride for the /var/ww directory from None 
to All. 

<Directory /var/www> 

    Options Indexes FollowSymLinks 

    AllowOverride All 

    Require all granted 

</Directory> 

Restart apache: $ service apache2 restart 

Table 4: Live the city Application Deployment 

A.1.1.2 Backup Setup 

A.1.1.2.1 Setting up Duplicity  

In this section we will present the required steps to install and setup duplicity on the VM we need to take a 
backup. 

1. First we should generate a key-pair on the client machine: 

a. Download Gpg4Win from http://www.gpg4win.org/  

b. Follow the installation instructions described at http://www.gpg4win.org/doc/en/gpg4win-
compendium_11.html  

c. Run Kleopatra, the Gpg4Win certificate manager with a GUI. 

Click on "Start" menu, select "All Programs", select "Gpg4Win" folder and click on "Kleopatra": 

 

The Kleopatra user interface is shown bellow: 

http://www.gpg4win.org/
http://www.gpg4win.org/doc/en/gpg4win-compendium_11.html
http://www.gpg4win.org/doc/en/gpg4win-compendium_11.html
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In order to create a new certificate we should click on “File” and select “New Certificate”. The 
following dialogue appears: 

 

Click on the first option “Create a personal OpenPGP key pair”. A new dialogue will appear, 
asking to fill the following parameters: our name, email address and a comment. 
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Once the parameters are entered we should click on the “Next” button. A new dialogue will 
appear asking us to review our certificate parameters before proceeding to create the 
certificate: 

 

Upon clicking the “Create Key” button a new window pop-ups asking us to enter a “Passphrase”, 
a sort of password we'll be required to type whenever we want to use the private key that is 
going to be generated. We should choose an easy-to-remember but hard to break secret 
passphrase15. While we type the passphrase, Kleopatra indicates how “strong” is the passphrase 
security-wise. 

                                                 

 

15 Follow the indications of the Gpg4win-Compendium Chapter 4: The passphrase, available at 
http://www.gpg4win.org/documentation.html 

http://www.gpg4win.org/documentation.html
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 “5t0rmAr1adna” 

To assist the creation of the required random numbers we could do some activity (move the 
mouse, start disk-intensive activity, etc.). To make sure that we did not make any typing errors, the 
system will prompt to enter the passphrase twice. Confirm entry by pressing the “OK” button. 

 

As soon as the key pair creation has been successful, we will see the following dialog: 
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We should then click on “Make a Backup of Your Key Pair” for producing an ASCII file containing 
both the private and the public key we've just created. Make sure that the “ASCII armor” setting 
is enabled as shown bellow. 

 

Once the certificate is exported we will be presented with the following dialogue. 

 

To finalise the creation we should press the “Finish” button at the “Certification Creation Wizard”. 
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2. Secondly we should import the key-pair we've generated on the client machine. To make sure that 
the transfer is done in a secure way we should use SFTP and upload the key to the /home/ubuntu 
directory. 

After connecting to the VM we should issue: 

$ cd /home/ubuntu/backup 

$ gpg --import duplicityKey.asc 

According to the following screenshot the key was imported. 

 

To verify that the key was imported we can see the list of public keys, and the list of private keys. 

$ gpg --list-keys 

That results in: 

 

$ gpg --list-secret-keys 

That results in: 

 

3. Then we should provide some kind of “guarantee” that the key we've imported is trusted. We can 
“force” gpg on the server to trust by submitting the following commands: 
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$ gpg --edit-key alkiviadis.giannakoulias@eurodyn.com 

$ gpg> trust 

 On the question “Your decision?” we should type 5 and after confirming our selection we should type 
quit to exit gpg environment. 

As a result, now we can use the public key to encrypt. 

 

4. Then we should install and test Duplicity. The following commands should be issued: 

$ sudo apt-get -y install gnupg2 

$ sudo apt-get -y install duplicity 

$ sudo apt-get -y install python-keystoneclient 

$ sudo apt-get -y install python-swiftclient 

The keystone client16 and the swift client17 are used by Duplicity for saving the backup data to the 
Object Storage but it needs some information about the OpenStack cloud we want to use. 

                                                 

 

16 OpenStack Identity API 

mailto:alkiviadis.giannakoulias@eurodyn.com
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In order to provide Duplicity with the credentials for connecting to OpenStack we should open a new 
file, for example "~/SCP_duplicity.rc", with a text editor and enter the following text: 

# For encrypting and signing 
export PASSPHRASE=<YourKeyPairPassphrase>18 
export SIGN_PASSPHRASE=<YourKeyPairPassphrase> 
 
# Access to OpenStack 
export SWIFT_USERNAME="<TenantName>19:<Username>20" 
export SWIFT_PASSWORD="<Password>21" 
export SWIFT_AUTHURL="<APIURL>22" 
export SWIFT_AUTHVERSION="2" 
the <APIURL> can be found by selecting “Compute | Access & Security | API Access” at OpenStack 
Horizon's page and look at the “Identity” row: 

 

Figure 4: OpenStack Horizon (Compute | Access & Security | API Access) 

# For encrypting and signing 
export PASSPHRASE=5t0rmAr1adna 
export SIGN_PASSPHRASE=5t0rmAr1adna 
 
# Access to OpenStack 

                                                                                                                                                                  

 

17 OpenStack highly available, distributed, eventually consistent object/blob store 

18 is the passphrase we  specified when we created the key pair 

19 is the name of the OpenStack tenant we are using 

20 is the OpenStack username we are using 

21 is the OpenStack password we are using 

22 is the URL of the keystone API URL of the OpenStack we want to upload the backup data to 
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export SWIFT_USERNAME=”storm-enter:europeandynamics” 
export SWIFT_PASSWORD="vmK+xo5m8NW4H5aD” 
export SWIFT_AUTHURL=”http: //10.15.5.98:5000/v2.0” 
export SWIFT_AUTHVERSION=”2” 
 

Then we should source the file using: 

$ source SCP_duplicity.rc 

 

To test Duplicity we can create a directory with some files we want to backup. 

$ cd ~ 

$ mkdir test 

$ touch test/file{1..100} 

To take a backup submit the following command: 

$ duplicity  --encrypt-sign-key=10FAFE7E ~/test swift://test 

That results in the following screen: 

 

 

We can see that our backup is actually saved in the object storage by looking at the OpenStack 
Horizon interface: 
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Add a new file to ~/test directory and launch the backup again. 

$ touch ~/test/anewfile 

$ duplicity  --encrypt-sign-key=10FAFE7E ~/test swift://test 

 

Duplicity reports the differences found since the latest backup and performs the backup again. We 
can verify that a new file triplet has been uploaded on Swift: 



Version 1.0  D3.1.2 - Deployment of the services in the Cloud Infrastructure  

 

Page 32 of 100  © STORM CLOUDS 2015 

 

 

To verify the status of the backup collection we should issue the following command: 

$ duplicity collection-status swift://test  

That results in the following screen 

 

As we can see from the above screen the first is a full backup, the second is incremental; this results in 
resource savings as less space is used in the cloud and less network traffic has been generated for 
uploading. 

5. Test that we can restore the last backup. To do so we should be submitting the following command: 

$ duplicity restore swift://test restore_1 

That results in the following screen 
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We can verify that we really restored the last backup by listing the contents of restore_1 directory 
and check that “anewfile” is there. 

In case we want to restore the first backup, we need to specify a timestamp earlier to the one used 
for the second backup: 

$ duplicity restore swift://test -t 2015-05-04T23:39:00 restore_2 

If we access the restore_2 folder we will see that it doesn’t contain the file “anewfile”. 

 

If we need to remove an incremental backup we need to issue the following command, using an 
appropriate date parameter: 

$ duplicity remove-older-than 2015-05-05T12:00:00 --force swift://test 

 

If we need to make a new full backup then we should issue: 
$ duplicity full --encrypt-sign-key=10FAFE7E ~/test swift://test 

6. Finally we should pack all these commands in a batch file preferably running on a daily basis. We 
will use the cron23 job scheduler to plan and execute these tasks. 

Let's say the script is called /scripts/backup.sh, and we want to run it every morning at 4 A.M. 

To edit the crontab, use: 

crontab -e 

The information we must include is (in order of appearance): 

1. A number m representing the minute of the hour; 

2. A number h representing the hour of the day; 

3. A number dom representing the day of the month; 

4. A number mon representing the month of the year; 

5. A number dow representing the day of the week; and 

6. the command we want to be run exactly as it would appear on the command line. 

In our case this translates to the following entry: 

0 4 * * * /scripts/backup.sh 

The “*” instructs cron to run the job “every” day, month and year 

A.1.1.2.2 MySQL Database Backup 

Using mysqldump and duplicity we can perform a full back using the following list of commands 
(backup_full.sh). 

#!/bin/bash 
source /home/ubuntu/backup/SCP_duplicity.rc 
 
if [ ! -d /home/ubuntu/backup ]; then 

                                                 

 

23 cron itself is named after "chronos," the Greek word for time. 
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    mkdir -p /home/ubuntu/backup 
fi 
 
if [ ! -d /home/ubuntu/backup/db ]; then 
    mkdir -p /home/ubuntu/backup/db 
fi 
 
if [ ! -d /home/ubuntu/backup/db/sql ]; then 
    mkdir -p /home/ubuntu/backup/db/sql 
fi 
cd /home/ubuntu/backup 
 
$(which mysqldump) -uariadna -p5t0rmAr1adna vive_valladolid --add-drop-database --lock-tables > 
./db/sql/vive_valladolid.sql 
$(which duplicity) full --encrypt-sign-key=10FAFE7E /home/ubuntu/backup/db/sql/ swift://vive_db 
$(which duplicity) remove-all-but-n-full 3 --force swift://vive _db 

 

To perform the incremental backup we issue the following list of commands (backup_incremental.sh). 

#!/bin/bash 
source /home/ubuntu/backup/SCP_duplicity.rc 
 
if [ ! -d /home/ubuntu/backup ]; then 
    mkdir -p /home/ubuntu/backup 
fi 
 
if [ ! -d /home/ubuntu/backup/db ]; then 
    mkdir -p /home/ubuntu/backup/db 
fi 
 
if [ ! -d /home/ubuntu/backup/db/sql ]; then 
    mkdir -p /home/ubuntu/backup/db/sql 
fi 
cd /home/ubuntu/backup 
 
$(which mysqldump) -uariadna -p5t0rmAr1adna vive_valladolid --add-drop-database --lock-tables > 
./db/sql/vive_valladolid.sql 
$(which duplicity) --encrypt-sign-key=10FAFE7E /home/ubuntu/backup/db/sql/ swift://vive_db 

 

To program these two jobs so that we have a full back every Sunday at 04:00 am and incremental ones daily 
at 04:00am we edit crontab: 

$ crontab –e 

And on the editor add: 

00 04 * * 0 /home/ubuntu/backup/backup_full.sh >> /home/ubuntu/backup/backup.log 

00 04 * * 1-6 /home/ubuntu/backup/backup_incremental.sh >> /home/ubuntu/backup/backup.log 

 

To verify that cron jobs was updated: 

$ crontab –l 

That results in the following: 
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A.1.1.2.3 Application Folders Backup 

The following the list of commands for backing up application specific folders using duplicity. 

$ sudo mkdir /home/ubuntu/backup 

$ cd /home/ubuntu/backup 

$ source /home/ubuntu/backup/SCP_duplicity.rc 

$ duplicity --encrypt-sign-key=10FAFE7E /var/www/html/viveValladolid/sites/default/files swift://vive_files 

A.1.1.2.4 Setting the correct date/time on the VM 

Before we setup a cron job we should make sure that the VM has the correct timestamp, otherwise our backup 
will be wrong. To set the correct time issue: 

$ sudo dpkg-reconfigure tzdata 

And here select Europe/Rome 

To set the time issue: 

$ sudo date --set=“YYYY-MM-DD hh:mm:ss.ms” && date --rfc-3339=ns 

Where: 

• MM is a two digit month, between 01 to 12 

• DD is a two digit day, between 01 and 31, with the regular rules for days according to month and 
year applying 

• hh is two digit hour, using the 24-hour period so it is between 00 and 23 

• mm is two digit minute, between 00 and 59 

• YYYY is the year presented as a four digit number 

• ss is two digit seconds. Notice the period ‘.’ before the ms 

• ms is a three digit number for milliseconds 
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A.1.2 UeR Application 

Since this application was cloudified during the 1st round but didn’t include any backup mechanism we will 
present it in this section. The steps for setting up duplicity are the same as the ones presented in A.1.1.2.1 

A.1.2.1 Backup Setup 

A.1.2.1.1 PostgreSQL Database Backup 

Using pg_dump and duplicity we can perform a full back using the following list of commands (backup_full.sh). 

#!/bin/bash 
source /home/ubuntu/backup/SCP_duplicity.rc 
 
# Database 
BACKUP_DIRECTORY=/home/ubuntu/backup 
log=$BACKUP_DIRECTORY/$data.log 
 
 
if [ ! -d BACKUP_DIRECTORY ]; then 
    mkdir -p BACKUP_DIRECTORY 
fi 
 
cd $BACKUP_DIRECTORY 
rm -rf $BACKUP_DIRECTORY/* 
 
bds="geopublic" 
 
if [ ! -a /home/ubuntu/.pgpass ]; then 
    echo 'localhost:5432:*:geobox:geobox' >> /home/ubuntu/.pgpass 
    chmod 600 /home/ubuntu/.pgpass 
fi 
 
# db passwords should be in /backup/.pgpass 
for bd in $bds 
do 
    backupfile=$BACKUP_DIRECTORY/$bd.dmp 
    echo Processing postgres backup. File to generate : $backupfile 
    echo Initializing export. 
  
    pg_dump -h localhost -p 5432 -U geobox --no-password -F c -O -v -f $backupfile $bd >> $log 2>&1 
done 
 
$(which duplicity) full --encrypt-sign-key=10FAFE7E $BACKUP_DIRECTORY swift://PPGIS_db 
$(which duplicity) remove-all-but-n-full 3 --force swift://PPGIS_db 
 
echo Finished! 

 

To perform the incremental backup we issue the following list of commands (backup_incremental.sh). 

#!/bin/bash 
source /home/ubuntu/backup/SCP_duplicity.rc 
 
# Database 
BACKUP_DIRECTORY=/home/ubuntu/backup 
log=$BACKUP_DIRECTORY/$data.log 
 
 
if [ ! -d BACKUP_DIRECTORY ]; then 
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    mkdir -p BACKUP_DIRECTORY 
fi 
 
cd $BACKUP_DIRECTORY 
rm -rf $BACKUP_DIRECTORY/* 
 
bds="geopublic" 
 
if [ ! -a /home/ubuntu/.pgpass ]; then 
    echo 'localhost:5432:*:geobox:geobox' >> /home/ubuntu/.pgpass 
    chmod 600 /home/ubuntu/.pgpass 
fi 
 
# db passwords should be in /backup/.pgpass 
for bd in $bds 
do 
    backupfile=$BACKUP_DIRECTORY/$bd.dmp 
    echo Processing postgres backup. File to generate : $backupfile 
    echo Initializing export. 
  
    pg_dump -h localhost -p 5432 -U geobox --no-password -F c -O -v -f $backupfile $bd >> $log 2>&1 
done 
 
$(which duplicity) --encrypt-sign-key=10FAFE7E $BACKUP_DIRECTORY swift://PPGIS_db 

 

To program these two jobs so that we have a full back every Sunday at 04:00 am and incremental ones daily 
at 04:00am we edit crontab: 

$ crontab –e 

And on the editor add: 

00 04 * * 0 /home/ubuntu/backup/backup_full.sh >> /home/ubuntu/backup/backup.log 

00 04 * * 1-6 /home/ubuntu/backup/backup_incremental.sh >> /home/ubuntu/backup/backup.log 

To verify that cron jobs was updated we issue the same list of commands as before (see A.1.1.2.2). 

A.1.2.1.2 Application Folders Backup 

The following the list of commands for backing up application specific folders using duplicity. 

$ sudo mkdir /home/ubuntu/backup 

$ cd /home/ubuntu/backup 

$ source /home/ubuntu/backup/SCP_duplicity.rc 

$ duplicity --encrypt-sign-key=10FAFE7E --exclude '/urbr/app/geoserver.war.aytova/**' --exclude 
'/urbr/app/geoserver.war.bak/**'   --exclude '/urbr/app/geoserver.war.org/**'  --include /urbr/app/ 
swift://UeR_appl 
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A.2 Thessaloniki pilot 

A.2.1 Virtual-City-Market 

A.2.1.1.1 Setting up Duplicity  

Since this application was cloudified during the 1st round but didn’t include any backup mechanism we will 
present it in this section. The steps for setting up duplicity are the same as the ones presented in A.1.1.2.1 

However, we present the screenshots showing the generated key-pair: 

 

Importing the key-pair is shown bellow: 

 

To verify that the key was imported as before we issue: 

$ gpg --list-keys 

That results in: 

 

$ gpg --list-secret-keys 

That results in: 
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To provide some kind of “guarantee” that the key we've imported is trusted we issue the same commands as 
before: 

 

A.2.1.2 Backup Setup 

A.2.1.2.1 MySQL Database Backup 

Using mysqldump and duplicity we can perform a full back using the following list of commands 
(backup_full.sh). 

#!/bin/bash 
source /home/ubuntu/backup/SCP_duplicity.rc 
 
if [ ! -d /home/ubuntu/backup ]; then 
    mkdir -p /home/ubuntu/backup 
fi 
 
if [ ! -d /home/ubuntu/backup/db ]; then 
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    mkdir -p /home/ubuntu/backup/db 
fi 
 
if [ ! -d /home/ubuntu/backup/db/sql ]; then 
    mkdir -p /home/ubuntu/backup/db/sql 
fi 
cd /home/ubuntu/backup 
 
$(which mysqldump) -uthessaloniki -pth355a10n1k1 virtual_city_market --add-drop-database --lock-tables 
> /home/ubuntu/backup/db/sql/virtual_city_market.sql 
$(which duplicity) full --encrypt-sign-key=DE6877E3 /home/ubuntu/backup/db/sql/ swift://VCM_db 
$(which duplicity) remove-all-but-n-full 3 --force swift://vive _db 

 

To perform the incremental backup we issue the following list of commands (backup_incremental.sh). 

#!/bin/bash 
source /home/ubuntu/backup/SCP_duplicity.rc 
 
if [ ! -d /home/ubuntu/backup ]; then 
    mkdir -p /home/ubuntu/backup 
fi 
 
if [ ! -d /home/ubuntu/backup/db ]; then 
    mkdir -p /home/ubuntu/backup/db 
fi 
 
if [ ! -d /home/ubuntu/backup/db/sql ]; then 
    mkdir -p /home/ubuntu/backup/db/sql 
fi 
cd /home/ubuntu/backup 
 
$(which mysqldump) -uthessaloniki -pth355a10n1k1 virtual_city_market --add-drop-database --lock-tables > 
/home/ubuntu/backup/db/sql/virtual_city_market.sql 
$(which duplicity) --encrypt-sign-key= DE6877E3 /home/ubuntu/backup/db/sql/ swift://VCM_db 

 

To program these two jobs so that we have a full back every Sunday at 04:00 am and incremental ones daily 
at 04:00am we edit crontab: 

$ crontab –e 

And on the editor add: 

00 04 * * 0 /home/ubuntu/backup/backup_full.sh >> /home/ubuntu/backup/backup.log 

00 04 * * 1-6 /home/ubuntu/backup/backup_incremental.sh >> /home/ubuntu/backup/backup.log 

To verify that cron jobs was updated we issue the same list of commands as before (see A.1.1.2.2). 

A.2.1.2.2 Application Folders Backup 

The following the list of commands for backing up application specific folders using duplicity. 

$ sudo mkdir /home/ubuntu/backup 

$ cd /home/ubuntu/backup 

$ source /home/ubuntu/backup/SCP_duplicity.rc 

$(which duplicity) --encrypt-sign-key=DE6877E3 --exclude '/var/www/html/virtual-city-market/cache/**' --
include /var/www/html/virtual-city-market/ --exclude '/var/www/html/**' /var/www/html/ swift://VCM_files 
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A.2.2 CloudFunding 

A.2.2.1 Installation and configuration commands list 

After installing the VM and configuring the network access (see D3.1.1) we used Putty and issued the 
following list of commands to install and configure the application on the cloud infrastructure: 

$ sudo su 

$ vi /etc/hostname 

and replace with the name of the application, i.e. cloudfunding 

$vi /etc/hosts 

Here update line 1 with 127.0.0.1 cloudfunding 

 

$ vi /etc/resolv.conf 

Here update to allow traffic to pass through DNS server with nameserver 10.15.5.22 

$ reboot 

$ apt-get update 

Install Apache HTTP Server version 2.x : 

$ apt-get install –y apache2 

Install MySQL version 5.0 or greater and  

$ apt-get install –y mysql-server 

During the installation process you will be prompted to enter a password for the MySQL root user. Type 
“mysql” for example but make a note on the password as it will be needed later.  

If debconf-get-selections isn’t installed install it: 

$ apt-get install –y debconf-utils 

 

otherwise type:  

$ debconf-get-selections | grep mysql-server 

Install PHP version 5.3 or greater 

$ apt-get install –y php5 

$ apt-get install –y php5-mysql 

Git clone the application source files 

$ apt-get install –y git 

$ cd /var/www/html 

$ git clone https://github.com/icos-urenio/CloudFunding.git 

$ mysql -uroot -pmysql << EOF  

Create database crowd_funding; 

use crowd_funding; 

source ./crowd_funding/db/goteo.sql 

exit 

EOF 

Use the mysql password for user root that we have 
created previously 

Note the database name (crowd_funding) as it will 
be used later 

Edit local-settings.php and add your mysql connection and other details 

$ vi /var/www/html/crowd_funding/local-settings.php 

<?php 
 
// Application path 
define('PATH', '/crowd-funding'); // application path 
 
// Metadata 
define('GOTEO_SITE_NAME', 'Thessaloniki'); 

https://github.com/icos-urenio/CloudFunding.git
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define('GOTEO_META_TITLE', 'CloudFunding'); 
define('GOTEO_META_DESCRIPTION', 'Social network for co-financing and collaborating with innovative 
projects that further the common good'); 
define('GOTEO_META_KEYWORDS', 'crowdfunding'); 
define('GOTEO_META_AUTHOR', 'Lambros Makris (lmak@iti.gr)'); 
define('GOTEO_META_COPYRIGHT', 'Copyright 2015 Urenio'); 
 
//Amazon Web Services Credentials 
define("AWS_KEY", "--------------"); 
define("AWS_SECRET", "----------------------------------"); 
define("AWS_REGION", "-----------"); 
 
//Mail management: ses (amazon), phpmailer (php library) 
define("MAIL_HANDLER", "phpmailer"); 
 
// Database 
define('GOTEO_DB_DRIVER', 'mysql'); 
define('GOTEO_DB_HOST', 'localhost'); 
define('GOTEO_DB_PORT', 3306); 
define('GOTEO_DB_CHARSET', 'UTF-8'); 
define('GOTEO_DB_SCHEMA', 'crowd_funding'); 
define('GOTEO_DB_USERNAME', 'root'); 
define('GOTEO_DB_PASSWORD', 'mysql'); 
 
// Mail 
define('GOTEO_MAIL_FROM', 'noreply@example.com'); 
define('GOTEO_MAIL_NAME', 'example.com'); 
define('GOTEO_MAIL_TYPE', 'smtp'); // mail, sendmail or smtp 
define('GOTEO_MAIL_SMTP_AUTH', true); 
define('GOTEO_MAIL_SMTP_SECURE', 'ssl'); 
define('GOTEO_MAIL_SMTP_HOST', 'smtp--host'); 
define('GOTEO_MAIL_SMTP_PORT', '--portnumber--'); 
define('GOTEO_MAIL_SMTP_USERNAME', 'smtp-usermail'); 
define('GOTEO_MAIL_SMTP_PASSWORD', 'smtp-password'); 
 
define('GOTEO_MAIL', 'info@example.com'); 
define('GOTEO_CONTACT_MAIL', 'info@example.com'); 
define('GOTEO_FAIL_MAIL', 'fail@example.com'); 
define('GOTEO_LOG_MAIL', 'sitelog@example.com'); 
 
/* This is to send mailing by Amazon SES*/ 
//Quota limit, 24 hours 
define('GOTEO_MAIL_QUOTA', 50000); 
//Quota limit for newsletters, 24 hours 
define('GOTEO_MAIL_SENDER_QUOTA', round(GOTEO_MAIL_QUOTA * 0.8)); 
// Amazon SNS keys to get bounces automatically: 'arn:aws:sns:us-east-1:XXXXXXXXX:amazon-ses-bounces' 
define('AWS_SNS_CLIENT_ID', 'XXXXXXXXX'); 
define('AWS_SNS_REGION', 'us-east-1'); 
define('AWS_SNS_BOUNCES_TOPIC', 'amazon-ses-bounces'); 
define('AWS_SNS_COMPLAINTS_TOPIC', 'amazon-ses-complaints'); 
 
/** 
 * The locale options are used to define regional settings for 
 * things such as language, local legal forms, etc. 
 */ 
$config['locale'] = array( 
    // default interface language 
    'default_language' => 'en', 
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    // root directory of language files (relative to root of Goteo install) 
    'gettext_root' => 'locale', 
    // name of the gettext .po file (used for admin only texts at the moment) 
    'gettext_domain' => 'messages', 
    // gettext files are cached, to reload a new one requires to restart Apache which is stupid (and annoying 
while 
    //        developing) this setting tells the langueage code to bypass caching by using a clever file-renaming 
    // mechanism described in http://blog.ghost3k.net/articles/php/11/gettext-caching-in-php 
    'gettext_bypass_caching' => false, 
    // use php implementation (true) or apache module (false)? 
    // See this blogpost to understand why using the apache module is not a good idea 
    // unles you really know what you are doing 
    // http://blog.spinningkid.info/?p=2025 
    'gettext_use_php_implementation' => true, 
 
    // Social Security Number (or personal iscal number depending on country) 
    'social_number_required' => false, // is this an absolute must? 
    'function_validate_social_number' => 'Check::nif', // if it is, which function should we call to validate it? 
This may take into account local variations 
 
    // VAT validation configuration 
    'vat_required' => false, // is it an absolute must? 
    'function_validate_vat' => 'Check::vat', // if it is, which function should we call to validate it? This may take 
into account local variations 
); 
 
/** 
 * The options array contains configuration settings for optional features 
 * such as enhanced privacy. 
 */ 
$config['options'] = array( 
    // avoid all trackers (e.g. facebook, google and all other JS based tracking APIs) 
    'enhanced-privacy' => true 
); 
// Language 
define('GOTEO_DEFAULT_LANG', $config['locale']['default_language']); 
 
// url (this will change on Goteo v3) 
define('SITE_URL', 'https://smartcity.thessaloniki.gr/crowd-funding'); // endpoint url 
define('SRC_URL', 'https://smartcity.thessaloniki.gr/crowd-funding');  // host for statics 
define('SEC_URL', 'https://smartcity.thessaloniki.gr/crowd-funding');  // with SSL certified 
 
//Sessions 
//session handler: php, dynamodb 
define("SESSION_HANDLER", "php"); 
 
//Files management: s3, file 
define("FILE_HANDLER", "file"); 
 
//Log file management: s3, file 
define("LOG_HANDLER", "file"); 
 
// environment: local, beta, real 
define("GOTEO_ENV", "local"); 
 
//S3 bucket (if you set FILE_HANDLER to s3) 
define("AWS_S3_BUCKET", "static.example.com"); 
define("AWS_S3_PREFIX", ""); 
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//bucket para logs (if you set LOG_HANDLER to s3) 
define("AWS_S3_LOG_BUCKET", "bucket"); 
define("AWS_S3_LOG_PREFIX", "applogs/"); 
 
// Cron params (for cron processes using wget) 
define('CRON_PARAM', '--------------'); 
define('CRON_VALUE', '--------------'); 
 
 
/**************************************************** 
Paypal constants (sandbox) 
* Must set cretentials on library/paypal/paypal_config.php as well 
****************************************************/ 
define('PAYPAL_REDIRECT_URL', '---Sandbox/Production-url-----
https://www.sandbox.paypal.com/webscr&cmd='); 
define('PAYPAL_DEVELOPER_PORTAL', '--developper-domain--'); 
define('PAYPAL_DEVICE_ID', '--domain--'); 
define('PAYPAL_APPLICATION_ID', '--PayPal-app-Id---'); 
define('PAYPAL_BUSINESS_ACCOUNT', '--mail-like-paypal-account--'); 
define('PAYPAL_IP_ADDRESS', '127.0.0.1'); 
 
/**************************************************** 
TPV [Bank Name] (depends on your bank) 
****************************************************/ 
define('TPV_MERCHANT_CODE', 'xxxxxxxxx'); 
define('TPV_REDIRECT_URL', '--bank-rest-api-url--'); 
define('TPV_ENCRYPT_KEY', 'xxxxxxxxx'); 
 
/* 
Any other payment system configuration should be setted here 
*/ 
 
/**************************************************** 
Social Services constants  (needed to login-with on the controller/user and library/oauth) 
****************************************************/ 
// Credentials Facebook app 
define('OAUTH_FACEBOOK_ID', '-----------------------------------'); // 
define('OAUTH_FACEBOOK_SECRET', '-----------------------------------'); // 
 
// Credentials Twitter app 
define('OAUTH_TWITTER_ID', '-----------------------------------'); // 
define('OAUTH_TWITTER_SECRET', '-----------------------------------'); // 
 
// Credentials Linkedin app 
define('OAUTH_LINKEDIN_ID', '-----------------------------------'); // 
define('OAUTH_LINKEDIN_SECRET', '-----------------------------------'); // 
 
// Un secreto inventado cualquiera para encriptar los emails que sirven de secreto en openid 
define('OAUTH_OPENID_SECRET','-----------------------------------'); 
 
// recaptcha ( to be used in /contact form ) 
define('RECAPTCHA_PUBLIC_KEY','-----------------------------------'); 
define('RECAPTCHA_PRIVATE_KEY','-----------------------------------'); 
 
/**************************************************** 
Google Analytics 
****************************************************/ 
define('GOTEO_ANALYTICS_TRACKER', ''); 
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?> 

Update $ vi /etc/apache2/sites-available/000-default.conf by adding the following lines before the 
closing </VirtualHost> 

<Directory /var/www/html/crowd-funding> 

Options Indexes FollowSymLinks 

AllowOverride All 

</Directory> 

Update $ vi /etc/apache2/sites-enabled/000-default.conf by adding the following lines before the 
closing </VirtualHost> 

Directory /var/www/html/ crowd-funding > 

Options Indexes FollowSymLinks 

AllowOverride All 

</Directory> 

Retrieve runtime configuration regarding modules from Apache: $ a2query –m 

If we don’t see the mod_rewrite (or simply rewrite) module installed and enabled then enable it: 

$ a2enmod rewrite 

Restart apache: $ service apache2 restart 

Change the ssh configuration to enable password authentication 

$ vi /etc/ssh/sshd_config 

From: To: 

PasswordAuthentication no PasswordAuthentication yes 

Restart ssh service: $ restart ssh 

Edit $ vi /etc/php5/apache2/php.ini 

error_reporting = E_ALL & ~E_DEPRECATED | E_STRICT  error_reporting = E_ALL & ~E_WARNING & 
~E_DEPRECATED | E_STRICT 

Change the directory name in the following line of the .htaccess file 

From: To: 

RewriteBase / RewriteBase /crowd-funding/ 

Table 5: Crowd-funding Application Deployment 

A.2.2.2 Backup Setup 

A.2.2.2.1 MySQL Database Backup 

Using mysqldump and duplicity we can perform a full back using the following list of commands 
(backup_full.sh). 

#!/bin/bash 
source /home/ubuntu/backup/SCP_duplicity.rc 
 
if [ ! -d /home/ubuntu/backup ]; then 
    mkdir -p /home/ubuntu/backup 
fi 
 
if [ ! -d /home/ubuntu/backup/db ]; then 
    mkdir -p /home/ubuntu/backup/db 
fi 
 
if [ ! -d /home/ubuntu/backup/db/sql ]; then 
    mkdir -p /home/ubuntu/backup/db/sql 
fi 
cd /home/ubuntu/backup 
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$(which mysqldump) -uroot -pmysql crowd_funding --add-drop-database --lock-tables > 
/home/ubuntu/backup/db/sql/crowd_funding.sql 
$(which duplicity) full --encrypt-sign-key=DE6877E3 /home/ubuntu/backup/db/sql/ 
swift://CrowdFund_db 
$(which duplicity) remove-all-but-n-full 3 --force swift://CrowdFund_db 

 

To perform the incremental backup we issue the following list of commands (backup_incremental.sh). 

#!/bin/bash 
source /home/ubuntu/backup/SCP_duplicity.rc 
 
if [ ! -d /home/ubuntu/backup ]; then 
    mkdir -p /home/ubuntu/backup 
fi 
 
if [ ! -d /home/ubuntu/backup/db ]; then 
    mkdir -p /home/ubuntu/backup/db 
fi 
 
if [ ! -d /home/ubuntu/backup/db/sql ]; then 
    mkdir -p /home/ubuntu/backup/db/sql 
fi 
cd /home/ubuntu/backup 
 
$(which mysqldump) -uroot -pmysql crowd_funding --add-drop-database --lock-tables > 
/home/ubuntu/backup/db/sql/crowd_funding.sql 
$(which duplicity) --encrypt-sign-key= DE6877E3 /home/ubuntu/backup/db/sql/ swift://CrowdFund_db 

 

To program these two jobs so that we have a full back every Sunday at 04:00 am and incremental ones daily 
at 04:00am we edit crontab: 

$ crontab –e 

And on the editor add: 

00 04 * * 0 /home/ubuntu/backup/backup_full.sh >> /home/ubuntu/backup/backup.log 

00 04 * * 1-6 /home/ubuntu/backup/backup_incremental.sh >> /home/ubuntu/backup/backup.log 

To verify that cron jobs was updated we issue the same list of commands as before (see A.1.1.2.2). 

A.2.2.2.2 Application Folders Backup 

The following the list of commands for backing up application specific folders using duplicity. 

$ sudo mkdir /home/ubuntu/backup 

$ cd /home/ubuntu/backup 

$ source /home/ubuntu/backup/SCP_duplicity.rc 

$(which duplicity) --encrypt-sign-key=DE6877E3 /var/www/html/crowd-funding/ swift://CrowdFund_files 
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A.2.3 City-Branding 

A.2.3.1 Installation and configuration commands list 

After installing the VM and configuring the network access (see D3.1.1) we used Putty and issued the 
following list of commands to install and configure the application on the cloud infrastructure: 

$ sudo su 

$ vi /etc/hostname 

and replace with the name of the application, i.e. citybranding 

$vi /etc/hosts 

Here update line 1 with 127.0.0.1 cloudfunding 

 

$ vi /etc/resolv.conf 

Here update to allow traffic to pass through DNS server with nameserver 10.15.5.22 

$ reboot 

$ apt-get update 

Install Apache HTTP Server version 2.x : 

$ apt-get install –y apache2 

Enable the apache rewrite module 

$ a2enmod rewrite 

$ service apache2 reload 

Edit the Apache configuration files (filename denoted with xxxx depends on server, usually is 000-default) 

/etc/apache2/sites-available/xxxx-ssl.conf (for https) OR 

/etc/apache2/sites-available/xxxx.conf (for http) 

<VirtualHost _default_:443> 

 <Directory /var/www/html/citybranding> 

    Options FollowSymLinks 

    AllowOverride All 

 </Directory> 

</VirtualHost> 

 

The above ensures that .htaccess file inside the directory /var/www/html/citybranding will not be ignored 

Reload apache for the changes to take effect 

$ service apache2 reload 

Install MySQL version 5.0 or greater and  

$ apt-get install –y mysql-server 

During the installation process you will be prompted to enter a password for the MySQL root user. Type 
“mysql” for example but make a note on the password as it will be needed later.  

If debconf-get-selections isn’t installed install it: 

$ apt-get install –y debconf-utils 

 

otherwise type:  

$ debconf-get-selections | grep mysql-server 

Install PHP version 5.3 or greater 

$ apt-get install –y php5 

$ apt-get install –y php5-mysql 

Git clone the application source files 

$ apt-get install –y git 
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$ cd /var/www/html 

$ git clone https://github.com/icos-urenio/citybrandingContainer.git citybranding 

$ mysql -uroot -pmysql << EOF  

Create database citybranding; 

use citybranding; 

source ./citybranding/db/citybranding.sql 

exit 

EOF 

Use the mysql password for user root that we have 
created previously 

Note the database name (citybranding) as it will be 
used later 

Edit local-settings.php and add your mysql connection and other details 

$ vi /var/www/html/citybranding/configuration.php 

<?php 
class JConfig { 
        public $offline = '0'; 
        public $offline_message = 'This site is down for maintenance.<br /> Please check back again soon.'; 
        public $display_offline_message = '1'; 
        public $offline_image = ''; 
        public $sitename = 'City Branding'; 
        public $editor = 'tinymce'; 
        public $captcha = '0'; 
        public $list_limit = '20'; 
        public $access = '1'; 
        public $debug = '0'; 
        public $debug_lang = '0'; 
        public $dbtype = 'mysqli'; 
        public $host = 'localhost'; 
        public $user = 'root'; 
        public $password = 'mysql'; 
        public $db = 'citybranding'; 
        public $dbprefix = 'n85df_'; 
        public $live_site = ''; 
        public $secret = '1v9Z2ZDfjmzXTILq'; 
        public $gzip = '0'; 
        public $error_reporting = 'default'; 
        public $helpurl = 
'https://help.joomla.org/proxy/index.php?option=com_help&keyref=Help{major}{minor}:{keyref}'; 
        public $ftp_host = '127.0.0.1'; 
        public $ftp_port = '21'; 
        public $ftp_user = ''; 
        public $ftp_pass = ''; 
        public $ftp_root = ''; 
        public $ftp_enable = '0'; 
        public $offset = 'UTC'; 
        public $mailonline = '1'; 
        public $mailer = 'mail'; 
        public $mailfrom = 'citybranding@smartcity.thessaloniki.gr'; 
        public $fromname = 'City Branding'; 
        public $sendmail = '/usr/sbin/sendmail'; 
        public $smtpauth = '0'; 
        public $smtpuser = ''; 
        public $smtppass = ''; 
        public $smtphost = 'localhost'; 
        public $smtpsecure = 'none'; 
        public $smtpport = '25'; 
        public $caching = '0'; 
        public $cache_handler = 'file'; 

https://github.com/icos-urenio/citybrandingContainer.git
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        public $cachetime = '15'; 
        public $MetaDesc = ''; 
        public $MetaKeys = ''; 
        public $MetaTitle = '1'; 
        public $MetaAuthor = '1'; 
        public $MetaVersion = '0'; 
        public $robots = ''; 
        public $sef = '1'; 
        public $sef_rewrite = '1'; 
        public $sef_suffix = '0'; 
        public $unicodeslugs = '0'; 
        public $feed_limit = '10'; 
        public $log_path = '/var/www/html/citybranding/logs'; 
        public $tmp_path = '/var/www/html/citybranding/tmp'; 
        public $lifetime = '60'; 
        public $session_handler = 'database'; 
        public $memcache_persist = '1'; 
        public $memcache_compress = '0'; 
        public $memcache_server_host = 'localhost'; 
        public $memcache_server_port = '11211'; 
        public $memcached_persist = '1'; 
        public $memcached_compress = '0'; 
        public $memcached_server_host = 'localhost'; 
        public $memcached_server_port = '11211'; 
        public $redis_persist = '1'; 
        public $redis_server_host = 'localhost'; 
        public $redis_server_port = '6379'; 
        public $redis_server_auth = ''; 
        public $redis_server_db = '0'; 
        public $proxy_enable = '0'; 
        public $proxy_host = ''; 
        public $proxy_port = ''; 
        public $proxy_user = ''; 
        public $proxy_pass = ''; 
        public $massmailoff = '0'; 
        public $MetaRights = ''; 
        public $sitename_pagetitles = '0'; 
        public $force_ssl = '0'; 
        public $session_memcache_server_host = 'localhost'; 
        public $session_memcache_server_port = '11211'; 
        public $session_memcached_server_host = 'localhost'; 
        public $session_memcached_server_port = '11211'; 
        public $frontediting = '1'; 
        public $feed_email = 'author'; 
        public $cookie_domain = ''; 
        public $cookie_path = ''; 
        public $asset_id = '1'; 

?> 

Set the appropriate directories and files permissions by executing the following: 

 

$find /var/www/html/citybranding –type d –print0 | xargs –0 chmod 775 

$find /var/www/html/citybranding –type f –print0 | xargs –0 chmod 644 

$chmod 664 /var/www/html/citybranding/configuration.php 

Table 6: City-branding Application Deployment 
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A.2.3.2 Backup Setup 

A.2.3.2.1 MySQL Database Backup 

Using mysqldump and duplicity we can perform a full back using the following list of commands 
(backup_full.sh). 

#!/bin/bash 
source /home/ubuntu/backup/SCP_duplicity.rc 
 
if [ ! -d /home/ubuntu/backup ]; then 
    mkdir -p /home/ubuntu/backup 
fi 
 
if [ ! -d /home/ubuntu/backup/db ]; then 
    mkdir -p /home/ubuntu/backup/db 
fi 
 
if [ ! -d /home/ubuntu/backup/db/sql ]; then 
    mkdir -p /home/ubuntu/backup/db/sql 
fi 
cd /home/ubuntu/backup 
 
$(which mysqldump) -uroot -pmysql citybranding --add-drop-database --lock-tables > 
/home/ubuntu/backup/db/sql/city_branding.sql 
$(which duplicity) full --encrypt-sign-key=DE6877E3 /home/ubuntu/backup/db/sql/ 
swift://CityBranding_db 
$(which duplicity) remove-all-but-n-full 3 --force swift://CityBranding_db 

 

To perform the incremental backup we issue the following list of commands (backup_incremental.sh). 

#!/bin/bash 
source /home/ubuntu/backup/SCP_duplicity.rc 
 
if [ ! -d /home/ubuntu/backup ]; then 
    mkdir -p /home/ubuntu/backup 
fi 
 
if [ ! -d /home/ubuntu/backup/db ]; then 
    mkdir -p /home/ubuntu/backup/db 
fi 
 
if [ ! -d /home/ubuntu/backup/db/sql ]; then 
    mkdir -p /home/ubuntu/backup/db/sql 
fi 
cd /home/ubuntu/backup 
 
$(which mysqldump) -uroot -pmysql citybranding --add-drop-database --lock-tables > 
/home/ubuntu/backup/db/sql/city_branding.sql 
$(which duplicity) --encrypt-sign-key= DE6877E3 /home/ubuntu/backup/db/sql/ swift://CityBranding_db 

 

To program these two jobs so that we have a full back every Sunday at 04:00 am and incremental ones daily 
at 04:00am we edit crontab: 

$ crontab –e 

And on the editor add: 

00 04 * * 0 /home/ubuntu/backup/backup_full.sh >> /home/ubuntu/backup/backup.log 
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00 04 * * 1-6 /home/ubuntu/backup/backup_incremental.sh >> /home/ubuntu/backup/backup.log 

To verify that cron jobs was updated we issue the same list of commands as before (see A.1.1.2.2). 

A.2.3.2.2 Application Folders Backup 

The following the list of commands for backing up application specific folders using duplicity. 

$ sudo mkdir /home/ubuntu/backup 

$ cd /home/ubuntu/backup 

$ source /home/ubuntu/backup/SCP_duplicity.rc 

$(which duplicity) --encrypt-sign-key=DE6877E3 /var/www/html/citybranding/ swift://citybranding_files 
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Annex B Services Validation 

B.1 Ayuntamiento de Valladolid – “Live the city” Application 

Accessing the main page is possible through the private IP at http://10.15.5.213/ViveValladolid 

 

Figure 5: Ayuntamiento de Valladolid – Live the city (Spanish version) 

 

Creation of a new user is possible through the registration page shown bellow: 

http://10.15.5.213/ViveValladolid


D3.1.2 - Deployment of the services in the Cloud Infrastructure Version 1.0 

© STORM CLOUDS 2015  Page 53 of 100 

 

 

Figure 6: Ayuntamiento de Valladolid – Live the city (Registration page) 

 

When we create a new account we are directed to the next screen 

 

 

Figure 7: Ayuntamiento de Valladolid – Live the city (Registration Confirmation) 
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Activation of the new user account is possible through the link found at the confirmation e-mail received at the 
e-mail account entered during registration. 

 

Figure 8: Ayuntamiento de Valladolid – Live the city (Registration confirmation email) 

 

Clicking on the activation link brings us here: 

 

Figure 9: Ayuntamiento de Valladolid – Live the city (Password re-setting) 
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Figure 10: Ayuntamiento de Valladolid – Live the city (Password re-setting) 

 

After successfully setting the login credentials we are presented with the following page 
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Figure 11: Ayuntamiento de Valladolid – Live the city (User home page) 

Selecting an event to see is quite. By clicking on the icons presented on the screen we are re-directed to the 
relevant event, as shown bellow: 

 

Figure 12: Ayuntamiento de Valladolid – Live the city (Event details) 
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B.2 Thessaloniki pilot – CloudFunding Application 

Accessing the main page is possible through the private IP at http://10.15.5.237/crowd-funding 

 

Figure 13: Thessaloniki – Crowd-Funding (English version) 

Creation of a new user is possible through the registration page shown bellow: 

 

Figure 14: Thessaloniki – Crowd-Funding (Login and registration page) 

 

http://10.15.5.237/crowd-funding
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When we create a new account we are directed to the next screen 

 

Figure 15: Thessaloniki – Crowd-Funding (Registration Confirmation) 

 

Accessing a users space is possible after logging in with the provided credentials, as shown bellow. 

 

Figure 16: Thessaloniki – Crowd-Funding (User space) 
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Searching for projects is available through the following page: 

 

Figure 17: Thessaloniki – Crowd-Funding (Project search) 

 

Searching for all available projects results in the following page: 

 

Figure 18: Thessaloniki – Crowd-Funding (All projects) 
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If we select the 25-seater bus project we are directed to the following screen. 

 

 

Figure 19: Thessaloniki – Crowd-Funding (25-seater bus project presentation) 

Assisting the project financially is possible by clicking on the “CO-FINANCE THIS PROJECT” button: 
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Figure 20: Thessaloniki – Crowd-Funding (Project co-financing) 
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B.3 Thessaloniki pilot – City Branding Application 

Accessing the main page is possible through the private IP at http://10.15.5.223/citybranding 

 

Figure 21: Thessaloniki - City Branding – Home page 

The following figure illustrates the various categories available to the users 

http://10.15.5.223/citybranding
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Figure 22: Thessaloniki - City Branding – Categories 

Navigating to the city monuments and is available vie the Menu->Tourist Guide option: 
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Figure 23: Thessaloniki - City Branding – Points of interest 

Clicking on the “Panorama” tourist icon brings us here: 

 

Figure 24: Thessaloniki - City Branding – Point of interest 
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Annex C Services Automation (OpenStack Heat Templates) 

C.1 Installing the Heat Client 

Low-level access to Heat is available through a REST API. Before installing the stand-alone command line 
client we assume that Python and virtualenv is already installed on our system. If not [5] is a great post on 
how to do it. 

The following commands create a Python virtual environment and install the Heat command line client in it, 
assuming we use bash or similar command prompt: 

$ virtualenv venv 

$ source venv/bin/activate 

(venv) $ pip install python-heatclient 

For Windows environment, the commands are slightly different: 

$ virtualenv venv 

$ venv\Scripts\activate 

(venv) $ pip install python-heatclient 

To verify that heat was installed successfully, just run the client without arguments to see its help message: 

 

C.2 A basic Heat Orchestration Template (HOT) template 

The HOT templates are written as structured YAML text files containing the following six top-level sections: 

• heat_template_version. Here we are always going to use 2013-05-23 as version. 

• description. This is an is optional section and it is used to provide a description of what the template 
does; 

• parameter_groups. This is an optional section and is used to specify how the input parameters should 
be grouped and the order to provide the parameters in; 

• parameters. This is an optional section and is used to specify the input parameters that have to be 
provided when instantiating the template; 

• resources. This is the most important section, because this is where the different components are 
defined. In our case, our resource is called storm_vcm_instance, and it is declared as a Nova compute 
instance. The properties sub-section identifies which image, flavor, public key and private network to 
use for the instance; 

• outputs. This is an optional section and is used to specify the output parameters that are available 
once the template has been instantiated. 

 

 

http://www.yaml.org/
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A simple HOT template looks like: 

heat_template_version: 2013-05-23 
 
description: Simple template to deploy a single compute instance 
 
resources: 
  storm_vcm_instance: 
    type: OS::Nova::Server 
    properties: 
      image: trusty-server-cloudimg-amd64 
      flavor: m1.small 
      key_name: ED-keypair 
      networks: 
        - network: my-network 
 

To execute the template the following command is used: 

heat stack-create storm_stack -f STORM_CLOUDS_STACK.yaml 

This starts a background job that instantiates the resources declared in the template. The above command 
results in: 

 

To query the status of this job, the following command is used: 

heat stack-show storm_stack 

 

As we see the status is now complete. 

We can verify that a new compute instance is created by visiting the Horizon interface of the cloud 
infrastructure. 
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C.3 Municipio de Águeda 

C.3.1 Participação Pública (PPGIS - Public Participation) 

heat_template_version: 2013-05-23 

 

description: This template deploys a PPGIS single instance server with a MySQL database. 

 

parameters: 

  image: 

    type: string 

    label: Image name or ID 

    description: Image to be used for the server. Please use an Ubuntu based image. 

    default: trusty-server-cloudimg-amd64 

    constraints: 

      - allowed_values: ['trusty-server-cloudimg-amd64', 'ubuntu-lucid-10.04-amd64-server-20140123'] 

  volume_size: 

    type: number 

    description: Size of volume to attach to instance 

    default: 0 

    constraints: 

      - range: {min: 0, max: 10} 

  flavor: 

    type: string 

    label: Flavor 

    description: Type of instance (flavor) to be used on the compute instance. 

    default: m1.small 

    constraints: 

      - allowed_values: 

        - 'm1.tiny' 

        - 'm1.small' 

        - 'm1.medium' 

  key: 

    type: string 

    label: Key name 

    description: Name of key-pair to be installed on the compute instance. 

    default: my_key 

  public_network: 

    type: string 

    label: Public network name or ID 

    description: Public network with floating IP addresses. 

    default: 7cdd87f6-3e69-4d7b-8837-e752f2dcd5b4 

  private_network: 

    type: string 

    label: Private network name or ID 

    description: Public network with floating IP addresses. 

    default: 4b5dd940-7826-4fcd-89e4-0d33a9433901 

  name: 

    type: string 

    label: Instance name 

    description: Name of the instance. 

    default: storm_app_instance_name 

  postgresql_password: 

    type: string 
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    label: PostgreSQL password 

    description: Password of the PostgreSQL instance. 

    hidden: true 

   

resources: 

  storm_port: 

    type: OS::Neutron::Port 

    properties: 

      network_id: { get_param: private_network } 

     

  PPGIS_instance: 

    type: OS::Nova::Server 

    properties: 

      image: { get_param: image } 

      flavor: { get_param: flavor } 

      key_name: { get_param: key } 

      networks: 

        - port: { get_resource: storm_port } 

      name: { get_param: name } 

      user_data_format: RAW 

      user_data: 

        str_replace: 

          params: 

            __postgresql_password__: { get_param: postgresql_password } 

          template: | 

            #!/bin/bash -ex 

            sudo apt-get update 

            # -y is for yes on command line 

            sudo DEBIAN_FRONTEND=noninteractive apt-get -y -o Dpkg::Options::="--force-confdef" -o 
Dpkg::Options::="--force-confold" upgrade 

             

            # -y is for yes on command line 

            sudo DEBIAN_FRONTEND=noninteractive apt-get -y -o Dpkg::Options::="--force-confdef" -o 
Dpkg::Options::="--force-confold" install redis-server build-essential subversion graphicsmagick 

 

            # Install language pack 

            sudo DEBIAN_FRONTEND=noninteractive apt-get -y -o Dpkg::Options::="--force-confdef" -o 
Dpkg::Options::="--force-confold" install language-pack-pt 

             

            # Installing PostgreSQL database server and create new database 

            # -y is for yes on command line 

            sudo DEBIAN_FRONTEND=noninteractive apt-get -y -o Dpkg::Options::="--force-confdef" -o 
Dpkg::Options::="--force-confold" install postgresql-9.3 postgresql-9.3-postgis-2.1 postgresql-contrib 

            sudo DEBIAN_FRONTEND=noninteractive apt-get -y -o Dpkg::Options::="--force-confdef" -o 
Dpkg::Options::="--force-confold" install postgresql-server-dev-9.3 postgresql-client-common postgresql-
client-9.3 

            sudo DEBIAN_FRONTEND=noninteractive apt-get -y -o Dpkg::Options::="--force-confdef" -o 
Dpkg::Options::="--force-confold" install pgbouncer 

             

            sudo sed -i s/=0/=1/ /etc/default/pgbouncer 

            sudo sed -i '/\[databases\]/!b;n;cgeopublic = host=127.0.0.1 port=5432 dbname=geopublic' 
/etc/pgbouncer/pgbouncer.ini 

            echo '"geobox" "geobox"' | sudo tee -a /etc/pgbouncer/userlist.txt 

            sudo sed -i "s/^max_client_conn = 100/max_client_conn = 500/" /etc/pgbouncer/pgbouncer.ini 
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            sudo service pgbouncer restart 

             

            sudo sed -i "s/^max_connections = 100/max_connections = 250/" 
/etc/postgresql/9.3/main/postgresql.conf 

            sudo service postgresql restart 

             

            #Create new database 

            sudo su postgres 

            psql postgres -c "CREATE ROLE geobox LOGIN PASSWORD 'geobox' SUPERUSER INHERIT CREATEDB 
CREATEROLE REPLICATION;" 

            createdb -O geobox geopublic 

            psql geopublic -c "CREATE EXTENSION adminpack;" 

            psql geopublic -c "CREATE EXTENSION postgis;" 

            psql geopublic -c "CREATE EXTENSION hstore;" 

            exit 

 

            # Load initial database contents 

            wget https://raw.githubusercontent.com/jgrocha/geopublic/master/geopublic-demo-0.9.backup 

            export PGPASSWORD=geobox; pg_restore -h localhost -d geopublic -C -U geobox geopublic-
demo-0.9.backup 

             

            # Installing node.js 

            sudo DEBIAN_FRONTEND=noninteractive apt-add-repository -y -o Dpkg::Options::="--force-confdef" 
-o Dpkg::Options::="--force-confold" ppa:chris-lea/node.js 

            sudo DEBIAN_FRONTEND=noninteractive apt-get -y -o Dpkg::Options::="--force-confdef" -o 
Dpkg::Options::="--force-confold" update 

            sudo DEBIAN_FRONTEND=noninteractive apt-get -y -o Dpkg::Options::="--force-confdef" -o 
Dpkg::Options::="--force-confold" install nodejs 

            sudo npm install -g forever 

            sudo npm install -g forever-service 

            sudo chown -R $USER:$USER ~/.npm 

             

            # Installing the PPGIS application 

            mkdir public_html 

            cd public_html/ 

            svn checkout https://github.com/jgrocha/geopublic/trunk/server . 

            sudo sed -i 's/"port": [0-9]\+/"port": 80/' server-config.json 

            sudo sed -i 's/localhost/euparticipo.cm-agueda.pt/' server-config.json 

            npm update 

            svn checkout 
https://github.com/jgrocha/geopublic/trunk/client/GeoPublic/build/production/GeoPublic public 

            mkdir -p uploads 

             

            # Create the service for the application 

            cd ~/public_html/ 

            sudo forever-service install -e "NODE_ENV=production" ppgis --script server.js 

 

            # Start the application 

            sudo start ppgis 

             

            echo "Instance creation was successful..." 

 

  floating_ip: 

    type: OS::Neutron::FloatingIP 



Version 1.0  D3.1.2 - Deployment of the services in the Cloud Infrastructure  

 

Page 70 of 100  © STORM CLOUDS 2015 

 

    properties: 

      floating_network_id: { get_param: public_network } 

 

  floating_ip_assoc: 

    type: OS::Neutron::FloatingIPAssociation 

    properties: 

      floatingip_id: { get_resource: floating_ip } 

      port_id: { get_resource: storm_port } 

outputs: 

  instance_ip: 

    description: The internal IP address of the deployed instance 

    value: { get_attr: [PPGIS_instance, first_address] } 

  instance_external_ip: 

    description: The publicly available IP address of the deployed instance 

    value: { get_attr: [floating_ip, floating_ip_address] } 

To execute the above template the following command is used: 

heat stack-create PPGIS_stack -f PPGIS_VCM.yaml -P "key=ED-keypair;name=PPGIS;postgresql_password= 
geobox;" 

 

C.4 Municipality of Thessaloniki 

C.4.1 Virtual-City-Market 

heat_template_version: 2013-05-23 
 
description: This template deploys a VCM single instance server with a MySQL database. 
 
parameters: 
  image: 
    type: string 
    label: Image name or ID 
    description: Image to be used for the server. Please use an Ubuntu based image. 
    default: trusty-server-cloudimg-amd64 
  flavor: 
    type: string 
    label: Flavor 
    description: Type of instance (flavor) to be used on the compute instance. 
    default: m1.small 
  key: 
    type: string 
    label: Key name 
    description: Name of key-pair to be installed on the compute instance. 
    default: my_key 
  public_network: 
    type: string 
    label: Public network name or ID 
    description: Public network with floating IP addresses. 
    default: 7cdd87f6-3e69-4d7b-8837-e752f2dcd5b4 
  name: 
    type: string 
    label: Instance name 
    description: Name of the instance. 
    default: storm_app_instance_name 
  network_name: 
    type: string 
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    label: Private network name 
    description: Name of the network. 
    default: storm_net 
  private_subnet_name: 
    type: string 
    label: Private subnet name 
    description: Name of the subnet. 
    default: storm_subnet 
  router_name: 
    type: string 
    label: Router name 
    description: Name of the router. 
    default: storm_router 
  mysql_password: 
    type: string 
    label: MySQL password 
    description: Password of the MySQL instance. 
    hidden: true 
  support_email: 
    type: string 
    label: SUPPORT_EMAIL 
    description: SMTP SUPPORT EMAIL. 
  smtp_host: 
    type: string 
    label: MARKET_SMTP_HOST 
    description: Virtual market SMTP host. 
  smtp_host_from_name: 
    type: string 
    label: MARKET_SMTP_FROM_NAME 
    description: Virtual market SMTP host from name. 
  smtp_user: 
    type: string 
    label: SMTP user name 
    description: Username of the SMTP account to use for notifications. 
  smtp_password: 
    type: string 
    label: SMTP account password 
    description: Password of the SMTP account to use for notifications. 
    hidden: true 
  reCAPTCHA_public_key: 
    type: string 
    label: reCAPTCHA public key 
    description: Google reCAPTCHA public key. 
  reCAPTCHA_private_key: 
    type: string 
    label: reCAPTCHA private key 
    description: Google reCAPTCHA private key. 
   
resources: 
  web_server_security_group: 
    type: OS::Neutron::SecurityGroup 
    properties: 
      name: web_server_security_group 
      rules: 
        - protocol: icmp 
        - protocol: tcp 
          port_range_min: 22 
          port_range_max: 22 
        - protocol: tcp 
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          port_range_min: 443 
          port_range_max: 443 
        - protocol: tcp 
          port_range_min: 80 
          port_range_max: 80 
 
  private_network: 
    type: OS::Neutron::Net 
    properties: 
      name: { get_param: network_name } 
 
  private_subnet: 
    type: OS::Neutron::Subnet 
    properties: 
      name: { get_param: private_subnet_name } 
      network_id: { get_resource: private_network } 
      cidr: 10.0.0.0/24 
      dns_nameservers: 
        - 10.15.5.22 
 
  router: 
    type: OS::Neutron::Router 
    properties: 
      name: { get_param: router_name } 
      external_gateway_info: 
        network: { get_param: public_network } 
 
  router-interface: 
    type: OS::Neutron::RouterInterface 
    properties: 
      router_id: { get_resource: router } 
      subnet_id: { get_resource: private_subnet } 
 
  storm_port: 
    type: OS::Neutron::Port 
    properties: 
      network_id: { get_resource: private_network } 
      security_groups: 
        - { get_resource: web_server_security_group } 
     
  storm_instance: 
    type: OS::Nova::Server 
    properties: 
      image: { get_param: image } 
      flavor: { get_param: flavor } 
      key_name: { get_param: key } 
      networks: 
        - port: { get_resource: storm_port } 
      name: { get_param: name } 
      user_data_format: RAW 
      user_data: 
        str_replace: 
          params: 
            __mysql_password__: { get_param: mysql_password } 
            __support_email__: { get_param: support_email } 
            __smtp_host__: { get_param: smtp_host } 
            __smtp_host_from_name__: { get_param: smtp_host_from_name } 
            __smtp_user__: { get_param: smtp_user } 
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            __smtp_password__: { get_param: smtp_password } 
            __reCAPTCHA_public_key__: { get_param: reCAPTCHA_public_key } 
            __reCAPTCHA_private_key__: { get_param: reCAPTCHA_private_key } 
          template: | 
            #!/bin/bash -ex 
            sudo apt-get update 
            # -y is for yes on command line 
            sudo DEBIAN_FRONTEND=noninteractive apt-get -y -o Dpkg::Options::="--force-confdef" -o 
Dpkg::Options::="--force-confold" dist-upgrade 
 
            # Install Apache HTTP Server version 2.x  
            sudo apt-get -y install apache2 
 
            # Install MySQL 5.6 
            sudo debconf-set-selections <<< 'mysql-server-5.6 mysql-server/root_password password 
__mysql_password__' 
            sudo debconf-set-selections <<< 'mysql-server-5.6 mysql-server/root_password_again password 
__mysql_password__' 
            sudo apt-get -y install mysql-server-5.6 
 
            # Install debconf-get-selections  
            sudo apt-get install debconf-utils 
 
            # Install PHP 
            sudo apt-get -y install php5 
            sudo apt-get -y install php5-mysql 
 
            # Git clone the application source files 
            sudo apt-get -y install git 
            if [ ! -d /var/www/html ]; then 
                sudo mkdir -p /var/www/html 
            fi 
 
            cd /var/www/html 
            sudo git clone https://github.com/icos-urenio/virtual-city-market.git 
 
 
            sudo mysql -uroot -p__mysql_password__ << EOF  
            Create database virtual_city_market; 
            use virtual_city_market; 
            source ./virtual-city-market/data/market.sql 
            exit 
            EOF 
 
            #Update config.inc.php 
            # Database settings 
            # Update database password 
            sudo sed -i 's/.*MARKET_DB_PASS.*/        define('\''MARKET_DB_PASS'\'', 
'\''__mysql_password__'\'');/g' /var/www/html/virtual-city-market/config.inc.php 
            # Update database name 
            sudo sed -i 's/.*MARKET_DB_DATABASE.*/        define('\''MARKET_DB_DATABASE'\'', 
'\''virtual_city_market'\'');/g' /var/www/html/virtual-city-market/config.inc.php 
            # Force use of mysql connector 
            sudo sed -i 's/.*MARKET_DB_EXT.*/        define('\''MARKET_DB_EXT'\'', '\''mysql'\'');/g' 
/var/www/html/virtual-city-market/config.inc.php 
 
            # Update Mail settings 
            sudo sed -i 's/.*SUPPORT_EMAIL.*/        define('\''SUPPORT_EMAIL'\'', 
'\''__support_email__'\'');/g' /var/www/html/virtual-city-market/config.inc.php 
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            sudo sed -i 's/.*MARKET_SMTP_HOST.*/        define('\''MARKET_SMTP_HOST'\'', 
'\''__smtp_host__'\'');/g' /var/www/html/virtual-city-market/config.inc.php 
            sudo sed -i 's/.*MARKET_SMTP_FROM.*/        define('\''MARKET_SMTP_FROM'\'', 
'\''__support_email__'\'');/g' /var/www/html/virtual-city-market/config.inc.php 
            sudo sed -i 's/.*MARKET_SMTP_FROM_NAME.*/        define('\''MARKET_SMTP_FROM_NAME'\'', 
'\''__smtp_host_from_name__'\'');/g' /var/www/html/virtual-city-market/config.inc.php 
            sudo sed -i 's/.*MARKET_SMTP_USER.*/        define('\''MARKET_SMTP_USER'\'', 
'\''__smtp_user__'\'');/g' /var/www/html/virtual-city-market/config.inc.php 
            sudo sed -i 's/.*MARKET_SMTP_PASS.*/        define('\''MARKET_SMTP_PASS'\'', 
'\''__smtp_password__'\'');/g' /var/www/html/virtual-city-market/config.inc.php 
 
            # Update Google Map settings 
            #sudo sed -i 's/.*GMAP_API_KEY.*/        define('\''GMAP_API_KEY'\'', '\''YOUR KEY'\'');/g' 
/var/www/html/virtual-city-market/config.inc.php 
 
            # Update Google reCAPTCHA settings 
            sudo sed -i 's/.*RECAPTCHA_PUBLIC_KEY.*/        define('\''RECAPTCHA_PUBLIC_KEY'\'', 
'\''__reCAPTCHA_public_key__'\'');/g' /var/www/html/virtual-city-market/config.inc.php 
            sudo sed -i 's/.*RECAPTCHA_PRIVATE_KEY.*/        define('\''RECAPTCHA_PRIVATE_KEY'\'', 
'\''__reCAPTCHA_private_key__'\'');/g' /var/www/html/virtual-city-market/config.inc.php 
 
            # Update sites-available/000-default.conf  
            sudo sed -i 's/<\/VirtualHost>/        <Directory \/var\/www\/html\/virtual-city-market>\n                
Options Indexes FollowSymLinks\n                AllowOverride All\n        
<\/Directory>\n<\/VirtualHost>/g' /etc/apache2/sites-available/000-default.conf 
 
            # Update /etc/apache2/sites-enabled/000-default.conf 
            sudo sed -i 's/<\/VirtualHost>/        <Directory \/var\/www\/html\/virtual-city-market>\n                
Options Indexes FollowSymLinks\n                AllowOverride All\n        
<\/Directory>\n<\/VirtualHost>/g' /etc/apache2/sites-enabled/000-default.conf 
 
            # enable mod_rewrite 
            sudo a2enmod rewrite 
            # Restart apache 
            sudo service apache2 restart 
 
            # Change the ssh configuration to enable password authentication 
            sudo sed -i 's/.*PasswordAuthentication.*/PasswordAuthentication yes/g' /etc/ssh/sshd_config 
            # Restart ssh service 
            sudo restart ssh 
 
            sudo sed -i 's/.*error_reporting.*/error_reporting = E_ALL \& ~E_WARNING \& ~E_DEPRECATED 
| E_STRICT/g' /etc/php5/apache2/php.ini 
 
            # Install GD extension 
            sudo apt-get -y install php5-gd 
            sudo apachectl restart 
 
            sudo mkdir /var/www/html/virtual-city-market/cache 
 
            # Change owner of cache and uploads directories to www-data 
            sudo chown -R www-data /var/www/html/virtual-city-market/cache 
            sudo chown -R www-data /var/www/html/virtual-city-market/uploads 
             
            echo "Instance creation was successful..." 
 
  floating_ip: 
    type: OS::Neutron::FloatingIP 
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    properties: 
      floating_network_id: { get_param: public_network } 
 
  floating_ip_assoc: 
    type: OS::Neutron::FloatingIPAssociation 
    properties: 
      floatingip_id: { get_resource: floating_ip } 
      port_id: { get_resource: storm_port } 
outputs: 
  instance_ip: 
    description: The internal IP address of the deployed instance 
    value: { get_attr: [storm_instance, first_address] } 
  instance_external_ip: 
    description: The publicly available IP address of the deployed instance 
    value: { get_attr: [floating_ip, floating_ip_address] } 

 

To execute the above template the following command is used: 

heat stack-create VCM_stack -f heat_VCM.yaml -P "key=ED-keypair;name=Thess_VCM;mysql_password=vcm-
MySQLDB-
pass;support_email=st@thessaloniki.gr;smtp_host=mail.thessaloniki.gr;smtp_host_from_name=Thessaloniki 
Virtual city 
market;smtp_user=st;smtp_password=orm;reCAPTCHA_public_key=6LeevfsSAAAAAEsznctPZD9te2A9ZykFj9lw
YIkz;reCAPTCHA_private_key=6LeevfsSAAAAAG78z4N7jtSFM1NNStzdIx9iZaFN" 
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Annex D Services Automation (OpenStack Heat Templates SCP v2.0) 

The following scripts take advantage of the high availability database cluster. The difference to the scripts 
presented in the previous section is that we don’t deploy the application databases on the same virtual 
machine where applications are installed. Instead we use the DB made available as a ‘shared service’ at a 
well-known IP address, that we can obtain by asking the SCP administrator. (in the private cloud infrastructure 
SCP@HP it is found at 10.0.0.10). 

Moreover, in order to re-use software as much as possible we have used a series of bash script files that are 
re-used across different applications. 

D.1 Ayuntamiento de Valladolid 

D.1.1 Live the city 

This section describes a heat stack for deploying “Live the city” in SCP v2.0. 

The following files are involved in the stack creation: 

1. ViveSingleNode.yaml, that is responsible for creating the stack containing the VM; 

2. ViveSingleNode.env, that defines or overrides Heat stack parameters. 

3. aptget-update.sh, that is responsible for resynchronizing the package index files from their sources; 

4. openstack-cli_install.sh, that is responsible for installing the OpenStack CLI packages; 

5. Vive_setup.sh, this is the main bash shell script for install and configuring the application; 

6. duplicity_setup.sh, that is responsible for configuring the backup environment; 

7. backup_setup.sh, that is responsible for implementing the backup strategy; 

 

heat_template_version: 2013-05-23 
 
description: > 
  Heat ViveValladolid template to deploy Drupal on an Ubuntu instance using Heat's software orchestration 
feature. 
  The (mySQL) database is supposed to be external and already prepared with an user and an empty 
database 
   
parameter_groups: 
 
- label: Environment_Parameters 
  description: 
  parameters: 
  - Public_Network 
  - Private_Network 
  - Server_Name 
  - Key_Name 
  - Image 
  - Flavor 
 
- label: DB_Parameters 
  description: 
  parameters: 
  - DB_Host 
  - DB_Database 
  - DB_User 
  - DB_Password  
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- label: OpenStack_Parameters 
  description: 
  parameters: 
  - OS_USERNAME 
  - OS_PASSWORD 
  - OS_TENANT_NAME 
  - OS_AUTH_URL 
 
- label: Duplicity_Parameters 
  description: 
  parameters: 
  - KeyPairPassphrase 
  - KeyPairEmail 
  - Encrypt_Sign_Key 
   
parameters: 
  Public_Network: 
    type: string 
    label: Public network name or ID 
    description: Public network with floating IP addresses. 
    default: 7cdd87f6-3e69-4d7b-8837-e752f2dcd5b4 
     
  Private_Network: 
    type: string 
    description: Name of the private network the server gets deployed 
    default: 5faebac0-a615-41d7-9cf5-d2d2105734b5 
 
  Server_Name: 
    type: string 
    label: Server name 
    description: the name of the server 
    default: ViveValladolid 
  Key_Name: 
    type: string 
    label: Key name 
    description: Name of key-pair to be installed on the compute instance. 
    default: my_key 
  Image: 
    type: string 
    label: Image name or ID 
    description: Image to be used for the server. Please use an Ubuntu based image. 
    default: trusty-server-cloudimg-amd64-heat-hook 
    constraints: 
      - allowed_values: ['trusty-server-cloudimg-amd64', 'trusty-server-cloudimg-amd64-heat-hook'] 
  Flavor: 
    type: string 
    label: Flavor 
    description: Type of instance (flavor) to be used for the Drupal server. 
    constraints: 
      - custom_constraint: nova.flavor 
    default: m1.small 
 
  DB_Host: 
    type: string 
    description: name or IP address of the server hosting mysql 
    hidden: true 
  DB_Database: 
    type: string 
    description: name of the DB 
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    hidden: true 
  DB_User: 
    type: string 
    description: User of the MySQL instance. 
    hidden: true 
  DB_Password: 
    type: string 
    description: Password of the MySQL instance. 
    hidden: true 
 
  OS_USERNAME: 
    type: string 
    hidden: true 
  OS_PASSWORD: 
    type: string 
    hidden: true 
  OS_TENANT_NAME: 
    type: string 
    hidden: true 
  OS_AUTH_URL: 
    type: string 
    hidden: true 
 
  KeyPairPassphrase: 
    type: string 
    description: Private key passphrase. 
    hidden: true 
     
  KeyPairEmail: 
    type: string 
    description: E-mail of the loaded key 
   
  Encrypt_Sign_Key: 
    type: string 
    description: Private key ID 
    hidden: true 
   
resources: 
 
  aptget-update: 
    type: OS::Heat::SoftwareConfig 
    properties: 
      group: script 
      config: {get_file: aptget-update.sh} 
 
  Vive_setup: 
    type: OS::Heat::SoftwareConfig 
    properties: 
      group: script 
      config:  
        str_replace: 
          template: { get_file: Vive_setup.sh } 
          params: 
            __DB_Host__:     {get_param: DB_Host} 
            __DB_Database__: {get_param: DB_Database} 
            __DB_User__:     {get_param: DB_User} 
            __DB_Password__: {get_param: DB_Password} 
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  openstack-cli_install: 
    type: OS::Heat::SoftwareConfig 
    properties: 
      group: script 
      config: { get_file: openstack-cli_install.sh } 
 
  duplicity_setup: 
    type: OS::Heat::SoftwareConfig 
    properties: 
      group: script 
      config: 
        str_replace: 
          template: {get_file: duplicity_setup.sh} 
          params: 
            __KeyPairPassphrase__:  {get_param: KeyPairPassphrase} 
            __KeyPairEmail__:       {get_param: KeyPairEmail} 
            __Encrypt_Sign_Key__:   {get_param: Encrypt_Sign_Key} 
            __OS_USERNAME__:        {get_param: OS_USERNAME} 
            __OS_PASSWORD__:        {get_param: OS_PASSWORD} 
            __OS_TENANT_NAME__:     {get_param: OS_TENANT_NAME} 
            __OS_AUTH_URL__:        {get_param: OS_AUTH_URL} 
             
  backup_setup: 
    type: OS::Heat::SoftwareConfig 
    properties: 
      group: script 
      config: 
        str_replace: 
          template: {get_file: backup_setup.sh} 
          params: 
            __Encrypt_Sign_Key__:   {get_param: Encrypt_Sign_Key} 
            __DB_Host__:     {get_param: DB_Host} 
            __DB_Database__: {get_param: DB_Database} 
            __DB_User__:     {get_param: DB_User} 
            __DB_Password__: {get_param: DB_Password} 
 
 
  ViveValladolid_config: 
    type: OS::Heat::MultipartMime 
    properties: 
      parts: 
      - config: {get_resource: aptget-update} 
      - config: {get_resource: Vive_setup} 
      - config: {get_resource: openstack-cli_install} 
      - config: {get_resource: duplicity_setup} 
      - config: {get_resource: backup_setup} 
 
  storm_port: 
    type: OS::Neutron::Port 
    properties: 
      network_id: { get_param: Private_Network } 
       
  ViveValladolid_Instance: 
    type: OS::Nova::Server 
    properties: 
      name:       {get_param: Server_Name} 
      image:      {get_param: Image} 
      flavor:     {get_param: Flavor} 
      key_name:   {get_param: Key_Name } 
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      networks:    
        - port: { get_resource: storm_port } 
      admin_user: ubuntu 
      user_data_format: RAW 
      user_data: {get_resource: ViveValladolid_config} 
 
  floating_ip: 
    type: OS::Neutron::FloatingIP 
    properties: 
      floating_network_id: { get_param: Public_Network } 
       
  floating_ip_assoc: 
    type: OS::Neutron::FloatingIPAssociation 
    properties: 
      floatingip_id: { get_resource: floating_ip } 
      port_id: { get_resource: storm_port } 
       
outputs: 
  instance_ip: 
    description: The internal IP address of the deployed instance 
    value: { get_attr: [ViveValladolid_Instance, first_address] } 
  instance_external_ip: 
    description: The publicly available IP address of the deployed instance 
    value: { get_attr: [floating_ip, floating_ip_address] } 

Table 7: ViveSingleNode.yaml 

 

parameters: 
  DB_Host:      10.0.0.10 
  DB_Database:  db_vive_valladolid 
  DB_User:      ariadna 
  DB_Password:  5t0rmAr1adna 
  Server_Name:  ViveValladolid 
  Key_Name:     ED-keypair 
  Flavor:       ENTER.e1standard.x2 
 
  OS_USERNAME:      europeandynamics 
  OS_PASSWORD:      vmK+xo5m8NW4H5aD 
  OS_TENANT_NAME:   storm-enter 
  OS_AUTH_URL:      http://10.15.5.98:35357/v2.0 
   
  KeyPairPassphrase:    5t0rmAr1adna 
  KeyPairEmail:         alkiviadis.giannakoulias@eurodyn.com 
  Encrypt_Sign_Key:     10FAFE7E 

Table 8: ViveSingleNode.env 

 

#!/bin/bash -ex 
sudo su 
apt-get -y update 
# Install unattneded upgrades pkg and enable automatic updating (with no other changes it makes only 
security updates automatically - contolled by  /etc/apt/apt.conf.d/50unattended-upgrades) 
apt-get install unattended-upgrades 
echo -e "APT::Periodic::Update-Package-Lists \"1\";\nAPT::Periodic::Unattended-Upgrade \"1\";\n" > 
/etc/apt/apt.conf.d/20auto-upgrades 

Table 9: aptget_update.sh 
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#!/bin/bash -ex 
#!/bin/bash -ex 
sudo su  
apt-get install -y python-keystoneclient 
apt-get install -y python-glanceclient 
apt-get install -y python-novaclient 
apt-get install -y python-neutronclient 
apt-get install -y python-cinderclient 
apt-get install -y python-swiftclient 
apt-get install -y python-heatclient 
exit 

Table 10: openstack-cli_install.sh 

 

#!/bin/bash -ex 
sudo su 
 
apt-get -y install apache2 
apt-get -y install php5 libapache2-mod-php5 php5-mcrypt php5-common php5-mysql 
apt-get -y install mysql-client-core-5.6 mysql-client-5.6 
a2enmod rewrite 
 
apt-get -y install unzip 
cd /tmp/ 
wget http://gimli.asi-soft.com/ViveValladolid.zip 
unzip ViveValladolid.zip -d /var/www/html 
rm -f ViveValladolid.zip 
 
# Google Analytics support 
echo "<script> 
  (function(i,s,o,g,r,a,m){i['GoogleAnalyticsObject']=r;i[r]=i[r]||function(){ 
  (i[r].q=i[r].q||[]).push(arguments)},i[r].l=1*new Date();a=s.createElement(o), 
  m=s.getElementsByTagName(o)[0];a.async=1;a.src=g;m.parentNode.insertBefore(a,m) 
  })(window,document,'script','//www.google-analytics.com/analytics.js','ga'); 
 
  ga('create', 'UA-67737651-2', 'auto'); 
  ga('send', 'pageview'); 
 
</script>" >> /var/www/html/viveValladolid/index.php 
 
wget http://gimli.asi-soft.com/db_vive_valladolid.sql.zip 
unzip db_vive_valladolid.sql.zip -d /var/www/db 
rm -f db_vive_valladolid.sql.zip 
 
mkdir /var/www/html/tmp 
chown www-data:www-data /var/www/html/tmp 
 
chown -R www-data.www-data /var/www/html/viveValladolid 
chmod -R 755 /var/www/html/viveValladolid 
chown -R www-data.www-data /var/www/db 
#chmod -R 755 /var/www/db 
 
sed -i 's/'\''username'\'' => '\''root'\'',/'\''username'\'' => '"'"'__DB_User__'"'"',/g' 
/var/www/html/viveValladolid/sites/default/settings.php 
sed -i 's/'\''password'\'' => '\''mysql@R1adna'\'',/'\''password'\'' => '"'"'__DB_Password__'"'"',/g' 
/var/www/html/viveValladolid/sites/default/settings.php 
sed -i 's/'\''host'\'' => '\''localhost'\'',/'\''host'\'' => '"'"'__DB_Host__'"'"',/g' 
/var/www/html/viveValladolid/sites/default/settings.php 
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# http://www.linuxquestions.org/questions/programming-9/replace-2nd-occurrence-of-a-string-in-a-file-sed-
or-awk-800171/ 
sed  -i '0,/AllowOverride None/! {0,/AllowOverride None/! {0,/AllowOverride None/ s/AllowOverride 
None/AllowOverride All/}}' /etc/apache2/apache2.conf 
 
mysql -u__DB_User__ -h__DB_Host__ -p__DB_Password__ db_vive_valladolid < 
/var/www/db/db_vive_valladolid.sql 
rm -rf /var/www/db 
 
service apache2 restart 

Table 11: Vive_setup.sh 

#!/bin/bash -ex 
sudo su 
 
if [ ! -d /home/ubuntu/backup ]; then 
    mkdir -p /home/ubuntu/backup 
fi 
 
touch /home/ubuntu/backup/duplicityKey.asc 
chown ubuntu:ubuntu /home/ubuntu/backup/duplicityKey.asc 
chmod 0664 /home/ubuntu/backup/duplicityKey.asc 
sh -c "echo \"-----BEGIN PGP PRIVATE KEY BLOCK----- 
Version: GnuPG v2 
 
lQO+BFYDwoMBCADPj/I4l7R3tbb/pixOB3G7sFqsrjLGkMOxqrYCO6sHmrnvduX6 
MJcoUwA3DFpqf0Ia+u/skl0d51q4nBcFUhsNLoOXW2pSgm7V7UhIVP8JjMyIPOW9 
3jyBSy5XR0y7yMyHG/6y7ucI2nuoCfZvlTwqnMZS1DydRVzxawhuwb9ArIjXx5wF 
8py/DTdV+YstNHMklRoYguBUMwJDYZ5rTK202AJE5Luy/5fbSMp9FEFr7s4F1QWh 
5tvgi8eacneBbplYXTwZCeZPKzc0Biuxm4EV2abChfUAeHGqbo9PMv0YUl+pJITb 
ZjkwUkS2DhGXztYFLIToiyMnW0T5w03TjRLjABEBAAH+AwMCFUainZA0rTW6ZohZ 
+edQeuZdzYX5dD20Jz/u9w3q6UFBdWwqXhjyT9bSATAJBa9Xp844u1z83ik8vuEo 
51SrmN5oG3lVXZmMuwb6TVHYKQThck9LVSHG0gTwI0WN8g2f/gHKKpblLw5meDn1 
qViYTYqerJnR3PYb5oBqpJhI60zBGtYlHY4dkU71JWY2rryaMJ43qv1qLgILzlM3 
flPsUoH3vhFMY7vTrZgJc2e5gH6OYmj6G9KD3wNfueuSKM3WBjcqWOxmsR4sqeP8 
XEjl6tzoQe5yzuI7C+iHHh36gAYgAL6W5U7vqMCe4a2ceXYXiJpzZsEFEDd1G2zc 
TjprtWYd6F4I67Rbyn526u2GHa9CkObn70ExYtX4gV+OAtw8kP1i7AxwYKQKe6mH 
vbXvvtKtLVaQ4ksdnpVx3FNUYgaJpWjVfzikTJGK830xluofiLylWSVx3EmEtNJw 
NtdMTvQX+biSUHl8jm4xDvrqcVxx0M0gmjwtbYzv/FVnIrJnJs43XnNg+Lnpw+HB 
3UIkTvMZTssI+ko7wYri7IekI4ZXwSNOyFKWz8vosI/DFIs2RjvoYVP1Mn+rHeua 
ujApNs8W1cOTQ7vwPdWcJ9bnFxh9PbtMNkRDs2QtwffnUiBDpYII+OBwCm8F/7yr 
S9r1JiBWUODBXaUuwL1HwQd1Devxf26obawf0tIkHU/MV3zLDBwytSyrGQNXgnjj 
KgJill3diLYty1gfcmdGz3N+VjwiSMrcXuoEDS4bipOhq1nUpnWMrytAX4E3HP0a 
0sKo0Vz6Sgo50Vna8DhMRfmmKHgUlIBifjS+5FUXqNiWUDilqqS8MAsZgktWnYuz 
MmJ1TIOoG4bLZMiTYcdbqw37wkIXPRiQIl1RhspibQ56oZXIVn1ohBCnNSZZoWBD 
m7SMdml2ZVZhbGxhZG9saWQgKHZpdmVWYWxsYWRvbGlkIGR1cGxpY2l0eSBrZXkt 
cGFyaSBmb3IgZW5jcnlwdGluZywgc2lnbmluZyBhbmQgZGVjcnlwdGluZyBiYWNr 
dXAgZGF0YSkgPGFsa2l2aWFkaXMuZ2lhbm5ha291bGlhc0BldXJvZHluLmNvbT6J 
ATkEEwEIACMFAlYDwoMCGw8HCwkIBwMCAQYVCAIJCgsEFgIDAQIeAQIXgAAKCRD9 
gnMCEPr+frGNB/93lfY+/1+be8aV50KKJzyIbNxvBvTAjA7w6sIl9isaI7r/Nq37 
yCSVGuW8+3biJAzUPl5WatB4MnrLh9948X7uty9Kmo+86Xe6DxdhVrb/YxE3j2cS 
OgMREGtk+dFj/cNXVuutmofw8Mz/uhtchytCXXmxUxpoLpKoFt7vDGI6wQnYQr1D 
i/nCfDpsUXYwrQPooAAgqCe6UddqQYW34HHRe96fbPU2POmKYUTjo5fXqDAfS63q 
BCqCDUWfrqynd7nrhvcfvqgUR0+bG6q+TeRnvbXonzpKZW1VEn1SDCmCbAD8JXtd 
Due3VKyZRM9CsOFUYFLFFHJuKUU7n9Hc559s 
=Q47E 
-----END PGP PRIVATE KEY BLOCK-----\" >> /home/ubuntu/backup/duplicityKey.asc" 
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# run the import as ubuntu user 
sudo -H -u ubuntu gpg --import /home/ubuntu/backup/duplicityKey.asc 
 
#Install expect: 
apt-get -y install expect 
 
#Create expect script 
touch /home/ubuntu/backup/set-trust.exp 
cat << EOF > /home/ubuntu/backup/set-trust.exp 
#!/usr/bin/expect 
  
set timeout 10 
  
spawn /usr/bin/gpg --edit-key \$argv 0 --yes trust quit 
  
expect "Your decision? " { send "5\r" } 
expect "Do you really want to set this key to ultimate trust? (y/N) " { send "y\r" } 
  
interact 
EOF 
chmod 0755 /home/ubuntu/backup/set-trust.exp 
sudo -H -u ubuntu /home/ubuntu/backup/set-trust.exp __Encrypt_Sign_Key__ 
 
apt-get -y install gnupg2 
apt-get -y install duplicity 
 
touch /home/ubuntu/backup/duplicity.rc 
chown ubuntu:ubuntu /home/ubuntu/backup/duplicity.rc 
chmod 0664 /home/ubuntu/backup/duplicity.rc 
cat << EOF > /home/ubuntu/backup/duplicity.rc 
# For encrypting and signing 
export PASSPHRASE=<Your Passphrase> 
export SIGN_PASSPHRASE=<Your Passphrase> 
 
# Access to OpenStack 
export SWIFT_USERNAME="__OS_TENANT_NAME__:__OS_USERNAME__" 
export SWIFT_PASSWORD="__OS_PASSWORD__" 
export SWIFT_AUTHURL="__OS_AUTH_URL__" 
export SWIFT_AUTHVERSION="2" 
EOF 
 
sed -i 's/export PASSPHRASE=<Your Passphrase>/export PASSPHRASE='"'__KeyPairPassphrase__'"'/g' 
/home/ubuntu/backup/duplicity.rc 
sed -i 's/export SIGN_PASSPHRASE=<Your Passphrase>/export 
SIGN_PASSPHRASE='"'__KeyPairPassphrase__'"'/g' /home/ubuntu/backup/duplicity.rc 
 
chown ubuntu:ubuntu /home/ubuntu/backup 
chmod 0775 /home/ubuntu/backup 
 
exit 

Table 12: duplicity_setup.sh 

#!/bin/bash -ex 
sudo su  
 
if [ ! -d /home/ubuntu/backup ]; then 
    mkdir -p /home/ubuntu/backup 
fi 
 
if [ ! -d /home/ubuntu/backup/db ]; then 
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    mkdir -p /home/ubuntu/backup/db 
fi 
 
if [ ! -d /home/ubuntu/backup/db/sql ]; then 
    mkdir -p /home/ubuntu/backup/db/sql 
fi 
 
chmod 0775 /home/ubuntu/backup 
chown ubuntu:ubuntu /home/ubuntu/backup 
chmod 0775 /home/ubuntu/backup/db 
chown ubuntu:ubuntu /home/ubuntu/backup/db 
chmod 0775 /home/ubuntu/backup/db/sql 
chown ubuntu:ubuntu /home/ubuntu/backup/db/sql 
 
touch /home/ubuntu/backup/backup_full.sh 
chmod 0766 /home/ubuntu/backup/backup_full.sh 
chown ubuntu:ubuntu /home/ubuntu/backup/backup_full.sh 
cat << EOF > /home/ubuntu/backup/backup_full.sh 
#!/bin/bash 
 
test -x $(which duplicity) || exit 1 
cd /home/ubuntu/backup 
.  duplicity.rc 
$(which duplicity) full --encrypt-sign-key=<YourKey> /var/www/html/viveValladolid/sites/default/files 
swift://vive_files 
$(which duplicity) remove-all-but-n-full 3 --force swift://vive_files 
 
$(which mysqldump) -u__DB_User__ -h__DB_Host__ -p__DB_Password__ --databases __DB_Database__ --
add-drop-database --lock-tables > ./db/sql/vive_valladolid.sql 
$(which duplicity) full --encrypt-sign-key=<YourKey> /home/ubuntu/backup/db/sql/ swift://vive_db 
$(which duplicity) remove-all-but-n-full 3 --force swift://vive_db 
EOF 
 
sed -i 's/--encrypt-sign-key=<YourKey>/--encrypt-sign-key=__Encrypt_Sign_Key__/g' 
/home/ubuntu/backup/backup_full.sh 
 
touch /home/ubuntu/backup/backup_incremental.sh 
chmod 0766 /home/ubuntu/backup/backup_incremental.sh 
chown ubuntu:ubuntu /home/ubuntu/backup/backup_incremental.sh 
cat << EOF > /home/ubuntu/backup/backup_incremental.sh 
#!/bin/bash 
 
test -x $(which duplicity) || exit 1 
cd /home/ubuntu/backup 
.  duplicity.rc 
$(which duplicity) --encrypt-sign-key=<YourKey> /var/www/html/viveValladolid/sites/default/files 
swift://vive_files 
 
$(which mysqldump) -u__DB_User__ -h__DB_Host__ -p__DB_Password__ --databases __DB_Database__ --
add-drop-database --lock-tables > ./db/sql/vive_valladolid.sql 
$(which duplicity) --encrypt-sign-key=<YourKey> /home/ubuntu/backup/db/sql/ swift://vive_db 
EOF 
 
sed -i 's/--encrypt-sign-key=<YourKey>/--encrypt-sign-key=__Encrypt_Sign_Key__/g' 
/home/ubuntu/backup/backup_incremental.sh 
 
sudo touch /var/spool/cron/crontabs/ubuntu 
sudo sh -c "echo \"00 03 * * 0 /home/ubuntu/backup/backup_full.sh >> 
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/home/ubuntu/backup/backup.log\" >> /var/spool/cron/crontabs/ubuntu" 
sudo sh -c "echo \"00 03 * * 1-6 /home/ubuntu/backup/backup_incremental.sh >> 
/home/ubuntu/backup/backup.log\" >> /var/spool/cron/crontabs/ubuntu" 
sudo chown ubuntu:crontab /var/spool/cron/crontabs/ubuntu 

Table 13: backup_setup.sh 

D.2 Municipality of Thessaloniki 

D.2.1 Virtual City Market 

This section describes a heat stack for re-deploying Virtual-City-Market in SCP v2.0. 

The following files are involved in the stack creation: 

1. VcmSingleNode.yaml, that is responsible for creating the stack containing the VM; 

2. VcmSingleNode.env, that defines or overrides Heat stack parameters. 

3. aptget-update.sh, that is responsible for resynchronizing the package index files from their sources; 

4. openstack-cli_install.sh, that is responsible for installing the OpenStack CLI packages; 

5. vcm_setup.sh, this is the main bash shell script for install and configuring the application; 

6. duplicity_setup.sh, that is responsible for configuring the backup environment; 

7. backup_setup.sh, that is responsible for implementing the backup strategy; 

8. cert_setup.sh, that is responsible for installing the SSL certificates and configuring the SSL engine in 
order for the application to be accessible via secure HTTPS links. 

 

heat_template_version: 2013-05-23 
 
description: > 
  Heat template to deploy Virtual City Market on an Ubuntu instance using Heat's 
  software orchestration feature. 
  The (mySQL) database is supposed to be external and already prepared with an user and an empty 
database 
   
parameter_groups: 
 
- label: Environment_Parameters 
  description: 
  parameters: 
  - Public_Network 
  - Private_Network 
  - Server_Name 
  - Key_Name 
  - Image 
  - Flavor 
 
- label: DB_Parameters 
  description: 
  parameters: 
  - DB_Host 
  - DB_Database 
  - DB_User 
  - DB_Password  
   
- label: Mail_Parameters 
  description: 
  parameters: 
  - Support_Email 
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  - SMTP_Host 
  - SMTP_From 
  - SMTP_From_Name 
  - SMTP_User 
  - SMTP_Password 
 
- label: reCAPTCHA_Parameters 
  description: 
  parameters: 
  - reCAPTCHA_Private_Key 
  - reCAPTCHA_Public_Key 
   
- label: Google_Maps_Parameters 
  description: 
  parameters: 
  - GMAP_API_Key 
   
- label: OpenStack_Parameters 
  description: 
  parameters: 
  - OS_USERNAME 
  - OS_PASSWORD 
  - OS_TENANT_NAME 
  - OS_AUTH_URL 
 
- label: Duplicity_Parameters 
  description: 
  parameters: 
  - KeyPairPassphrase 
  - KeyPairEmail 
  - Encrypt_Sign_Key 
 
parameters: 
  Public_Network: 
    type: string 
    label: Public network name or ID 
    description: Public network with floating IP addresses. 
    default: 7cdd87f6-3e69-4d7b-8837-e752f2dcd5b4 
     
  Private_Network: 
    type: string 
    description: Name of the private network the server gets deployed 
    default: 5faebac0-a615-41d7-9cf5-d2d2105734b5 
 
  Server_Name: 
    type: string 
    label: Server name 
    description: the name of the server 
    default: VCM 
  Key_Name: 
    type: string 
    label: Key name 
    description: Name of key-pair to be installed on the compute instance. 
    default: my_key 
  Image: 
    type: string 
    label: Image name or ID 
    description: Image to be used for the server. Please use an Ubuntu based image. 
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    default: trusty-server-cloudimg-amd64-heat-hook 
    constraints: 
      - allowed_values: ['trusty-server-cloudimg-amd64', 'trusty-server-cloudimg-amd64-heat-hook'] 
  Flavor: 
    type: string 
    label: Flavor 
    description: Type of instance (flavor) to be used for the Drupal server. 
    constraints: 
      - custom_constraint: nova.flavor 
    default: m1.small 
 
  DB_Host: 
    type: string 
    description: name or IP address of the server hosting mysql 
    hidden: true 
  DB_Database: 
    type: string 
    description: name of the DB 
    hidden: true 
  DB_User: 
    type: string 
    description: User of the MySQL instance. 
    hidden: true 
  DB_Password: 
    type: string 
    description: Password of the MySQL instance. 
    hidden: true 
 
  Support_Email: 
    type: string 
    description: Support email for the application 
  SMTP_Host: 
    type: string 
    description: Email SMTP Host address (Outgoing server) 
  SMTP_From: 
    type: string 
    description: Email SMTP Host address (Return path) 
  SMTP_From_Name: 
    type: string 
    description: Name to appear in the from field of email clients 
  SMTP_User: 
    type: string 
    description: SMTP user name 
  SMTP_Password: 
    type: string 
    description: Password of SMTP user. 
    hidden: true 
   
  reCAPTCHA_Private_Key: 
    type: string 
    description: reCAPTCHA private key (Get your keys from 
https://www.google.com/recaptcha/admin/create) 
    hidden: true 
  reCAPTCHA_Public_Key: 
    type: string 
    description: reCAPTCHA public key (Get your keys from 
https://www.google.com/recaptcha/admin/create) 
    hidden: true 
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  GMAP_API_Key: 
    type: string 
    description: GMAP API key (Enter your api key. Get one from https://code.google.com/apis/console) 
    hidden: true 
   
  OS_USERNAME: 
    type: string 
    hidden: true 
  OS_PASSWORD: 
    type: string 
    hidden: true 
  OS_TENANT_NAME: 
    type: string 
    hidden: true 
  OS_AUTH_URL: 
    type: string 
    hidden: true 
 
  KeyPairPassphrase: 
    type: string 
    description: Private key passphrase required to use the key 
    hidden: true 
     
  KeyPairEmail: 
    type: string 
    description: E-mail of the loaded key 
   
  Encrypt_Sign_Key: 
    type: string 
    description: Private key ID 
    hidden: true 
     
resources: 
  aptget-update: 
    type: OS::Heat::SoftwareConfig 
    properties: 
      group: script 
      config: {get_file: aptget-update.sh} 
 
  vcm_setup: 
    type: OS::Heat::SoftwareConfig 
    properties: 
      group: script 
      config:  
        str_replace: 
          template: { get_file: vcm_setup.sh } 
          params: 
            __DB_Host__:     {get_param: DB_Host} 
            __DB_Database__: {get_param: DB_Database} 
            __DB_User__:     {get_param: DB_User} 
            __DB_Password__: {get_param: DB_Password} 
            __Support_Email__: {get_param: Support_Email} 
            __SMTP_Host__: {get_param: SMTP_Host} 
            __SMTP_From__: {get_param: SMTP_From} 
            __SMTP_From_Name__: {get_param: SMTP_From_Name} 
            __SMTP_User__: {get_param: SMTP_User} 
            __SMTP_Password__: {get_param: SMTP_Password} 
            __reCAPTCHA_Public_Key__: {get_param: reCAPTCHA_Public_Key} 
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            __reCAPTCHA_Private_Key__: {get_param: reCAPTCHA_Private_Key} 
            __GMAP_API_Key__: {get_param: GMAP_API_Key} 
 
  openstack-cli_install: 
    type: OS::Heat::SoftwareConfig 
    properties: 
      group: script 
      config: { get_file: openstack-cli_install.sh } 
 
  duplicity_setup: 
    type: OS::Heat::SoftwareConfig 
    properties: 
      group: script 
      config: 
        str_replace: 
          template: {get_file: duplicity_setup.sh} 
          params: 
            __KeyPairPassphrase__:  {get_param: KeyPairPassphrase} 
            __KeyPairEmail__:       {get_param: KeyPairEmail} 
            __Encrypt_Sign_Key__:   {get_param: Encrypt_Sign_Key} 
            __OS_USERNAME__:        {get_param: OS_USERNAME} 
            __OS_PASSWORD__:        {get_param: OS_PASSWORD} 
            __OS_TENANT_NAME__:     {get_param: OS_TENANT_NAME} 
            __OS_AUTH_URL__:        {get_param: OS_AUTH_URL} 
 
  backup_setup: 
    type: OS::Heat::SoftwareConfig 
    properties: 
      group: script 
      config: 
        str_replace: 
          template: {get_file: backup_setup.sh} 
          params: 
            __Encrypt_Sign_Key__:   {get_param: Encrypt_Sign_Key} 
            __DB_Host__:     {get_param: DB_Host} 
            __DB_Database__: {get_param: DB_Database} 
            __DB_User__:     {get_param: DB_User} 
            __DB_Password__: {get_param: DB_Password} 
             
  cert_setup: 
    type: OS::Heat::SoftwareConfig 
    properties: 
      group: script 
      config: {get_file: cert_setup.sh} 
             
  vcm_config: 
    type: OS::Heat::MultipartMime 
    properties: 
      parts: 
      - config: {get_resource: aptget-update} 
      - config: {get_resource: vcm_setup} 
      - config: {get_resource: openstack-cli_install} 
      - config: {get_resource: duplicity_setup} 
      - config: {get_resource: backup_setup} 
      - config: {get_resource: cert_setup} 
       
  storm_port: 
    type: OS::Neutron::Port 
    properties: 
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      network_id: { get_param: Private_Network } 
 
  vcm_instance: 
    type: OS::Nova::Server 
    properties: 
      name:       {get_param: Server_Name} 
      image:      {get_param: Image} 
      flavor:     {get_param: Flavor} 
      key_name:   {get_param: Key_Name } 
      networks:    
        - port: { get_resource: storm_port } 
      admin_user: ubuntu 
      user_data_format: RAW 
      user_data: {get_resource: vcm_config} 
 
  floating_ip: 
    type: OS::Neutron::FloatingIP 
    properties: 
      floating_network_id: { get_param: Public_Network } 
       
  floating_ip_assoc: 
    type: OS::Neutron::FloatingIPAssociation 
    properties: 
      floatingip_id: { get_resource: floating_ip } 
      port_id: { get_resource: storm_port } 
       
outputs: 
  instance_ip: 
    description: The internal IP address of the deployed instance 
    value: { get_attr: [vcm_instance, first_address] } 
  instance_external_ip: 
    description: The publicly available IP address of the deployed instance 
    value: { get_attr: [floating_ip, floating_ip_address] } 

Table 14: VCMSingleNode.yaml 

 

parameters: 
  DB_Host:      10.0.0.10 
  DB_Database:  virtual_city_market 
  DB_User:      thessaloniki 
  DB_Password:  th355a10n1k1 
  Server_Name:  VCM 
  Key_Name:     ED-keypair 
  Flavor:       m1.medium 
   
  Support_Email:    smartcity@thessaloniki.gr 
  SMTP_Host:        mail.thessaloniki.gr 
  SMTP_From:        smartcity@thessaloniki.gr 
  SMTP_From_Name:   Virtual city market 
  SMTP_User:        smartcity 
  SMTP_Password:    thestorm 
   
  reCAPTCHA_Private_Key:    6LeLX_4SAAAAAPCbTf4179_ifMZ6MdwcUmm3NQWH 
  reCAPTCHA_Public_Key:     6LeLX_4SAAAAALvz6vNgMTGTHRf3Ywp3lBDNFvDz 
  GMAP_API_Key:             AIzaSyCQq34i4Je3mgRXOai6xABQtyfBVeCYDfo 
 
  OS_USERNAME:      europeandynamics 
  OS_PASSWORD:      vmK+xo5m8NW4H5aD 
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  OS_TENANT_NAME:   storm-enter 
  OS_AUTH_URL:      http://10.15.5.98:35357/v2.0 
   
  KeyPairPassphrase:    th355a10n1k1 
  KeyPairEmail:         alkiviadis.giannakoulias@eurodyn.com 
  Encrypt_Sign_Key:     DE6877E3 

Table 15: VCMSingleNode.env 

 

#!/bin/bash -ex 
sudo su 
apt-get -y update 
exit 

Table 16: aptget-update.sh 

 

#!/bin/bash -ex 
sudo su  
apt-get install -y python-keystoneclient 
apt-get install -y python-glanceclient 
apt-get install -y python-novaclient 
apt-get install -y python-neutronclient 
apt-get install -y python-cinderclient 
apt-get install -y python-swiftclient 
apt-get install -y python-heatclient 
exit 

Table 17: openstack-cli_install.sh 

 

#!/bin/bash -ex 
sudo su 
 
#DEBIAN_FRONTEND=noninteractive apt-get -y -o Dpkg::Options::="--force-confdef" -o Dpkg::Options::="--
force-confold" dist-upgrade 
 
# Install Apache HTTP Server version 2.x  
apt-get -y install apache2 
 
# Install debconf-get-selections  
sudo apt-get install debconf-utils 
 
# Install PHP             
apt-get -y install php5 libapache2-mod-php5 php5-mcrypt php5-common php5-mysql 
apt-get -y install mysql-client-core-5.6 mysql-client-5.6 
 
apt-get -y install unzip 
cd /tmp/ 
# Git clone the application source files 
apt-get -y install git 
if [ ! -d /var/www/html ]; then 
    mkdir -p /var/www/html 
fi 
 
cd /var/www/html 
git clone https://github.com/icos-urenio/virtual-city-market.git 
 
#Update config.inc.php 
# Database settings 
sed -i 's/define('\''MARKET_DB_HOST'\'', '\''localhost'\'');/define('\''MARKET_DB_HOST'\'', 
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'"'"'__DB_Host__'"'"');/g' /var/www/html/virtual-city-market/config.inc.php 
sed -i 's/define('\''MARKET_DB_USER'\'', '\''root'\'');/define('\''MARKET_DB_USER'\'', 
'"'"'__DB_User__'"'"');/g' /var/www/html/virtual-city-market/config.inc.php 
sed -i 's/define('\''MARKET_DB_PASS'\'', '\'''\'');/define('\''MARKET_DB_PASS'\'', 
'"'"'__DB_Password__'"'"');/g' /var/www/html/virtual-city-market/config.inc.php 
sed -i 's/define('\''MARKET_DB_DATABASE'\'', '\''virtual-city-
market'\'');/define('\''MARKET_DB_DATABASE'\'', '"'"'__DB_Database__'"'"');/g' /var/www/html/virtual-city-
market/config.inc.php 
 
# Update Mail settings 
sed -i 's/define('\''SUPPORT_EMAIL'\'', '\''support@localhost'\'');/define('\''SUPPORT_EMAIL'\'', 
'"'"'__Support_Email__'"'"');/g' /var/www/html/virtual-city-market/config.inc.php 
sed -i 's/define('\''MARKET_SMTP_HOST'\'', '\''localhost'\'');/define('\''MARKET_SMTP_HOST'\'', 
'"'"'__SMTP_Host__'"'"');/g' /var/www/html/virtual-city-market/config.inc.php 
sed -i 's/define('\''MARKET_SMTP_FROM'\'', '\''noreply@localhost'\'');/define('\''MARKET_SMTP_FROM'\'', 
'"'"'__SMTP_From__'"'"');/g' /var/www/html/virtual-city-market/config.inc.php 
sed -i 's/define('\''MARKET_SMTP_FROM_NAME'\'', '\''Virtual city 
market'\'');/define('\''MARKET_SMTP_FROM_NAME'\'', '"'"'__SMTP_From_Name__'"'"');/g' 
/var/www/html/virtual-city-market/config.inc.php 
sed -i 's#^[ \t]//define('\''MARKET_SMTP_USER'\'', '\'''\'');#\tdefine('\''MARKET_SMTP_USER'\'', 
'"'"'__SMTP_User__'"'"');#g' /var/www/html/virtual-city-market/config.inc.php 
sed -i 's#^[ \t]//define('\''MARKET_SMTP_PASS'\'', '\'''\'');#\tdefine('\''MARKET_SMTP_PASS'\'', 
'"'"'__SMTP_Password__'"'"');#g' /var/www/html/virtual-city-market/config.inc.php 
 
# Update reCAPTCHA Keys 
sed -i 's/define('\''RECAPTCHA_PUBLIC_KEY'\'', '\'''\'');/define('\''RECAPTCHA_PUBLIC_KEY'\'', 
'"'"'__reCAPTCHA_Public_Key__'"'"');/g' /var/www/html/virtual-city-market/config.inc.php 
sed -i 's/define('\''RECAPTCHA_PRIVATE_KEY'\'', '\'''\'');/define('\''RECAPTCHA_PRIVATE_KEY'\'', 
'"'"'__reCAPTCHA_Private_Key__'"'"');/g' /var/www/html/virtual-city-market/config.inc.php 
 
# Update Google Maps API Key 
sed -i 's/define('\''GMAP_API_KEY'\'', '\'''\'');/define('\''GMAP_API_KEY'\'', '"'"'__GMAP_API_Key__'"'"');/g' 
/var/www/html/virtual-city-market/config.inc.php 
 
# Update sites-available/000-default.conf  
sed -i 's/<\/VirtualHost>/        <Directory \/var\/www\/html\/virtual-city-market>\n                Options 
Indexes FollowSymLinks\n                AllowOverride All\n        <\/Directory>\n<\/VirtualHost>/g' 
/etc/apache2/sites-available/000-default.conf 
 
# Update /etc/apache2/sites-enabled/000-default.conf 
sed -i 's/<\/VirtualHost>/        <Directory \/var\/www\/html\/virtual-city-market>\n                Options 
Indexes FollowSymLinks\n                AllowOverride All\n        <\/Directory>\n<\/VirtualHost>/g' 
/etc/apache2/sites-enabled/000-default.conf 
 
# enable mod_rewrite 
a2enmod rewrite 
# Restart apache 
service apache2 restart 
 
#populate database 
mysql -u__DB_User__ -h__DB_Host__ -p__DB_Password__ __DB_Database__ < /var/www/html/virtual-
city-market/data/market.sql 
 
# Change the ssh configuration to enable password authentication 
sed -i 's/.*PasswordAuthentication.*/PasswordAuthentication yes/g' /etc/ssh/sshd_config 
# Restart ssh service 
restart ssh 
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sed -i 's/.*error_reporting.*/error_reporting = E_ALL \& ~E_WARNING \& ~E_DEPRECATED | E_STRICT/g' 
/etc/php5/apache2/php.ini 
 
# Install GD extension 
apt-get -y install php5-gd 
apachectl restart 
 
mkdir /var/www/html/virtual-city-market/cache 
mkdir /var/www/html/virtual-city-market/files 
# Change owner of cache and uploads directories to www-data 
chown -R www-data /var/www/html/virtual-city-market/cache 
chown -R www-data /var/www/html/virtual-city-market/uploads 

Table 18: vcm_setup.sh 

 

#!/bin/bash -ex 
sudo su 
 
if [ ! -d /home/ubuntu/backup ]; then 
    mkdir -p /home/ubuntu/backup 
fi 
 
touch /home/ubuntu/backup/duplicityKey.asc 
chown ubuntu:ubuntu /home/ubuntu/backup/duplicityKey.asc 
chmod 0664 /home/ubuntu/backup/duplicityKey.asc 
sh -c "echo \"-----BEGIN PGP PRIVATE KEY BLOCK----- 
Version: GnuPG v2 
 
lQO+BFYJTEYBCADbm4jZeCcRc2hC2xrjzjzFI87hXIjH9BYiwKqbj2CRRfr9+xeJ 
7+eQSqZ3SYq3sIv9CBn/Ygd3qqJyOXUywr00ww/BlyeNfyFIKmCdw+WRmQcA3hxv 
ifz+P74so24p3HwbkUdLEAxRmoZZXPNcqfxvk6GDZSiJ6eBBoNPS9npqdTxXNZGq 
RFLD6IbYupW6pD1ja2GeXzrVNYKgXk71Yl7l8gFbvqLgJRTFCSuh16X7HOEPVEuR 
EgzXmgHW5e8ZFDEjLDjFnN5BJJCso3W6z9gk+7Ki2In6MY+m3OwcQojYauTh5cPk 
B4rd9/0ebqeIjLGsiB6Xgxd7x1Wa6ehtR4bzABEBAAH+AwMC5Gp8Qn/S8Za6poD6 
ktAKkFPJ9aO057VpHK/G1q4MjWM6RfPKL8UU5z/HMCrz3nWi73x6XEJAPBBm21Tq 
Fkh22pHZxfig35/o49cAwIEym38AvTGCzeh2L6RPbu8Zcc0nwUByQo4pl9P3i4Wf 
opsM1CHuLm5yPWbl4LB6zL7Yr7toyOwbIAYNId2PmPZ2QpvWfi+L17y/2bSQhnyp 
EiJmp/DG6NEMPE9lrI3TfDFPL1TbdYL1ZV1duHFKFnLeMp/yoEnr93dJa73xFDer 
6NzP9zBdi4iW/XEilgT1+EIbwT243jIVSKOvdhaFBTJsVxWL0o8VAwunpYi/46ll 
IbGkBuCmh9+YryKmCP2ME3IRU47Iv0Pv5EtAODOtQtXJH5JEK4sUGb8j3d9i34wz 
zqlIckVi37mYMZJqK/EN1VWDHxVc3UGwKOd495nkdmkC7mV/6BAcT+lK0icfem7h 
FoGMKGp/kCdcNT8ncOu7ckrXJ9vQuMxzVD8Ai2gAARELtU4XhICTHXbZq8anZ0Ax 
7T3MKQXA/+ou8atHSdDqidydYHR952Eq92ZuR5ans0Pf1kA/FyyTedd6/oP6Z2RY 
8eAg6FVEDSok3XDK/8jk02iI5Aujj7jSF6DZuTbqE55hjkrbftzImw4TcEqyiQKJ 
ijlX6nf464XKfI7IpTuaa94nBAOb3NHHRgKyXEOWvuCbH8iPTWRToZAWzW5ZnH6i 
eJTsCA3QKNSc96RPZb28ogJdWkkgIjMvXJU3U+JWuNPmegVzK2pLeDySEeJkzeL5 
QoXZTmDQcWvxFNPRlTaVJyz4g2bOUhJcoz35s3XyZSXFRiCrq6CA4/783tT111rB 
r/TkidBqbpZQdwtsmAhaOlcCOACmaliyahswFGKTiEvxXgZgHeeIKyyQc1CA6XYG 
PbR4dmlydHVhbC1jaXR5LW1hcmtldCAoa2V5LXBhaXIgZm9yIGVuY3J5cHRpbmcs 
IHNpZ25pbmcgYW5kIGRlY3J5cHRpbmcgYmFja3VwIGRhdGEpIDxhbGtpdmlhZGlz 
LmdpYW5uYWtvdWxpYXNAZXVyb2R5bi5jb20+iQE5BBMBCAAjBQJWCUxGAhsPBwsJ 
CAcDAgEGFQgCCQoLBBYCAwECHgECF4AACgkQhbwKet5od+OryQf+JI32HuS2DaYO 
wNIxxFyOwlnsfmlDFM62ODSakp9XfXLZJCKB7MQ82JBdPb6JFR4hOQwXuUa7zIXg 
/5F5Wn6biw/xfeIeGLZG89SXbpdfj9pS0wM9n5OD6J5gmad5nNoIJI8xfJ8N0H3L 
fw5tWRQH2G2ORT5A5f9tmKVpwMExxtxWcU4I9AeofyDhuBOxQ22K0FxlS6JFMsUd 
+4UIiM6Pl2XDNieiqzdTHoG9dOng2lPpwaMykJHA2ua4eUULgPlIDvCuH99uQ1++ 
aCqUMB6VuS0rUTmn8wdoYFL/fS4eqs810/9IViKhesBNmQySz49SIB6B6bC1+MzY 
K/o3qqz2wg== 
=lv2v 
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-----END PGP PRIVATE KEY BLOCK-----\" >> /home/ubuntu/backup/duplicityKey.asc" 
 
# run the import as ubuntu user 
sudo -H -u ubuntu gpg --import /home/ubuntu/backup/duplicityKey.asc 
 
#Install expect: 
apt-get -y install expect 
 
#Create expect script 
touch /home/ubuntu/backup/set-trust.exp 
cat << EOF > /home/ubuntu/backup/set-trust.exp 
#!/usr/bin/expect 
  
set timeout 10 
  
spawn /usr/bin/gpg --edit-key \$argv 0 --yes trust quit 
  
expect "Your decision? " { send "5\r" } 
expect "Do you really want to set this key to ultimate trust? (y/N) " { send "y\r" } 
  
interact 
EOF 
chmod 0755 /home/ubuntu/backup/set-trust.exp 
sudo -H -u ubuntu /home/ubuntu/backup/set-trust.exp __Encrypt_Sign_Key__ 
 
apt-get -y install gnupg2 
apt-get -y install duplicity 
 
touch /home/ubuntu/backup/duplicity.rc 
chown ubuntu:ubuntu /home/ubuntu/backup/duplicity.rc 
chmod 0664 /home/ubuntu/backup/duplicity.rc 
cat << EOF > /home/ubuntu/backup/duplicity.rc 
# For encrypting and signing 
export PASSPHRASE=<Your Passphrase> 
export SIGN_PASSPHRASE=<Your Passphrase> 
 
# Access to OpenStack 
export SWIFT_USERNAME="__OS_TENANT_NAME__:__OS_USERNAME__" 
export SWIFT_PASSWORD="__OS_PASSWORD__" 
export SWIFT_AUTHURL="__OS_AUTH_URL__" 
export SWIFT_AUTHVERSION="2" 
EOF 
 
sed -i 's/export PASSPHRASE=<Your Passphrase>/export PASSPHRASE='"'__KeyPairPassphrase__'"'/g' 
/home/ubuntu/backup/duplicity.rc 
sed -i 's/export SIGN_PASSPHRASE=<Your Passphrase>/export 
SIGN_PASSPHRASE='"'__KeyPairPassphrase__'"'/g' /home/ubuntu/backup/duplicity.rc 
 
chown ubuntu:ubuntu /home/ubuntu/backup 
chmod 0775 /home/ubuntu/backup 
 
exit 

Table 19: duplicity_setup.sh 

 

#!/bin/bash -ex 
sudo su 
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if [ ! -d /home/ubuntu/backup ]; then 
    mkdir -p /home/ubuntu/backup 
fi 
 
if [ ! -d /home/ubuntu/backup/db ]; then 
    mkdir -p /home/ubuntu/backup/db 
fi 
 
if [ ! -d /home/ubuntu/backup/db/sql ]; then 
    mkdir -p /home/ubuntu/backup/db/sql 
fi 
 
chmod 0775 /home/ubuntu/backup 
chown ubuntu:ubuntu /home/ubuntu/backup 
chmod 0775 /home/ubuntu/backup/db 
chown ubuntu:ubuntu /home/ubuntu/backup/db 
chmod 0775 /home/ubuntu/backup/db/sql 
chown ubuntu:ubuntu /home/ubuntu/backup/db/sql 
 
touch /home/ubuntu/backup/backup_full.sh 
chmod 0766 /home/ubuntu/backup/backup_full.sh 
chown ubuntu:ubuntu /home/ubuntu/backup/backup_full.sh 
cat << EOF > /home/ubuntu/backup/backup_full.sh 
#!/bin/bash 
 
test -x $(which duplicity) || exit 1 
cd /home/ubuntu/backup 
.  duplicity.rc 
$(which duplicity) full --encrypt-sign-key=<YourKey> --exclude '/var/www/html/virtual-city-
market/cache/**' --include /var/www/html/virtual-city-market/ --exclude '/var/www/html/**' 
/var/www/html/ swift://VCM_files 
$(which duplicity) remove-all-but-n-full 3 --force swift://VCM_files 
 
$(which mysqldump) -u__DB_User__ -h__DB_Host__ -p__DB_Password__ --databases __DB_Database__ --
add-drop-database --lock-tables > /home/ubuntu/backup/db/sql/virtual_city_market.sql 
$(which duplicity) full --encrypt-sign-key=<YourKey> /home/ubuntu/backup/db/sql/ swift://VCM_db 
$(which duplicity) remove-all-but-n-full 3 --force swift://VCM_db 
EOF 
 
sed -i 's/--encrypt-sign-key=<YourKey>/--encrypt-sign-key=__Encrypt_Sign_Key__/g' 
/home/ubuntu/backup/backup_full.sh 
 
touch /home/ubuntu/backup/backup_incremental.sh 
chmod 0766 /home/ubuntu/backup/backup_incremental.sh 
chown ubuntu:ubuntu /home/ubuntu/backup/backup_incremental.sh 
cat << EOF > /home/ubuntu/backup/backup_incremental.sh 
#!/bin/bash 
 
test -x $(which duplicity) || exit 1 
cd /home/ubuntu/backup 
.  duplicity.rc 
$(which duplicity) --encrypt-sign-key=<YourKey> --exclude '/var/www/html/virtual-city-market/cache/**' --
include /var/www/html/virtual-city-market/ --exclude '/var/www/html/**' /var/www/html/ 
swift://VCM_files 
 
$(which mysqldump) -u__DB_User__ -h__DB_Host__ -p__DB_Password__ --databases __DB_Database__ --
add-drop-database --lock-tables > ./db/sql/virtual_city_market.sql 
$(which duplicity) --encrypt-sign-key=<YourKey> /home/ubuntu/backup/db/sql/ swift://VCM_db 
EOF 



Version 1.0  D3.1.2 - Deployment of the services in the Cloud Infrastructure  

 

Page 96 of 100  © STORM CLOUDS 2015 

 

 
sed -i 's/--encrypt-sign-key=<YourKey>/--encrypt-sign-key=__Encrypt_Sign_Key__/g' 
/home/ubuntu/backup/backup_incremental.sh 
 
sudo touch /var/spool/cron/crontabs/ubuntu 
sudo sh -c "echo \"00 03 * * 0 /home/ubuntu/backup/backup_full.sh >> 
/home/ubuntu/backup/backup.log\" >> /var/spool/cron/crontabs/ubuntu" 
sudo sh -c "echo \"00 03 * * 1-6 /home/ubuntu/backup/backup_incremental.sh >> 
/home/ubuntu/backup/backup.log\" >> /var/spool/cron/crontabs/ubuntu" 
sudo chown ubuntu:crontab /var/spool/cron/crontabs/ubuntu 

Table 20: backup_setup.sh 

 

#!/bin/bash -ex 
sudo touch /etc/ssl/certs/smartcity_thessaloniki_gr.crt 
sudo chmod 0660 /etc/ssl/certs/smartcity_thessaloniki_gr.crt 
 
sudo sh -c "echo \"-----BEGIN CERTIFICATE----- 
MIIF6TCCBNGgAwIBAgIQYNuXeUW2i/X3TzCOkmoSGDANBgkqhkiG9w0BAQsFADCB 
ljELMAkGA1UEBhMCR0IxGzAZBgNVBAgTEkdyZWF0ZXIgTWFuY2hlc3RlcjEQMA4G 
A1UEBxMHU2FsZm9yZDEaMBgGA1UEChMRQ09NT0RPIENBIExpbWl0ZWQxPDA6BgNV 
BAMTM0NPTU9ETyBSU0EgT3JnYW5pemF0aW9uIFZhbGlkYXRpb24gU2VjdXJlIFNl 
cnZlciBDQTAeFw0xNTAxMzAwMDAwMDBaFw0xNjAxMzAyMzU5NTlaMIHDMQswCQYD 
VQQGEwJHUjEOMAwGA1UEERMFNTQ2NDAxFTATBgNVBAgTDFRoZXNzYWxvbmlraTEV 
MBMGA1UEBxMMVGhlc3NhbG9uaWtpMR8wHQYDVQQJExZWYXNpbGVvcyBHZW9yZ2lv 
dSAgQSAxMRwwGgYDVQQKExNEaW1vcyBUaGVzc2Fsb25pa2lzMRMwEQYDVQQLEwpQ 
cmVtaXVtU1NMMSIwIAYDVQQDExlzbWFydGNpdHkudGhlc3NhbG9uaWtpLmdyMIIB 
IjANBgkqhkiG9w0BAQEFAAOCAQ8AMIIBCgKCAQEA80LT5EXnwghsz8n6mEk8O2yq 
OZ03q//adi6EwAJDpEqVIxmOW9SBjEdeaeHB+NrFOfIyxxWVrNNl59UcF6+gdSfC 
c34yPijnfhEAlZktRmbhiCMn4KX6+GzRrO+23uXobBOeIHceNFud03lNf1Ax1RpQ 
LhKMGS6BD+WvAaY1c4IVKJeZrI3nUBn5az2T+qnikQSCHcLWI8NJSplm4N8TZWMM 
jEH/MPAo/SbPn8UOPidde+fjqmnusOZji6KGJWh0EZCdIhI5QdUXbZC8venCpJph 
GzpkGudlEv5Erbe7q9h3Alelar1kq1MUV8e2A9Pcxv7OH45xALEyKEWGRvlsfQID 
AQABo4ICAjCCAf4wHwYDVR0jBBgwFoAUmvMr2s+tT7YvuypISCoStxtCwSQwHQYD 
VR0OBBYEFDQJjsTyPFRob2memlRKJ/CVrUjwMA4GA1UdDwEB/wQEAwIFoDAMBgNV 
HRMBAf8EAjAAMB0GA1UdJQQWMBQGCCsGAQUFBwMBBggrBgEFBQcDAjBQBgNVHSAE 
STBHMDsGDCsGAQQBsjEBAgEDBDArMCkGCCsGAQUFBwIBFh1odHRwczovL3NlY3Vy 
ZS5jb21vZG8uY29tL0NQUzAIBgZngQwBAgIwWgYDVR0fBFMwUTBPoE2gS4ZJaHR0 
cDovL2NybC5jb21vZG9jYS5jb20vQ09NT0RPUlNBT3JnYW5pemF0aW9uVmFsaWRh 
dGlvblNlY3VyZVNlcnZlckNBLmNybDCBiwYIKwYBBQUHAQEEfzB9MFUGCCsGAQUF 
BzAChklodHRwOi8vY3J0LmNvbW9kb2NhLmNvbS9DT01PRE9SU0FPcmdhbml6YXRp 
b25WYWxpZGF0aW9uU2VjdXJlU2VydmVyQ0EuY3J0MCQGCCsGAQUFBzABhhhodHRw 
Oi8vb2NzcC5jb21vZG9jYS5jb20wQwYDVR0RBDwwOoIZc21hcnRjaXR5LnRoZXNz 
YWxvbmlraS5ncoIdd3d3LnNtYXJ0Y2l0eS50aGVzc2Fsb25pa2kuZ3IwDQYJKoZI 
hvcNAQELBQADggEBALHGT0uHfETgKvnMtcEYKcm07cgA9A5V05zYJCFXmjuGUJrq 
CpmSudrJl3RS1wIpk6CVyW0wY14P563yRUfr5m8ZkLEIY8zhGcfipcqIUQbN8cix 
zVcE8FJdRmvdI6SLb419YkT8nMGqZIaZNFg2Dqe342ukobz0voLC23Eb+9Sqc8kJ 
6tUJNVeRgIOIs6cMJujARhkwxq8OvRkvzbnT8mWr63QSuPFD9EMno/kfGIIdgM2i 
3P15I6Pq6g4oQZQCO8+aaq43mHQ6M2sla6Do+3sbz/niaShEn0iYWhKTUNhrWiwX 
k5gn2s0SVX51M/vrBZR3cUrzXWL6Dzpk+pG4owQ= 
-----END CERTIFICATE-----\" >> /etc/ssl/certs/smartcity_thessaloniki_gr.crt" 
 
sudo touch /etc/ssl/certs/smartcity_thessaloniki_gr.ca-bundle 
sudo chmod 0660 /etc/ssl/certs/smartcity_thessaloniki_gr.ca-bundle 
 
sudo sh -c "echo \"-----BEGIN CERTIFICATE----- 
MIIGDjCCA/agAwIBAgIQNoJef7WkgZN+9tFza7k8pjANBgkqhkiG9w0BAQwFADCB 
hTELMAkGA1UEBhMCR0IxGzAZBgNVBAgTEkdyZWF0ZXIgTWFuY2hlc3RlcjEQMA4G 
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A1UEBxMHU2FsZm9yZDEaMBgGA1UEChMRQ09NT0RPIENBIExpbWl0ZWQxKzApBgNV 
BAMTIkNPTU9ETyBSU0EgQ2VydGlmaWNhdGlvbiBBdXRob3JpdHkwHhcNMTQwMjEy 
MDAwMDAwWhcNMjkwMjExMjM1OTU5WjCBljELMAkGA1UEBhMCR0IxGzAZBgNVBAgT 
EkdyZWF0ZXIgTWFuY2hlc3RlcjEQMA4GA1UEBxMHU2FsZm9yZDEaMBgGA1UEChMR 
Q09NT0RPIENBIExpbWl0ZWQxPDA6BgNVBAMTM0NPTU9ETyBSU0EgT3JnYW5pemF0 
aW9uIFZhbGlkYXRpb24gU2VjdXJlIFNlcnZlciBDQTCCASIwDQYJKoZIhvcNAQEB 
BQADggEPADCCAQoCggEBALkU2YXyQURX/zBEHtw8RKMXuG4B+KNfwqkhHc5Z9Ozz 
iKkJMjyxi2OkPic284/5OGYuB5dBj0um3cNfnnM858ogDU98MgXPwS5IZUqF0B9W 
MW2O5cYy1Bu8n32W/JjXT/j0WFb440W+kRiC5Iq+r81SN1GHTx6Xweg6rvn/RuRl 
Pz/DR4MvzLhCXi1+91porl1LwKY1IfWGo8hJi5hjYA3JIUjCkjBlRrKGNQRCJX6t 
p05LEkAAeohoXG+fo6R4ESGuPQsOvkUUI8/rddf2oPG8RWxevKEy7PNYeEIoCzoB 
dvDFoJ7BaXDej0umed/ydrbjDxN8GDuxUWxqIDnOnmkCAwEAAaOCAWUwggFhMB8G 
A1UdIwQYMBaAFLuvfgI9+qbxPISOre44mOzZMjLUMB0GA1UdDgQWBBSa8yvaz61P 
ti+7KkhIKhK3G0LBJDAOBgNVHQ8BAf8EBAMCAYYwEgYDVR0TAQH/BAgwBgEB/wIB 
ADAdBgNVHSUEFjAUBggrBgEFBQcDAQYIKwYBBQUHAwIwGwYDVR0gBBQwEjAGBgRV 
HSAAMAgGBmeBDAECAjBMBgNVHR8ERTBDMEGgP6A9hjtodHRwOi8vY3JsLmNvbW9k 
b2NhLmNvbS9DT01PRE9SU0FDZXJ0aWZpY2F0aW9uQXV0aG9yaXR5LmNybDBxBggr 
BgEFBQcBAQRlMGMwOwYIKwYBBQUHMAKGL2h0dHA6Ly9jcnQuY29tb2RvY2EuY29t 
L0NPTU9ET1JTQUFkZFRydXN0Q0EuY3J0MCQGCCsGAQUFBzABhhhodHRwOi8vb2Nz 
cC5jb21vZG9jYS5jb20wDQYJKoZIhvcNAQEMBQADggIBAGmKNmiaHjtlC+B8z6ar 
cTuvYaQ/5GQBSRDTHY/i1e1n055bl71CHgf50Ltt9zKVWiIpYvgMnFlWJzagIhIR 
+kf0UclZeylKpUg1fMWXZuAnJTsVejJ1SpH7pmue4lP6DYwT+yO4CxIsru3bHUeQ 
1dCTaXaROBU01xjqfrxrWN4qOZADRARKVtho5fV8aX6efVRL0NiGq2dmE1deiSoX 
rS2uvUAOZu2K/1S0wQHLqeBHuhFhj62uI0gqxiV5iRxBBJXAEepXK9a0l/qx6RVi 
7Epxd/3zoZza9msAKcUy5/pO6rMqpxiXHFinQjZf7BTP+HsO993MiBWamlzI8SDH 
0YZyoRebrrr+bKgy0QB2SXP3PyeHPLbJLfqqkJDJCgmfyWkfBxmpv966+AuIgkQW 
EH8HwIAiX3+8MN66zQd5ZFbY//NPnDC7bh5RS+bNvRfExb/IP46xH4pGtwZDb2It 
z1GdRcqK6ROLwMeRvlu2+jdKif7wndoTJiIsBpA+ixOYoBnW3dpKSH89D4mdJHJL 
DntE/9Q2toN2I1iLFGy4XfdhbTl27d0SPWuHiJeRvsBGAh52HN22r1xP9QDWnE2p 
4J6ijvyxFnlcIdNFgZoMOWxtKNcl0rcRkND23m9e9Pqki2Z3ci+bkEAsUhJg+f+1 
cC6JmnkJiYEt7Fx4b4GH8fxV 
-----END CERTIFICATE----- 
-----BEGIN CERTIFICATE----- 
MIIFdDCCBFygAwIBAgIQJ2buVutJ846r13Ci/ITeIjANBgkqhkiG9w0BAQwFADBv 
MQswCQYDVQQGEwJTRTEUMBIGA1UEChMLQWRkVHJ1c3QgQUIxJjAkBgNVBAsTHUFk 
ZFRydXN0IEV4dGVybmFsIFRUUCBOZXR3b3JrMSIwIAYDVQQDExlBZGRUcnVzdCBF 
eHRlcm5hbCBDQSBSb290MB4XDTAwMDUzMDEwNDgzOFoXDTIwMDUzMDEwNDgzOFow 
gYUxCzAJBgNVBAYTAkdCMRswGQYDVQQIExJHcmVhdGVyIE1hbmNoZXN0ZXIxEDAO 
BgNVBAcTB1NhbGZvcmQxGjAYBgNVBAoTEUNPTU9ETyBDQSBMaW1pdGVkMSswKQYD 
VQQDEyJDT01PRE8gUlNBIENlcnRpZmljYXRpb24gQXV0aG9yaXR5MIICIjANBgkq 
hkiG9w0BAQEFAAOCAg8AMIICCgKCAgEAkehUktIKVrGsDSTdxc9EZ3SZKzejfSNw 
AHG8U9/E+ioSj0t/EFa9n3Byt2F/yUsPF6c947AEYe7/EZfH9IY+Cvo+XPmT5jR6 
2RRr55yzhaCCenavcZDX7P0N+pxs+t+wgvQUfvm+xKYvT3+Zf7X8Z0NyvQwA1onr 
ayzT7Y+YHBSrfuXjbvzYqOSSJNpDa2K4Vf3qwbxstovzDo2a5JtsaZn4eEgwRdWt 
4Q08RWD8MpZRJ7xnw8outmvqRsfHIKCxH2XeSAi6pE6p8oNGN4Tr6MyBSENnTnIq 
m1y9TBsoilwie7SrmNnu4FGDwwlGTm0+mfqVF9p8M1dBPI1R7Qu2XK8sYxrfV8g/ 
vOldxJuvRZnio1oktLqpVj3Pb6r/SVi+8Kj/9Lit6Tf7urj0Czr56ENCHonYhMsT 
8dm74YlguIwoVqwUHZwK53Hrzw7dPamWoUi9PPevtQ0iTMARgexWO/bTouJbt7IE 
IlKVgJNp6I5MZfGRAy1wdALqi2cVKWlSArvX31BqVUa/oKMoYX9w0MOiqiwhqkfO 
KJwGRXa/ghgntNWutMtQ5mv0TIZxMOmm3xaG4Nj/QN370EKIf6MzOi5cHkERgWPO 
GHFrK+ymircxXDpqR+DDeVnWIBqv8mqYqnK8V0rSS527EPywTEHl7R09XiidnMy/ 
s1Hap0flhFMCAwEAAaOB9DCB8TAfBgNVHSMEGDAWgBStvZh6NLQm9/rEJlTvA73g 
JMtUGjAdBgNVHQ4EFgQUu69+Aj36pvE8hI6t7jiY7NkyMtQwDgYDVR0PAQH/BAQD 
AgGGMA8GA1UdEwEB/wQFMAMBAf8wEQYDVR0gBAowCDAGBgRVHSAAMEQGA1UdHwQ9 
MDswOaA3oDWGM2h0dHA6Ly9jcmwudXNlcnRydXN0LmNvbS9BZGRUcnVzdEV4dGVy 
bmFsQ0FSb290LmNybDA1BggrBgEFBQcBAQQpMCcwJQYIKwYBBQUHMAGGGWh0dHA6 
Ly9vY3NwLnVzZXJ0cnVzdC5jb20wDQYJKoZIhvcNAQEMBQADggEBAGS/g/FfmoXQ 
zbihKVcN6Fr30ek+8nYEbvFScLsePP9NDXRqzIGCJdPDoCpdTPW6i6FtxFQJdcfj 
Jw5dhHk3QBN39bSsHNA7qxcS1u80GH4r6XnTq1dFDK8o+tDb5VCViLvfhVdpfZLY 
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Uspzgb8c8+a4bmYRBbMelC1/kZWSWfFMzqORcUx8Rww7Cxn2obFshj5cqsQugsv5 
B5a6SE2Q8pTIqXOi6wZ7I53eovNNVZ96YUWYGGjHXkBrI/V5eu+MtWuLt29G9Hvx 
PUsE2JOAWVrgQSQdso8VYFhH2+9uRv0V9dlfmrPb2LjkQLPNlzmuhbsdjrzch5vR 
pu/xO28QOG8= 
-----END CERTIFICATE-----\" >> /etc/ssl/certs/smartcity_thessaloniki_gr.ca-bundle" 
 
sudo touch /etc/ssl/private/smartcity.thessaloniki.gr.key 
sudo chmod 0640 /etc/ssl/private/smartcity.thessaloniki.gr.key 
 
sudo sh -c "echo \"-----BEGIN RSA PRIVATE KEY----- 
MIIEpAIBAAKCAQEA80LT5EXnwghsz8n6mEk8O2yqOZ03q//adi6EwAJDpEqVIxmO 
W9SBjEdeaeHB+NrFOfIyxxWVrNNl59UcF6+gdSfCc34yPijnfhEAlZktRmbhiCMn 
4KX6+GzRrO+23uXobBOeIHceNFud03lNf1Ax1RpQLhKMGS6BD+WvAaY1c4IVKJeZ 
rI3nUBn5az2T+qnikQSCHcLWI8NJSplm4N8TZWMMjEH/MPAo/SbPn8UOPidde+fj 
qmnusOZji6KGJWh0EZCdIhI5QdUXbZC8venCpJphGzpkGudlEv5Erbe7q9h3Alel 
ar1kq1MUV8e2A9Pcxv7OH45xALEyKEWGRvlsfQIDAQABAoIBAEhOXN1FShYKmw1I 
ZAxP+G9RZWeqq5mcezsVqK/J/IEhCiNcvUveZoNj01R1nkpx/J20uBMk/1BXpbq7 
RZZkxbUNFGdv409GqUh3lUziMuryOadVi8ziiS6+abSVrC2k+OjnC+FqhrfZY5gw 
PjDRjX5iS+Ll8G6rvAEVrGc5GDo0o+CtQbTkX6ekivTNs5qCDYZKYvKHGCUdLapS 
wV4DJzgYkU6FDCpJwAJsU3B0Euaki14Pjnfa6nQf+TxeRowJC1A/pRhv2Y4qmI5H 
lQ8RJBsKx1f3tXQC5c2T89NG7gla/sZja9ok9y8EnBGJf5Nvhetse5XQYo50lary 
JqyS6KECgYEA/3hLc5s2nEQTXf8O5mmWZ9AYb1xWrF0U39D5lQ3bUQA7HrD1ze3h 
GJ4XUhhVojB5n7Lxb0Z+h3Mt/6P20jDYAcHwhUMOna/VF4xls2bmJay431WRoyIB 
lkwyazZhEo/VsDPaREbcTH6y+rO2MK5p7KKZ/K8v8/7CSkTCFKkK4SsCgYEA88QM 
Mjwn0XW8I3KWOqcvVuYJEua30vxVpJEQQ5GP8Eu3avo6fqYfOWx16x7Vdm0Kwg+t 
2mCkaGkA3KVxa7LBjWshpw/WDwhuTSQi5benyjnQcaaNWQ0vD9kRAkSgwy3DzMfx 
T+4lNBZkcuxup4rVXdzfGfNrGXYd85CQxkQghPcCgYEAzwc3bgpcqSpp34SxGHx8 
zMhQ5P4ZpzkPj4mUmPxPvUbIokiaCjY6cm67S2Y5D2TlS0wCaEDijPYEUuUXQqMe 
id4XAoejMpqpv5mhWU+MNv/QGf0INwF588jwGv5IkHhLna2HtkkOglcyyAQXI0BU 
ytXCoIl//OV5oiIyffe3v10CgYAetGAQ59DgKmNTV7iilLJ60Kjt74/SDKTBAOC6 
khg+XVsyJ2i80TH3qrjDr/OVYjDLtuvgKPIskKViJZi+xxpoNMldYLpG1HoIT3fx 
1YtWBqhB2IfPYsC9z0q8LWbOjvIt1jWIKugWwodOjod1pSAxHYQgoa+o2l71cg06 
XBR4iwKBgQC9WqA4JY6ifMGUg67ppTT0G18uy8PltlJ6CkgKMx6m0zK7IjJkiUAV 
6+4i8xKhFsGxwAHROUTSb1T7j2gi08uq4Ule//0Su0NgMdZuqCpw8cHVe+d5gMpT 
3d6iv03IwaJ7TZ33DwaJfKlC4rIwURzEq9SNKHWeB8l3bv7sfwKpJw== 
-----END RSA PRIVATE KEY-----\" >> /etc/ssl/private/smartcity.thessaloniki.gr.key" 
 
 
sudo sed -i 's/Group ${APACHE_RUN_GROUP}/Group ${APACHE_RUN_GROUP}\nServerName 
smartcity.thessaloniki.gr/g' /etc/apache2/apache2.conf 
sudo echo 'Header always append X-Frame-Options SAMEORIGIN' >> /etc/apache2/apache2.conf 
 
sudo rm -f /etc/apache2/sites-available/000-default.conf 
sudo touch /etc/apache2/sites-available/000-default.conf 
sudo chmod 0644 /etc/apache2/sites-available/000-default.conf 
sudo cat << EOF > /etc/apache2/sites-available/000-default.conf 
<VirtualHost *:80> 
 # The ServerName directive sets the request scheme, hostname and port that 
 # the server uses to identify itself. This is used when creating 
 # redirection URLs. In the context of virtual hosts, the ServerName 
 # specifies what hostname must appear in the request's Host: header to 
 # match this virtual host. For the default virtual host (this file) this 
 # value is not decisive as it is used as a last resort host regardless. 
 # However, you must set it for any further virtual host explicitly. 
 ServerName smartcity.thessaloniki.com 
 
 ServerAdmin webmaster@localhost 
 DocumentRoot /var/www/html 
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 #Redirect permanent / https://smartcity.thessaloniki.gr/ 
 
 # Available loglevels: trace8, ..., trace1, debug, info, notice, warn, 
 # error, crit, alert, emerg. 
 # It is also possible to configure the loglevel for particular 
 # modules, e.g. 
 #LogLevel info ssl:warn 
 
 ErrorLog \${APACHE_LOG_DIR}/error.log 
 CustomLog \${APACHE_LOG_DIR}/access.log combined 
 
 # For most configuration files from conf-available/, which are 
 # enabled or disabled at a global level, it is possible to 
 # include a line for only one particular virtual host. For example the 
 # following line enables the CGI configuration for this host only 
 # after it has been globally disabled with \"a2disconf\". 
 #Include conf-available/serve-cgi-bin.conf 
 <Directory /var/www/html/virtual-city-market> 
  Options FollowSymLinks 
  AllowOverride All 
 </Directory> 
 <Directory /var/www/html/crowd-funding> 
  Options FollowSymLinks 
  AllowOverride All 
 </Directory> 
</VirtualHost> 
 
# vim: syntax=apache ts=4 sw=4 sts=4 sr noet 
EOF 
 
sudo rm -f /etc/apache2/sites-available/vcm-ssl.conf 
sudo touch /etc/apache2/sites-available/vcm-ssl.conf 
sudo chmod 0644 /etc/apache2/sites-available/vcm-ssl.conf 
sudo cat << EOF > /etc/apache2/sites-available/vcm-ssl.conf 
<IfModule mod_ssl.c> 
#LoadModule ssl_module modules/mod_ssl.so 
 <VirtualHost _default_:443> 
#   <VirtualHost *:443> 
  ServerAdmin webmaster@localhost 
  ServerName smartcity.thessaloniki.gr 
  DocumentRoot /var/www/html 
  ErrorLog \${APACHE_LOG_DIR}/vcm-ssl-error.log 
  CustomLog \${APACHE_LOG_DIR}/vcm-ssl-access.log combined 
 
        <Directory /var/www/html/virtual-city-market> 
  Options FollowSymLinks 
                AllowOverride All 
        </Directory> 
        <Directory /var/www/html/crowd-funding> 
                Options FollowSymLinks 
                AllowOverride All 
        </Directory> 
 
  SSLEngine on 
  SSLCertificateFile /etc/ssl/certs/smartcity_thessaloniki_gr.crt 
  SSLCertificateKeyFile /etc/ssl/private/smartcity.thessaloniki.gr.key 
  SSLCertificateChainFile /etc/ssl/certs/smartcity_thessaloniki_gr.ca-bundle 
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  #This is needed to guard against POODLE 
  SSLProtocol all -SSLv2 -SSLv3 
 
  # These are needed for Disabling TLS 1.0 Compression and Weak Ciphers 
  SSLHonorCipherOrder On 
  SSLCipherSuite 
ECDH+AESGCM:DH+AESGCM:ECDH+AES256:DH+AES256:ECDH+AES128:DH+AES:ECDH+3DES:DH+3DES:
RSA+AESGCM:RSA+AES:RSA+3DES:!aNULL:!MD5 
  SSLCompression Off 
 
  BrowserMatch "MSIE [2-6]" 
    nokeepalive ssl-unclean-shutdown 
    downgrade-1.0 force-response-1.0 
  BrowserMatch "MSIE [17-9]" ssl-unclean-shutdown 
 
 </VirtualHost> 
</IfModule> 
EOF 
 
# Create simlinks 
#sudo ln -sf /etc/apache2/sites-available/000-default.conf /etc/apache2/sites-enabled/000-default.conf 
sudo ln -sf /etc/apache2/sites-available/000-default.conf /etc/apache2/sites-enabled/000-default.conf 
sudo ln -sf /etc/apache2/sites-available/vcm-ssl.conf /etc/apache2/sites-enabled/vcm-ssl.conf 
cd /etc/apache2/sites-available 
sudo a2ensite vcm-ssl.conf 
 
sudo a2enmod headers 
 
# Restart ssh service 
sudo restart ssh 
# Restart apache 
sudo service apache2 restart 

Table 21: cert_setup.sh 

 


